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Welcome

This EIDM Guide for MACPro Users describes steps MACPro users should take to obtain EIDM
IDs and request access to MACPro. Please contact the Help Desk if you have questions outside
the scope of this document.

Assistance with the MACPro application is available through the MACPro Help Desk, Monday
through Friday, 8:00 am-6:00 pm Eastern Standard Time. For questions regarding the use of
MACPTro, contact the MACPro Help Desk at MACPro_HelpDesk@cms.hhs.gov or call 301-547-

4688.

Key Terms

Select each term for further information.

Term

Abbreviation/Description

EIDM

Enterprise Identity Management

CMS Enterprise Portal

The website used to enter EIDM

CMS Secure Portal

The link in the CMS Enterprise Portal to login
to EIDM

RIDP

Remote Identity Proofing

MFA

Multi-Factor Authentication

EIDM ID

An EIDM ID provides access to EIDM
through the CMS Enterprise Portal. Having
an EIDM ID does not mean a user has
access to MACPro. After registering an EIDM
ID, a user must request access to MACPTro,
select an EIDM role for MACPro, and receive
approval.

MACPro ID

Prior to EIDM integration, a MACPro ID
provided access to the MACPro application.
Your EIDM ID now serves as your ID to
access MACPro.

MACPro Role

The MACPro Role you will hold in the
MACPTro application. This is separate from
the roles you request within EIDM. In
MACPTro there are roles that allow you
perform different functions within the MACPro
application.

EIDM Role for MACPro

The MACPro Role you will hold in EIDM. This
is separate from roles requested within the
MACPro application. In EIDM there are
general roles that correspond with the roles in
the MACPro application. For example, a user
should request the EIDM role of MACPro
State User if the user holds the MACPro role
of State Editor.



mailto:MACPro_HelpDesk@cms.hhs.gov
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What is EIDM?

The Enterprise Identity Management (EIDM) is an identity management and services system
that provides users with access to Centers for Medicare and Medicaid Services (CMS)
applications. Think of it as a portal to access a different CMS system. This system replaces the
previous Individuals Authorized Access to CMS Computer Services (IACS) system, for which
users requested access in 2013.

What is MACPro?

MACPro is a web-based application for the submission, review, disposition, and management
support of Medicaid and CHIP initiatives, Quality Measures Reporting, State Plan Amendments
(SPA), Waivers, Demonstrations and Advance Planning Documents. MACPro replaces CARTS
for Adult and Child Core Set reporting and is the new application for Health Homes Core Set
reporting.

MACPTo is being implemented to improve the state reporting and federal review processes,
federal program management, and transparency. It also supports data-driven decision making
for Medicaid and CHIP programs through online access to data and information. MACPro will be
one of the many different CMS applications integrated within EIDM.

MACPTro integration into EIDM
Access to CMS’ EIDM system is required to enter MACPro.

¢ |If you already have an Individuals Authorized Access to CMS Computer Services (IACS)
ID, your IACS ID was converted to an EIDM ID.

o If you are a new user (have not previously held an IACS ID or EIDM ID) you will need to
obtain an EIDM ID.

If you've been involved with MACPro for some time, the EIDM system replaces the previous
Individuals Authorized Access to CMS Computer Services (IACS) system, for which users
requested access in 2013.

Once you have an EIDM ID, or if you have previously obtained one, you will need to request
MACPTro access through EIDM and select a MACPro role. Your EIDM Role for the MACPro
application should be chosen based on which best describes you. When requesting access you
may be subject to Remote Identity Proofing, a process within EIDM that verifies your identity.
Your MACPro role request within EIDM will go through the approval process to CMS. When
your role request is approved, you will be granted access to the MACPro application to begin or
continue working in MACPro.

Please note if you received a MACPro ID prior to EIDM integration:

e Your EIDM User ID must be the same as your MACPro User ID.
e Your EIDM email must be the same email you use for MACPro.



Figure 1: EIDM MACPro Integration Workflow
The image below displays the steps needed to register for an EIDM ID and to request access to MACPro through EIDM.

New User Registration:
Enter personal info and
choose ID, password,

Go to portal.cms.gov Request role in MACPTo,

If you already have
an EIDM ID

STARTHERE



Figure 2: EIDM User Role Table

The table below displays the MACPro roles available in EIDM with corresponding descriptions.
This table may be used to determine your role when requesting MACPro access in EIDM.

EIDM Roles

Description

MACPro State User

U.S. State and Territories users

This role will grant users access to MACPro
application’s state workflow and application’s
state reports

MACPro CMS Staff User

CMS Central and Regional Office Staff users
This role will grant users access to MACPro
application’s CMS workflow and application’s
non-management reports

MACPro Business Support User

Non-CMS MACPro users. This role is for
CMS Contractors who need access to
MACPTro application.

MACPro Approver

CMS Central and Regional Office Staff users.
This role is responsible for approving EIDM
roles requested for CMS Central and
Regional Office users. This approver role
does not approve role requests within the
MACPTro application.

Note: There will be at least one of these roles
for CMS Central Office and at least one for
each of the 10 CMS Regional Offices. The
end user role requests are routed to these
approvers by Central Office and Regional
Offices.

MACPro Help Desk

CMS MACPro Helpdesk users

This role is responsible for regular Helpdesk
activities like Reset Password, Unlock
Account, etc.

MACPro Business Owner

This is a restricted role, for CMS users who
are responsible for approving MACPro
Helpdesk and MACPro Approver role
requests. This will not be available in the drop
down box for the general user population.




Figure 3: EIDM Role Approval Hierarchy

The image below displays the role approval hierarchy for MACPro roles within EIDM. Each tier

approves the tier below it.

Approver MACPro Business
«— Owner

MACPro Approver

MACPro Approver

Y

Y Y
MACProcms || MACPro MACPro CMS
Staff User ||  Business Staff

Y Y
MACPro
N MACPro State



Scenarios

Select the following scenario that applies to you to continue obtaining an EIDM ID or requesting
an EIDM role for MACPro:

1. Do you have an EIDM ID?
a. Begin with assuring that your challenge questions, password and personal
information are up to date. Once completed, proceed to request an EIDM
MACPTo role.

2. Do you have an IACS ID with challenge questions set up in EIDM? (If you had an
IACS ID it was converted to EIDM)
a. Begin with assuring that your challenge questions, password and personal
information are up to date. Once completed, proceed to request an EIDM role.

3. Do you have an IACS ID without challenge questions set up in EIDM? (If you had
an IACS ID it was converted to EIDM)
a. Begin with creating your challenge questions. Then, assure that your password
and personal information is up to date. Once completed, proceed to request an
EIDM role.

4. Are you anew user? (You do not have an EIDM ID)
a. Begin with registering for an EIDM ID.

5. Areyou not sure?

a. Begin with selecting the Forgot User ID link. Once your information is verified and
you have received your User ID, select the Forgot Password link. If you do not
know your challenge questions please contact the MACPro Help Desk at
MACPro_HelpDesk@cms.hhs.gov. If your information can’t be verified then
proceed to follow the instructions for New User Registration.
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Step 1A: NEW USERS
Register for EIDM Access

All MACPro users must first register as a user through the Centers for Medicare and Medicaid
(CMS) Enterprise Identify Management (EIDM) system. To create your EIDM profile, provide
your personal information and set up your User ID, password, and your challenge questions.

1.1 Go to https://portal.cms.gov/. ( You can use Internet Explorer 11, Firefox, or Chrome)

1.2 Select “New User Registration” on the home page.

CMS,QOV Enterprise Portal

Centers for Medicare & Medicaid Services

Health Care Quality Improvement System Provider Resources

CMS Portal > Welcome to CMS Portal

Home | About WS |

| d Help & FAQs | (U1 Email | [} Print

Learn about your healthcare options |

| SearchCMSgov |

‘Welcome to CMS Enterprise Portal

The CMS Enterprise Portal is a gateway being offered to
allow the public to access a number of systems related to

Medicare Advantage, Prescription Drug, and other CMS
programs

[}

CMS Enterprise Portal | MACBIS | Medicare Shared Savings Program 0 Physician Value | ASP §| Open Payments | QMAT § CPC

CMS Secure Portal

To log into the CMS Portal a CMS user account is
required

8 Login to CMS Secure Portal

Forgot User ID?

Forgot Password?

Mew User Reaistration h



https://portal.cms.gov/

1.3 Accept the Terms and Conditions by checking the box at the bottom of the page. Then,
select “Next” to continue.

Home | About CMS | MNewsrcom | @ Help & FA:

CMngV Enterprise Porial

H . B . Learn about your healthcare options
Centers for Medicare & Medicaid Services |

Health Care Quality Imp System

CMS Portal > New User Registration

reen reader mode Off | Accessibility Settings

Terms and Conditions

OMB No. 0938-1236 | Expiration Date: 04/30/2017 | Paperwork Reduction Act

Consent To Monitoring

By logging onto this website, you consent to be monitored. Unauthorized attempts to upload information and/or change information on this web site are strictly prohibited and are
subject to prosecution under the Computer Fraud and Abuse Act of 1986 and Title 18 U.5.C. Sec 1001 and 1030. We encourage you to read the HHS Rules of Behavior for more
details

Protecting Your Privacy

Protecting your Privacy is a top priority at CMS. We are committed to ensuring the security and confidentiality of the user registering to EIDM. Please read the CIMS Privacy Act
Statement which describes how we use the information you provide

Collection Of Personal Identifiable Information (PII)

"Personal” information is described as data that is unique to an individual, such as a name, address, telephone number, social security number and date of birth (DOB)

CMS is very aware of the privacy concerns around PII data. In fact, we share your concerns. We will only cellect personal data to uniquely identify the user registering with the system.
We may alse use your answers to the challenge questicns and other PII to later identify you in case you forget or misplace your User ID /Password.

| have read the HHS Rules of Behavior (HHS RoB), version 2010-0002 0018, dated August 26 2010 and understand and agree to comply with its provisions. | understand that
violations of the HHS ReB or information security pelicies and standards may lead te disciplinary action, up to and including termination of employment; removal or debarment from
work on Federal contracts or projects; and/or revocation of access to Federal infermation, information systems, and/or facilities; and may also include criminal penalties and/or
impriscnment. | understand that exceptions to the HHS RoB must be autherized in advance in writing by the OPDIV Chief Information Officer or histher designee. | alsc understand
that violation of laws, such as the Privacy Act of 1974, copyright law, and 18 USC 2071. which the HHS RoB draw upen, can result in menetary fines and/or criminal charges that may
result in impriscnment

| agree to the terms and conditions h
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1.4 Enter in your personal information. Please note that all fields with an asterisks (*) are

required fields. When complete, select “Next” at the bottom of the page._Please Note:

Your EIDM email must be the same as your MACPro email.

Your Information

Enter your legal first name and |ast name, as it may be required for Identity Verification.
First Name:

Middle Mame:

Last Name: Suffix:
]

Enter your E-mail address, as it will be usad for accourt relatad communications.
E-mail Address:

Re-enter your E-mail address.
Confirm E-mail Address:

Enter your full 9 digit social security number, as it may be required for Identity \erification.
Social Security Number:

Enter your date of birth in MM/DDMAYYYY format, as it may be required for [dentity “erification.
Date of Birth:

= J.S. Home Address -, Foreign address
Entar your current or most recant home address, as it may be required for Identity Verification.

Home Address Line 1:

Home Address Line 2:

City: Stater Zip Code:  Zip Code Extension:

[ ]

Country: UISA

Enter your primary phane number, as it may be required for Identity Verification.
Primary Phone Mumber:

4
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1.5 Create your EIDM User ID, Password and Challenge Questions. Once complete, select
“Next”.

Choose User ID And Password

User IC:
Password:

Confirm Password:

Select your Challenge Questions and Answers:
Your challenge guestions and answers will be required for password and account management functions.

Question:1 Answer: 1

Answer:2

Answer:3

[Flzas= choose ons Qwsstion v ]

GCETED [@ETED | g

Please Note:

e Your EIDM User ID must be the same as your MACPro ID (if you already
have one).

e Your password will expire every 60 days.
e Your security questions are case sensitive.

1.6 You should receive the message below when your account is successfully created.
Select “Ok” to proceed.

Complete Registration

Account Successfully Created
‘You have now successfully created an account on the CMS Enterprise Portal. You will receive an e-mail acknowledging your successful account creation, and the e-mail will include the
Uszer ID that you selected.

If you are requesting access for a specific role in a system, please log on to the CMS Enterprise Portal using your new User ID and password. Please wait 5 minutes before logging in.

Selecting the "OK" button will direct you to the CMS Portal Landing page.

1.7 The next steps you will take are for requesting a MACPro role in EIDM. Please follow the
instructions in Step 2 for requesting a role.

12



Step 1B: PREVIOUS IACS USER/CURRENT EIDM USERS

Change Password, Update Information, Set Challenge Questions

If you are already an EIDM user please check that your password, personal information, and
challenge questions are up to date before proceeding to request an EIDM role for MACPro by
following the instructions in Step 2. If you are not sure if you currently hold an EIDM ID or IACS
ID, refer to the instructions in Additional Actions to determine your username and reset your
password.

1.1 Log into the CMS Secure Portal via the CMS Enterprise Portal

—
Home | About CMS | Newsroom | (£ Helo & FAQs | () Emsil | [ Print
CMS_QOV Enterprise Portal eeamss
Centers for Medicare & Medicaid Services EH S Yok el GoRe S| | sesrchomsgov |

Health Care Quality Improvement System  Provider Resources

CMS Portal > Welcome to CMS Portal

CMS Secure Portal

To log into the CMS Portal & CMS user account is
- required

a Login to CMS Secure Portal

Forgot User ID?
Forqot Password?
Mew User Reaistration

Welcome to CMS Enterprise Portal

The CMS Enterprise Portal is a gateway being offered to allow the
public to access a number of systems related to Medicare
Advantage, Prescription Drug. and other CMS programs.

1.2 Accept the Terms and Conditions.

Terms and Conditions

OMB No.0938-1236 | Expiration Date: 04/30/2017 | Paperwork Reduction Act

You are accessing a U.S. Government information system, which includes (1) this computer, (2) this computer network, (3) all computers connected to this netwark,
and (4) all devices and storage media attached to this network or to a computer on this network. This information system is provided for U.S. Government-authorized
use only.

Unauthorized or improper use of this system may result in disciplinary action, as well as civil and criminal penalties.

By using this information system, you understand and consent to the following:

You have no reasonable expectation of privacy regarding any communication or data transiting or stored on this information system.

Atany time, and for any lawful Government purpose, the government may monitor, intercept, and search and seize any communication or data transiting or stored
an this information system.

Any communication or data transiting or stored on this information system may be disclosed or used for any lawful Government purpose.

To continue, you must accept the terms and conditions. If you decline, your login will automatically be cancelled.

o
T [T
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1.3 Enter your EIDM User ID or former IACS ID. Then select “Next”.

Welcome to CMS Enterprise Portal

User ID|

— [

Foroot User ID?
Need an account? Click the link - New user reqistration

1.4 Next enter your password and select “Log In”.

Welcome to CMS Enterprise Portal

Password |

e

Foraot Password?




1.5 Next, update your profile information by creating challenge questions and resetting your
password. Select “My Profile” from the Welcome Banner drop down menu in the upper
right hand corner of your screen.

0 Portal Help & FAGS

= Print
M )
(?QO§ Enterprise Portal *

My Portal

E Log Out Weicome EIDM MACPRO ~ W

My Access

My Profile

CMS Portal = My Portal
| |

Welcome to CMS Enterprise Portal

Use the link below to request access to

The Enterprise Portal combines and displays content and forms from multiple applications, supports users with navigation and cross- Systems/Applications
enterprise search tools, supports simplified sign-on, and uses role-based access and personalization to present each user with only
Request Access Now

relevant content and applications. The vision of the Enterprise Portal is to provide "one-stop shopping" capabilities to improve

customer experience and satisfaction.

1.6 Select the small triangle next to “Change my Profile” in the left panel. Then select
“Change Challenge Questions and Answers”.

hange My Profile

Change E-mail Address View My Profile
Change Phone number
{Lhange Challenge Wuestions and Answers |

Change Address First Name : EIDM
View My Profile Last Mame - MACPRO
Change Password Date of Birth -

E-mail Addres:

U.S Home Address

Phone Mumber : 3015474633
Home Address Line 1 :

Home Address Line 2

City :

State

Zip Code :

Country: USA

15



1.7 You will be prompted to enter your User ID and Password. Select “Next”.

Change Challenge Questions and Answers

For security purposes, you need to enter your User ID and Password
before changing your challenge questions and answers.

- User ID |

* Password ,

1.8 Create challenge guestions and answers that you will remember in the future. This is
important as you will answer these challenge questions when a password reset is
required. Select challenge questions and answers, then select “Next”.

Change Challenge Questions and Answers

 Question: | Plegze choose one Question ¥
* Answer1:

- Question2: | Plesse choose one Question v
- Answer:

* Question3: | Plegze choose one Question v
* Answer3:

v | GETIED | G

16



1.9 You will receive a confirmation message that your challenge questions and answers
have been changed. Select “Ok”.

Change Challenge Questions and Answers

Your challenge questions and answers have been successfully changed. A confirmation E-mail has been sent.

—) | GEEIED

1.10 Next, select “Change Password” from the left panel.

“ Change My Profile

Change E-mail Address View My Profile
Change Phone number
Change Challenge Questions and Answers

Change Address First Name - EIDM
Yiew My Profile Last Mame : MACPRO
Change Password * Date of Birth -

E-mail Address

U.S Home Address

Phone Mumber : 3015474688
Home Address Line 1 :

Home Address Line 2 :

City

State

Zip Code :

Country: USA

17



1.11 Enter your Old Password, and then your New Password. Then select “Next” .

e The Password must be changed at least every 60 days.

e Be aminimum of 8 and a maximum of 20 characters.

e Be changed only once a day.

e Contain at least 1 letter and 1 number.

e Contain at least 1 upper case and 1 lower case letter.

e Contain at least 1 special character.

o Be different from the previous 6 passwords used.

e Not contain the User ID.

e The following special characters may not be used ? <> () "'"/\ &.

Change Password

* Old Password: |
* Neew Password:

* Confirm New Password:

D GEED

1.12 You should receive a confirmation message, select “Ok”.

Change Password

Your password has been successfully changed. A confirmation E-mail has been sent. You will need to legout and legin with your new password to
access the system. Select 'Ok’ to legin using your new password.

G | €

1.13 The next steps you will take are the requesting a MACPro role in EIDM. Please follow
the instructions in Step 2 for requesting a role.

18



Step 2: Request Access to MACPro
EIDM role for MACPro

The next step is to request access to the MACPro Application by requesting your EIDM role for
MACPTro. Once this is approved, you will be able to access MACPro.

Please note: your EIDM role for MACPro is different than your MACPro role. Your EIDM role for
MACPTro only provides access to MACPro. Your MACPro role will provide specific action
permissions within the MACPro application.

2.1 Log into the CMS Secure Portal.

p—
. Home | About CMS | Mewsroom | @M Help & FAQs | /), Email | [J, Print
CMS_QOV Enterprise Portal S
Centers for Medicare & Medicaid Services Learn about your healthcare options | | SearchcoMsgov |

Health Care Quality Improvement System  Provider Resources

CMS Portal > Welcome to CMS Portal

Welcome to CMS Enterprise Portal

CMS Secure Portal

Tolog into the CMS Portal a CMS user account is
required

8 Login to CMS Secure Portal

Forgot User ID?

The CMS Enterprise Portal is a gateway being offered to allow the / -
public to access a number of systems related to Medicare
Advantage, Prescription Drug. and other CIMS programs.

Forgot Password?

New User Reqistration

19




2.2 Accept the Terms and Conditions.

Terms and Conditions

OMB No0.0938-1236 | Expiration Date: 04/30/2017 | Paperwork Reduction Act

You are accessing a U.S. Government information system, which includes (1) this computer, (2) this computer network, (3) all computers connected to this network,
and (4) all devices and storage media attached to this network or to a computer on this network. This information system is provided for U.S. Government-authorized
use only.

Unauthorized or improper use of this system may result in disciplinary action, as well as civil and criminal penalties.

By using this information system, you understand and consent to the following:

You have no reasonable expectation of privacy regarding any communication or data transiting or stored on this information system.

At any time, and for any lawful Government purpose, the government may monitor, intercept, and search and seize any communication or data transiting or stored
on this information system.

Any communication or data transiting or stored on this information system may be disclosed or used for any lawful Government purpose.

To continue, you must accept the terms and conditions. If you decline, your login will automatically be cancelled

2.3 Enter your User ID and select “Next”.

Welcome to CMS Enterprise Portal

User ID;

SN

Foroot User ID?
Need an account? Click the link - New user reqistration

20



2.4 Next enter your password and select “Log In”.

Welcome to CMS Enterprise Portal

Password

e

Forgot Password?

2.5 On the top right of the screen, under the Welcome Banner, you can select “My Access”
from the drop down menu to request a role. Or you can also select “Request Access
Now” from the Request Access box to request a role.

o Portal Help & FAQs. = Print E Log Out Welcome EIDM MACPRO v [

My Access

ch;‘é Enterprise Portal

My Profile

My Portal

CMS Portal = My Portal
| |

‘Welcome to CMS Enterprise Portal Request Access

Use the link below to request access to

The Enterprise Portal combines and displays content and forms from multiple applications, supports users with Systems/Applications

navigation and cross-enterprise search tools, supports simplified sign-on. and uses role-based access and
Request Access Now
personalization to present each user with only relevant content and applications. The vision of the Enterprise Portal is to

ey
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2.6 On the next screen, scroll through the catalog until you find MACPro. Select “Request

Access” under MACPTro.

Request Access

8000278060

Imiesting {yanoo. com

Adwvantage/Medicare Advantage -
ription Drug/Prescription More...

Help Desk Information

Request Access

Medicaid and CHIP Program System (MACPro)
supports the business proces Mors...

Help Desk Information
301-547-48838

Request Access

MAX IMUS Application

Help Desk Information

Ll
WA

MACPo HelpDesk@iiems. hhs.gov

Request Access Request Access Request Access

Appeal workers (Centers for Medicars and Medicaid Drug Rebate: Exchanges data between The Medicars Exclusion Database, MED, is
Medicaid Services (CMS) Offic More... CMS and the States. Data More... updated monthly with sanction More...
Help Desk Information

Help Desk Information Help Desk Information

B55-CME-1515 (855-267-1515) B0D-227-8089 BE0-454-8040
i e tmtesting@vahoo.com

CMS FEPS@ECMS HHS gov

Request Access

Request Access

Request Access

MF& Optional for AIF Test Application to test MFA The mylGS DME portal sllows users to access
Medicare information, incl More...

Help Desk Information

3018777

Help Desk Information
gE4 TED

Help Desk Information

BED BE8-270-4000
tmtesting@vehoo.com

Request Access

Request Access Request Access
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2.7 Select the EIDM role that corresponds with your MACPro Role. For example, if you have
a State role in MACPro you would select “MACPro State User”.

Request New System Access

Select a System and then a role to request access.

Depending on your Level of Assurance (LOA) and the role that you request access to, to satisfy system security requirements you may need to complete [dentity
Verification, establish credentials for Multi-Factor Authentication (MFA), or change your password the next time you login to the system. This may require you to provide
additicnal information as part of the role request process. If applicable, please note that your request cannct be fulfilled until Identity Verification is complete and Multi-

Factor Authentication (MFA) is established.

7 * Systemn Description [MACPRO-Medicaid and CHIP Prograr ¥ |

Please select a role

- Role: Select the Roke v

Pro CMS 5
Pro HelpDesk

MACPro Business Owner m

MACF State User

o If you select a MACPro CMS Staff User Role or a Business Support User Role,
choose a region:

Request New System Access

Select a System and then a role to request access.

Depending on your Level of Assurance (LOA) and the role that you request access to, to satisfy system security requirements you may need to complete Identity
Verification, establish credentials for Multi-Factor Authentication (MFA), or change your password the next time you login to the system. This may require you to provide
additional information as part of the role request process. If applicable, please note that your request cannet be fulfilled until Identity Venfication is complete and Multi-

Factor Authentication (MFA) is established.

7 * System Description [MACPRO-Medicaid and CHIP Prograr ¥ |
* Role: [MACPro CMS Stsff User v
Pleass submit role data Please select s value for CMS Region
* CMS Region: Select the Role Validation v

CMS Central Office

CMS Region 1 Boston MA - e : v ————
Pls CMS Ragion 2 New Yark Y E your Approver to see in the 'Notes to the Approver’ field.
Notes to the Approver: CMS Region 3 Philadelphia PA
CMS Region 4 Atlanta GA
CMS Region 5§ Chicago IL
CMS Region 7 Kansas City MO
CMS Region B Denve
CMS Region 8 San Fra
CMS Region 10 Seattie
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If you select a MACPro State User Role, choose the region that your state
belongs to and then choose your state:

Request New System Access

Select a System and then a role to request access.

Depending on your Level of Assurance (LOA) and the role that you request access to, to satisfy system security requirements you may need to complete [dentity
Verification. establish credentials for Multi-Factor Authentication (MFA). or change your password the next time you login to the system. This may require you to provide
additional infermation as part of the role request process. [f applicable, please note that your request cannot be fulfilled until [dentity Verification is complete and Multi-

Factor Authentication (MFA) is established.

» * System Description: [MACPRO-Medicaid and CHIP Pragrar ¥ |
* Role: [MACPr State User V]
* Region: [CMS Region 1 Boston MA v ]

Please selact a subgroup

- States and Termitories:

ant your Approver to see in the "Notes to the Approver” field.

Netes to the Approver:

New Hampshire
Rhode Island

S D

=

2.8 Next, enter in any notes to the approver and then select “Submit”.

Motes to the Approver:

Please enter any comments you want your Approver to see in the "Motes to the Approver” field.

A

N 1D e |4
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2.9 Once you select “Submit” you will be directed to a screen labeled Multi-Factor
Authentication (MFA) Information. While MFA is not required for MACPro users, you
may want to add MFA to have an additional level of security to prevent unauthorized
access to your account. If you choose to add MFA please select the “Add MFA” button
and proceed to Step 3. If you choose to bypass MFA please select the “Skip MFA”
button, continue the next steps under Step 2 and then proceed to Step 4.

@ Portal Help & Fas = Print [* Logout

CMS
.gov

Enterprise Portal

My Portal

CMS Portal = EIDM user menu page = My Access

Screen reader mode Off | Accessibility Settings

My Access Multi-Factor Authentication Information

a w Sy . . . " . } . f— y i
Request New System Adding a Security Code to your login alse known as Multi-Factor Authentication (MFA) can make your login more secure by providing an extra layer of protection to your
Access J Y ¥ g Y g ¥ P 9 Y pi Y
— user name and password. You may choose to add this additional level of security to prevent unauthorized access to your account
View and Manage My
Access To access a CMS application which requires a Security Code te be input at the time of login, select "Add MFA" and follow the on-screen instructions to add the additional

level of security.

Select "Skip MFA" to skip adding the additional level of security and to continue with the role request. If you choose to skip MFA now, you can always add it later to your
account by accessing the My Profile’ link from the Welcome menu on the top right comer of the page.

Select 'Cancel' to end the role request.
=

2.10 Once you have selected “Skip MFA”, you will be directed to the Request
Acknowledgment screen. This screen indicates that you will also receive an email
notification that you your role request has been processed. Select “Ok”.

@ Portaliieip & FAQs =) Print [ Logout

CMS
.gov

Enterprise Portal

My Portal

CMS Portal = EIDM user menu page = My Access
creen reader mode Off | Accessibility Settings
My Access Request Acknowledgement

Your request to access MACPRO using the MACPro State User role has been successfully submitted
Request New System

Access Your request id is - 2283535
Xie'” and Manage My Use this number in all corespondence conceming this request. You will be contacted via E-mail after your request has been processed
ceess

G | 4
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2.11 Once you have select “Ok” you will be directed to the View and Manage My Access
Screen. In this table you will be able to see any roles that you currently hold, as well as

any pending requests.

@) Portal Help 2 FAGs = Print [ Logout

CMS
.gov

Enterprise Portal

My Portal

CMS Portal = EIDM user menu page > My Access
Screen reader mode Off | Accessibility Settings

m———
My Access Wiew and Manage My Access

Select 'Add s Role’ or ‘Remove a Role’ to mansge your acoess for & system

Request New System

Access T ‘
Systems My Roles lAddElional Details Remove a Role lAdd a Role
View and Manage My I
Access MAC2ROAppicaton MACPRO_STATE_USER oo e A e v i Aad3 o
States ana Temories: Capmia

2.12 When you role request has been approved or rejected you will receive an email
notification indicating this information.



Step 3: Verify Identity Online with Remote Identity Proofing
(RIDP)

What is Identity Verification?

Identity Verification is the process of providing sufficient information (e.g., identity history,
credentials, or documents) to a service provider for the purpose of proving that an individual is
who he/she claims to be. Individuals requesting electronic access to CMS protected information
or systems must be identity proofed prior to being given access.

The Identity Verification process is necessary for all EIDM Roles for MACPro.

When selecting a role for MACPro you may be redirected to RIDP. RIDP is typically completed
via an online questionnaire. If you fail the RIDP questionnaire please follow these steps:

1.

S

Take a screenshot of the notification message that indicates you were NOT able to
be verified.

Attempt the role request process again (refer to Step 2 in this document).

This time when prompted to repeat RIDP, ensure that you have entered your Personal
Information correctly (i.e. your personal home address, your personal phone number,
etc.).

After verifying your personal information complete RIDP.

If your information is correct and you are still unable to be verified, then call the Experian
Verification Support Service number that is displayed in the message indicating you
cannot be verified. Please note: Experian will attempt to verify your identity by asking
further Out-of-Wallet questions.

If Experian is not able to verify you as a person, then send the screenshot of the
notification that indicates you are unable to be verified to the
MACPro_HelpDesk@cms.hhs.gov along with your EIDM ID.

Please note: If you reach step 6 above, you will be requested to send further documentation to
be escalated to CMS as part of the Manual ID Proofing process. In order to complete your
EIDM role request, RIDP must be completed.
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Completing RIDP

3.1 Once you select a MACPro role in EIDM, you may be taken to the Identity Verification
Page. Select “Next”.

Portal Help & FAQs & Print =L

CMS
.gov

Enterprise Portal

My Portal  HIOS

CMS Portal > My Access

§creen reader mode Off | Accessibility Settings

My Identity Verification
Access

To protect your privacy, you will need to complete [dentity Verification successfully, before requesting access to the

Request New System selected role. Below are a few items to keep in mind

Access

= Ensure that you have entered your legal name, current home address, primary phone number, date of birth and email
View and Manage M address correctly. We will only collect personal information to verify your identity with Experian, an external identity
Access verification provider.

= Identity Verification involves Experian using information from your credit report to help confirm your identity. As a result
you may see an entry called a "soft inquiry” on your Experian credit report. Soft inquiries do not affect your credit score
and you do not incur any charges related to them

+ Youmay need to have access to your personal and credit report information, as the Experian application will pose
questions to you, based on data in their files. For additional information, please see the Experian Consumer

Assistance website -http://www.experian.com/help/

If you elect to proceed now, you will be prompted with a Terms and Conditions statement that explains how your Personal
Identifiable Information (P} is used to confirm your identity. To continue this process, select ‘Next’




3.2 Agree to the Terms and Conditions and then select “ Next”.

@ Portal Help & FAQs € Print [# LogOut  Welcome App Sys

Screen reader mode Off | Accessibility Settings

-

My

Terms and Conditions

Access

Protecting Your Privacy
R t New m
Access Protecting your Privacy is a top priority at CMS. We are committed to ensuring the security and confidentiality of the
View and Manage My user registering to EIDM. Please read the CMS Privacy Act Statement , which describes how we use the information
Access you provide.

Personal information is described as data that is unique to an individual, such as a name, address, telephone number,
social security number, and date of birth (DOB). CMS is very aware of the privacy concerns around Pll data. In fact, we
share your concerns. We will only collect personal information to verify your identity. Your information will be disclosed
to Experian, an external authentication service provider, to help us verify your identity. If collected, we will validate your
Social Security number with Experian only for the purposes of verifying your identity. Experian verifies the information
you give us against their records. We may also use your answers to the challenge questions and other Pll to later
identify you in case you forget or misplace your User ID /Password

HHS Rules Of Behavior

We encourage you to read the HHS Rules of Behavior , which provides the appropriate use of all HHS information
technology resources for Department users, including Federal employees, contractors, and other system users.

| have read the HHS Rules of Behavior (HHS RoB), version 2010-0002.001S, dated August 26 2010 and understand
and agree to comply with its provisions. | understand that violations of the HHS RoB or information security policies
and standards may lead to disciplinary action, up to and including termination of employment; removal or debarment
from work on Federal contracts or projects; and/or revocation of access to Federal information, information systems,
and/or facilities; and may also include criminal penalties and/or imprisonment. | understand that exceptions to the HHS
RoB must be authorized in advance in writing by the OPDIV Chief Information Officer or his/her designee. | also
understand that violation of laws, such as the Privacy Act of 1974, copyright law, and 18 USC 2071, which the HHS
RoB draw upon, can result in monetary fines and/or criminal charges that may result in imprisonment

Identity Verification

| understand that the identity proofing services being requested are regulated by the Fair Credit Reporting Act and that
my explicit consent is required to use these services. | understand that any special procedures established by CMS
for identity proofing using Experian have been met and the services requested by CMS to Experian will be used solely
to confirm the applicant’s identity to avoid fraudulent transactions in the applicant's name.

| agree to the terms and condiﬁons—
G | <
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3.3 You will have the opportunity to verify your personal information. Once verified, select

“Next”.
CMS 5 gov Enterprise Portal Home | AboutC
Centers for Medicare & Medicaid Services Leam about your healthd

Health Care Quality Improvement System Provider Resources

CMS Portal > New User Registration
§creen reader mode Off | Accessibility Settings

=% 2] »
Your Information your Information Your Information

Your Information

Enter your legal first name and last name, as it may be required for Identity Verification.

* First Name: :Msddle Name:
Mary

* Last Name: Suffix:

Smithx I:l

Enter your E-mail address, as it will be used for account related communications.
* E-mail Address:
msmithx@gmail.com

Re-enter your E-mail address.
* Confirm E-mail Address:

Enter your full 9 digit social security number, as it may be required for Identity Verification.
’—Snciak Security Number.—————

e g seae

Enter your date of birth in MM/DD/YYYY format, as it may be required for Identity Verification.
* Date of Birth:
01 02 1988

5, U.S. Home Address  Foreign address

Enter your current or most recent home address, as it may be required for Identity Verification.
* Home Address Line 1:
[1223 main

Home Address Line 2:

* City: * State: « Zip Code: Zip Code Extension:
) e E it ; 5 ountry: USA
[BALTIMORE [Waryiand vi[21210 | | Cenn

Enter your primary phone number, as it may be required for Identity Verification.
* Primary Phone Number:
410 1433 4104
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3.4 Depending on your provided personal information, the Verify Identity page might show
up. You will be required to answer several Out-of-Wallet (OOW) questions about
information that may be in your personal records. Please choose your answers carefully.
If you answer the questions incorrectly, you are likely to fail the RIDP process and will
have to go through the Manual ID Proofing process. Select the “Next” button when you
are ready to submit.

@ Portal Help & FAQs 9 Print

CMS
.gov

Enterprise Portal

MyPortal HIOS

CMS Portal = My Access

™
My Verity Your kientify
Access Verify Identity

You may have opened a student I0an in of around March 2012 Please seiect the lender thal you Rave previously of you ane currently making
payments (o If you have nol received STuoen! Ioans with any of these iencers Now oF In he past, please selecl ' NONE OF THE ABOVE/DOES NOT

Request New System APPLI

&;_ms_ BN TAULT BANK
CHARTER MATL BANS

View and Man My VA SMCTION MUTUAL

Access UMNVERSITY SUPPORT SVC

NONE OF THE ABOVEDOLS NOT APPLY
Yioui may have opened 8 (GECRIVCARCARE ONE/TANA) credn card PIEASE SEEC! e YEar i Whic h YOur S00ount Was opened
007
oy
E
2013
NONE OF THE ABROVE
You may have opened an aufo loan in of arcund June 1999 Please select the lender for this account If you do nol have such an auto loan, select
HONE OF THE ABOVE/DOES NOT APPLY
FLEET FINANCIAL
BOVEREMGN BANK
You may have opened a (GECRBICARCARE ONE/TANA) créedd card. Please select the year in which your accoun! was opeéned
ror
)
o
w013
WONE OF THE ABOVE
You may have openad an ault kan in or around June 1000 Please select the lender for this account If you 90 not have Such an aulo loan, sekect
'HONE OF THE ABOVE/DOES NOT APPLY"
FLEET FINANCIAL
LOVERLIGH BANK
WELLS FARGO BANK
SUMMIT B
WONE OF THE ABOVEDOES MOT APPLY
Which of the following is a current or previous employer? if there 5 nol a malched employer name, please select 'HONE OF THE ABOVE'
THE SNGER CO
LI RRA ONLINT N
PARAMOUNT FREE LANCE
MARRSOTT INTERNATIONAL
WONE OF THE ABOVE
ACCording 10 our Feconds, you previously Ived on (CEDAR) Please choose Ihe ity from the foliowing kst where this street is lecated
BRANTRLE
LOMEIILLE
CHARLESTOWN
JAMAICA PLAI

WONE OF THE ABOVT
LI
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3.5 Once you have submitted, you should receive a confirmation notice. Select “Next”.

@Portal Help 8 FAQs ) Print (% LogOut

CMS
.gov

Enterprise Portal

MyPortal  HIOS

CMS Portal > My Access

My

Remote Identity Proofing
Access

Resiisl Mot Syskism Your identity has been verified To continue this process, piease select ‘NEXT
Access |

View and Manage My n e

Access

3.6 A Request Acknowledgement message should appear. Select “Ok”.

@ Portal Help & FAQs & Print (% LogoOut

CMS
"gov

Enterprise Portal

MyPortal  HIOS

CMS Portal > My Access

-

y Request Acknowledgement
Access
Your request 10 access ZONE us! ng the Zone Approver role has been successfully submitied

Request New System Your r 1idis - 8255
Access e

View and Manage My

Access
G <

Use this number in all comespondence conceming this request You will be contacted via E-mail after your request has been processed
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3.7 If you cannot be verified as a person you will receive a message that indicates you have
not passed. First, take a screen shot of the message as shown below. Then repeat
the role request process detailed in Step 2 of this document. When prompted to repeat
RIDP, ensure that you have entered your personal information correctly (i.e. your
personal home address, your personal phone number, etc.). Then continue to complete
RIDP. If your information is correct and you are still unable to pass, then call the
Experian Verification Support Service number that is displayed in the message. If you
cannot be verified after contacting Experian, please send a screenshot of the notification
to MACPro_Helpdesk@cms.hhs.gov along with your EIDM ID.

Identity Verification

ddnd LRt The £ apadr Vet itan Seeont Savaced i 1 MELTALLDS 3 (rorate T Reses Reterarvs Nt - |28

Step 4: Multi-Factor Authentication (MFA)
What is Multi-Factor Authentication (MFA)?

MFA is atype of login (authentication) that, in addition to a user ID and password, requires
another “factor” such as a Security Code. To comply with CMS policy, most users will need to
establish a second login “factor” commensurate with the level of access requested. CMS uses
Symantec’s Validation and Identity Protection (VIP) service to add a second layer of protection
for your online identity. Symantec provides validation and identity protection through computer,
phone, and E-mail.

The CMS EIDM system requires registration of a phone or computer to add an additional level
of security to a user’s account. The user is given four options to select from to complete the
registration process.

Please note that MFA is optional for MACPro Roles in EIDM.
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MFA Registration

4.1 If you are continuing with registering MFA after completing RIDP, select “Add MFA”.

Multi-Factor Authentication Information

Adding a Security Code to your login also known as Multi-Factor Authentication (MFA) can make your login more secure by providing an extra layer of protection to your
user name and password. You may choose to add this additional level of security to prevent unauthorized access to your account.

To access a CMS application which requires a Security Code to be input at the time of login, select "Add MFA" and follow the on-screen instructions to add the additional
level of security.

Select "Skip MFA”" to skip adding the additional level of security and to continue with the role request. If you choose to skip MFA now, you can always add it later to your
account by accessing the "My Profile’ link from the Welcome menu on the top right comer of the page.

Select 'Cancel to end the role request.

GEETED GEITID (GETTND | G

4.2 When you request access to MACPro and complete RIDP, you may be directed to the
Multi-Factor Authentication Information page. To begin the MFA process, select “Next”.

CHS Portal > EIDM user menu page > My Access

Screen reader mode Off | Accessibility Settings

My Multi-Factor Authentication Information
Access

tional level of securityto your account. This will antail

privacy, you will need to add an a
er, before continuing the role request process

To protect you
successfully registering your phone or com

Reguest New
Syslem Access - EWT
o continue this process, please select 'NEX

i Manage
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4.3 Next you will select the device that you wish to register you MFA with. Then select
“Next”. Please note the following:
MFA Device Information:

Enter the Credential ID generated by the VIP Access client.

For Text and Interactive Voice Response (IVR) options, you will be asked to
enter a valid phone number to receive your Security Code.

For the E-mail option, the E-mail address from your profile will
automatically be used to send a Security Code.

- MFA Device Type: BTSN S S - |

Register Your Phone, Computer, or E-mail

Adding a Security Code to your login also known as Multi-Factor Authentication (MFA) can make your login more secure by providing an extra layer of protection to your
user name and password

You can associate the Security Code to your profile by registering your phone, computer or E-mail. Select the links below to find out more information about the options.
7 Phone/Tablet/PC/Laptop

To use the Validation and ID Protection (VIP) access software on your phone, you must download the VIP Access software to your phone, if you do not already have it
Select the following link -https://m vip symantec com/home v

To use VIP access software on your computer, you must download the VIP Access software, if you do not already have it. Select the following link
-https //idprotect vip symantec com/desktop/download.v

7 Text Message Short Message Service (SMS)
The SMS option will send your Security Code directly to your mobile device via text message. This option requires you to provide a ten (10) digits U.S. phone number

for a mobile device that is capable of receiving text messages. Camier service charges may apply for this option

7 Interactive Voice Response (IVR)
The IVR option will communicate your Security Code through a voice message that will be sent directly to your phone. The option requires you to provide a valid ten
(10) digits U.S. phone number and (Optional) extension that will be used during login to obtain the Security Code. The extension may begin with any one of the
following: astensks'™ ; period ", comma ", ; pound '# followed by numeric 0 to 9. For example: 4885554444, 1112,
To access the application you must enter the provided Security Code on the login page. Carier service charges may apply for this option

7 E-mail
The E-mail address on your profile will be used when registering for Multi-Factor Authentication (MFA) using E-mail option. When logging into a secure application,
your Secunty Code that is required at the login page will be e-mailed to the e-mail address on the profile

Please note that you are only allowed two attempts to register your MFA device. If you are unable to register your device within two attempts please log out, then log back
in to try again

Select the MFA Device Type that you want to use for logging into
Select the MFA Device Type that you want tg/ your application u below.

h

35




4.4 Depending on the device you select, you may have to enter further information. Once
entered, select “Next”.

Register Your Phone, Computer, or E-mail

layer of protection to your user name and password.

You can associate the Security Code to your profile by registering your phone, computer or E-mail. Select the links below to find out more
information about the options

> Phonel/Tablet/PC/Laptop
- Text Message Short Message Service (SMS)

1 Interactive Voice Response (IVR)

& E-mail

please log out, then log back in to try again

Select the MFA Device Type that you want to use to login to secure applications from the dropdown menu below.
- MFA Device Type: E-msil v

E-mail Address:

- MFA Device
Description :

E-mail

Adding a Security Code to your login also known as Multi-Factor Authentication (MFA) can make your login more secure by providing an extra

Please note that you are only allowed two attempts to register your MFA device. If you are unable to register your device within two attempts

The E-mail address on your profile will automatically be used for the E-mail option.Your e-mail address cannot be changed at
the time of MFA registration.To change your E-mail please select 'Change E-Mail Address' from the 'Change My Profile' menu.

4.5 Once you have registered a device, you will receive a confirmation notice. Select “Ok”.

Register Your Phone, Computer, or E-mail

You have successfully registered your Phone/Computer/E-mail to your user profile

o | ¢
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MFA Login

4.6 Log in to the CMS Secure Portal.

Home | About GMS | Mewsroom | EN Helo & FAQs | () Email | [ Print

CMS,QOV Enterprise Portal

your healthcare options
Centers for Medicare & Medicaid Services e e l St

Health Care Quality Improvement System Provider Resources

CMS Portal = Welcome to CMS Portal

CMS Secure Po!

To log into the CMS Portal a CMS user account is
required.

| Login to CMS Secure Portal

Forgot User ID7
Forgot Password?
New User Registration

‘Welcome to CMS Enterprise Portal

The CMS Enterprise Portal is a gateway being offered to allow the / -
public to access a number of systems related to Medicare &
Advantage, Prescription Drug, and other CMS programs.

W

4.7 Accept the Terms and Conditions.

Terms and Conditions

OMB No.0938-1236 | Expiration Date: 04/30/2017 | Paperwork Reduction Act

You are accessing a U.S. Government information system, which includes (1) this computer, (2) this computer network, (3) all computers connected to this network,
and (4) all devices and storage media attached to this network or to a computer on this network. This information system is provided for U.S. Government-authorized
use only.

Unauthorized or improper use of this system may resultin disciplinary action, as well as civil and criminal penalties.

By using this information system, you understand and consentto the following:

You have no reasonable expectation of privacy regarding any communication or data transiting or stored on this information system.

At any time, and for any lawful Government purpose, the government may monitor, intercept, and search and seize any communication or data transiting or stored
on this information system.

Any communication or data transiting or stored on this information system may be disclosed or used for any lawful Government purpose.

To continue, you must accept the terms and conditions. If you decline, your login will automatically be cancelled
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4.8 Enter your User ID.

Welcome to CMS Enterprise Portal

User ID

e

Eorgot User ID?
Need an account? Click the link - New user registration

4.9 Enter your password and then select “Log In”.

Welcome to CMS Enterprise Portal

Password |

e

Forgot Password?
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4.10 Enter your password again and then select an MFA Device.

Welcome to terprise Portal

Enter Security Code
A Security Code is required to complete your login.

To retrieve a Security Code, please selectthe Phone, Computer, or E-mail that you registered as your Multi-Factor Authentication(MFA) device when you ariginally
requested access, from the MFA Device Type dropdown menu below.

Security Codes expire, be sure to enter your Security Code promptly.
Unable to Access Security Code?

If you are unable to access a Security Code, you may use the "Unable To Access Security Code?" link. To use this link you will be directed away from this page. For
security purposes, you will be prompted to answer your challenge questions befare the Security Code is generated. The Security Code will be sent to the email
address in your profile. You will be required to login again with your User ID, Password and Security Code.

You may also call your Application Help Desk to abtain a Security Code.

After you receive the Security Code using this link or from your Help Desk, you must select the "'One-Time Security Code’ option from the MFA Device Type
dropdown menu.

Need to Register an MFA Device?

If you have not registered an MFA device and would like to do so now, you may use the "Register MFA Device" link. For security purposes you will be prompted to
login again and answer your challenge questions before registering an MFA device.

Password: —
MFA Device Type: | Select MFA Device Type v h

Security Code:

Forgot Password?
Unable to Access Security Code?

Reaqister MFA Device

4.11 Once you receive your security code, enter the code in the Security Code field and
then select “Log In".

Security Code: h

Forgot Password?
Unable to Access Security Code?

Beqister MEA Device
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Additional Actions
Forgot User ID

1. Go tothe CMS Enterprise Portal Homepage at portal.cms.gov. Select “Forgot User ID?”
in the CMS Secure Portal box.

Home | About CMS | | N Help & FAQs | [}, Email | [}, Print
‘ Ms_gov Enterprise Portal
Centers for Medicare & Medicaid Services Learn about your healthcare options | | Search CMS.gov

Health Care Quality Improvement System Provider Resources

CMS Portal > Welcome to CMS Portal

Welcome to CMS Enterprise Portal ; CMS Geae Farkl

/ i To log into the CMS Portal a CMS user accountis
- reguired

The CMS Enterprise Portal is a gateway being offered to J
allow the public to access a number of systems related to — ]
Medicare Advantage, Prescription Drug, and other CMS 1

s,
programs . /‘?/ b o QotUser 07 h

Forgot Password?
Mew User Reqistration

2. Next, enter the information requested and select “Next”.

Please enter the following information

* First Mame :
« Last Mame :
* E-mail Address :

a U5 Home Address ., Foreign Address
« Zip code :

« Date of Birth:

D GEEED |

For CMS Portal Login issues, please contact your Application Help Desk.
For trouble with your EUA account, please visit the Enterprise User Administration (EUA) page.
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If your information is successfully verified you will receive a natification. Select “Ok”.

Forgot Userld

Your information has been successfully verified. An E-mail containing your User ID has been sent to the E-mail Address on record.

| D |

You will receive an email that will indicate your username.

— —
2 Reply 2 Reply All € Forward G5 1M

Thu 7/14/2016 9:48 AM

donotreply@cms.gov

Profile Information

To
Retention Policy Truven Health 1 Year Dele Expires 7/14/2017 A

Dear EIDM MACPRO,

Your User ID 1s EIDMMACPRO. You can follow the link
below to retum to the login page.
https:/portalval cms.gov

If you did not mitiate this request, please contact your
application Helpdesk.

Thank vou,
CMS Enterprise Identity Management System

Please do not reply to this system generated E-mail.

If your information is not successfully verified you will receive an error message. In this
case, proceed to register for an EIDM ID by following the instructions in Step 1A. If you
believe that you already have an EIDM ID but are entering incorrect information, please
contact the MACPro Help Desk at MACPro_HelpDesk@cms.hhs.gov.

Please enter the following information

@ Error

The information provided could not be walidated. Please check the information you entered and try again.

* First Mame :
- Last Name :
* E-mail Address :

% |U.S. Home Address ., Foreign Address
* Zip code -

* Date of Birth:

For CMS Portal Login issues, please contact your Application Help Desk.
For trouble with your EUA account, please visit the Enterprise User Administration (EUA) page.
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Forgot Password

1. Gotothe CMS Enterprise Portal Homepage at portal.cms.gov. Select “Forgot
Password?” in the CMS Secure Portal box.

CMS,gOV Enterprise Portal Home | About OIS |

Centers for Medicare & Medicaid Services

| N Help & FAGs | (), Email | [}, Print

Learn about your healthcare options | | Search CMS.gow |

Health Care Quality Improvement System Provider Resources

CMS Portal > Welcome to CMS Portal

Welcome to CMS Enterprise Portal ; CM> secure Farkl

. / ._i’ To log into the CMS Portal a CMS user accountis
The CMS Enterprise Portal is a gateway being offered to J - required
allow the public to access a number of systems related to -

. T =
Medicare Advantage, Prescription Drug, and other CMS '
programs -

Forgot User ID?
4 '

Forgat Passward?) h
AR R i 20

Mew User Reqistration

Next, enter your User ID into the text field and select “ Next”.

Please enter your User ID

* User ID

D GETED |G

For CMS Portal Login issues, please contact your Application Help Desk.
For trouble with your EUA account, please visit the Enterprise User Administration (EUA) page.

If you don't remember your User 1D, please select Forgot User ID? link.
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Next, answer the challenge questions and enter in a new password. Then, select “Next”.
If you do not know your challenge question answers, please contact the MACPro Help
Desk at MACPro_HelpDesk@cms.hhs.gov. Please note that your new password must
meet the following requirements:

. The Password must be changed at least every 60 days.

. Be a minimum of 8 and a maximum of 20 characters.

. Be changed only once a day.

. Contain at least 1 letter and 1 number.

. Contain at least 1 upper case and 1 lower case letter.

. Contain at least 1 special character.

. Be different from the previous 6 passwords used.

. Not contain the User ID.

. The following special characters may not be used ? <> ()"'"/\ &.

Please answer the following challenge questions

What is your favorite cuisine?

What was your favorite toy when you were a child?

What is your favorite radio station?

Please enter a new password
- New Password:

* Confirm Password:

D GEED |

For CMS Portal Login issues, please contact your Application Help Desk.
For trouble with your EUA account, please visit the Enterprise User Administration (EUA) page.
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	Welcome 
	This EIDM Guide for MACPro Users describes steps MACPro users should take to obtain EIDM IDs and request access to MACPro. Please contact the Help Desk if you have questions outside the scope of this document. 
	Assistance with the MACPro application is available through the MACPro Help Desk, Monday through Friday, 8:00 am-6:00 pm Eastern Standard Time. For questions regarding the use of MACPro, contact the MACPro Help Desk at MACPro_HelpDesk@cms.hhs.gov or call 301-547-4688. 
	Key Terms
	Select each term for further information. 
	What is EIDM?
	The Enterprise Identity Management (EIDM) is an identity management and services system that provides users with access to Centers for Medicare and Medicaid Services (CMS) applications. Think of it as a portal to access a different CMS system. This system replaces the previous Individuals Authorized Access to CMS Computer Services (IACS) system, for which users requested access in 2013. 
	What is MACPro?
	MACPro is a web-based application for the submission, review, disposition, and management support of Medicaid and CHIP initiatives, Quality Measures Reporting, State Plan Amendments (SPA), Waivers, Demonstrations and Advance Planning Documents. MACPro replaces CARTS for Adult and Child Core Set reporting and is the new application for Health Homes Core Set reporting. 
	MACPro is being implemented to improve the state reporting and federal review processes, federal program management, and transparency. It also supports data-driven decision making for Medicaid and CHIP programs through online access to data and information. MACPro will be one of the many different CMS applications integrated within EIDM. 
	MACPro integration into EIDM
	Access to CMS’ EIDM system is required to enter MACPro.  
	 If you already have an Individuals Authorized Access to CMS Computer Services (IACS) ID, your IACS ID was converted to an EIDM ID. 
	 If you are a new user (have not previously held an IACS ID or EIDM ID) you will need to obtain an EIDM ID. 
	If you’ve been involved with MACPro for some time, the EIDM system replaces the previous Individuals Authorized Access to CMS Computer Services (IACS) system, for which users requested access in 2013.
	Once you have an EIDM ID, or if you have previously obtained one, you will need to request MACPro access through EIDM and select a MACPro role. Your EIDM Role for the MACPro application should be chosen based on which best describes you. When requesting access you may be subject to Remote Identity Proofing, a process within EIDM that verifies your identity. Your MACPro role request within EIDM will go through the approval process to CMS. When your role request is approved, you will be granted access to the MACPro application to begin or continue working in MACPro.
	Please note if you received a MACPro ID prior to EIDM integration:
	 Your EIDM User ID must be the same as your MACPro User ID. 
	 Your EIDM email must be the same email you use for MACPro.
	Figure 1: EIDM MACPro Integration Workflow
	The image below displays the steps needed to register for an EIDM ID and to request access to MACPro through EIDM. 
	Figure 2: EIDM User Role Table
	The table below displays the MACPro roles available in EIDM with corresponding descriptions. This table may be used to determine your role when requesting MACPro access in EIDM.  
	Figure 3: EIDM Role Approval Hierarchy 
	The image below displays the role approval hierarchy for MACPro roles within EIDM. Each tier approves the tier below it. 
	/
	Scenarios
	Select the following scenario that applies to you to continue obtaining an EIDM ID or requesting an EIDM role for MACPro:
	1. Do you have an EIDM ID? 
	a. Begin with assuring that your challenge questions, password and personal information are up to date. Once completed, proceed to request an EIDM MACPro role.
	2. Do you have an IACS ID with challenge questions set up in EIDM? (If you had an IACS ID it was converted to EIDM)
	a. Begin with assuring that your challenge questions, password and personal information are up to date. Once completed, proceed to request an EIDM role. 
	3. Do you have an IACS ID without challenge questions set up in EIDM? (If you had an IACS ID it was converted to EIDM)
	a. Begin with creating your challenge questions. Then, assure that your password and personal information is up to date. Once completed, proceed to request an EIDM role.
	4. Are you a new user? (You do not have an EIDM ID)
	a. Begin with registering for an EIDM ID. 
	5. Are you not sure?
	a. Begin with selecting the Forgot User ID link. Once your information is verified and you have received your User ID, select the Forgot Password link. If you do not know your challenge questions please contact the MACPro Help Desk at MACPro_HelpDesk@cms.hhs.gov. If your information can’t be verified then proceed to follow the instructions for New User Registration. 
	Step 1A: NEW USERS
	All MACPro users must first register as a user through the Centers for Medicare and Medicaid (CMS) Enterprise Identify Management (EIDM) system. To create your EIDM profile, provide your personal information and set up your User ID, password, and your challenge questions. 
	1.1 Go to https://portal.cms.gov/. ( You can use Internet Explorer 11, Firefox, or Chrome)
	1.2  Select “New User Registration” on the home page. 
	/
	1.3 Accept the Terms and Conditions by checking the box at the bottom of the page. Then, select “Next” to continue. 
	/
	1.4 Enter in your personal information. Please note that all fields with an asterisks (*) are required fields. When complete, select “Next” at the bottom of the page. Please Note: Your EIDM email must be the same as your MACPro email. 
	/
	1.5  Create your EIDM User ID, Password and Challenge Questions. Once complete, select “Next”. 
	/
	Please Note:
	 Your EIDM User ID must be the same as your MACPro ID (if you already have one). 
	 Your password will expire every 60 days. 
	 Your security questions are case sensitive. 
	1.6 You should receive the message below when your account is successfully created. Select “Ok” to proceed. 
	/
	1.7 The next steps you will take are for requesting a MACPro role in EIDM. Please follow the instructions in Step 2 for requesting a role. 
	Step 1B: PREVIOUS IACS USER/CURRENT EIDM USERS
	If you are already an EIDM user please check that your password, personal information, and challenge questions are up to date before proceeding to request an EIDM role for MACPro by following the instructions in Step 2. If you are not sure if you currently hold an EIDM ID or IACS ID, refer to the instructions in Additional Actions to determine your username and reset your password. 
	1.1 Log into the CMS Secure Portal via the CMS Enterprise Portal
	/
	1.2  Accept the Terms and Conditions.
	/
	1.3 Enter your EIDM User ID or former IACS ID. Then select “Next”. 
	/
	1.4  Next enter your password and select “Log In”. 
	/
	1.5 Next, update your profile information by creating challenge questions and resetting your password. Select “My Profile” from the Welcome Banner drop down menu in the upper right hand corner of your screen. 
	/
	1.6 Select the small triangle next to “Change my Profile” in the left panel. Then select “Change Challenge Questions and Answers”. 
	/
	1.7 You will be prompted to enter your User ID and Password. Select “Next”. 
	/
	1.8 Create challenge questions and answers that you will remember in the future. This is important as you will answer these challenge questions when a password reset is required. Select challenge questions and answers, then select “Next”. 
	/
	1.9 You will receive a confirmation message that your challenge questions and answers have been changed. Select “Ok”. 
	/
	1.10 Next, select “Change Password” from the left panel. 
	/
	1.11 Enter your Old Password, and then your New Password. Then select “Next”. 
	 The Password must be changed at least every 60 days. 
	 Be a minimum of 8 and a maximum of 20 characters. 
	 Be changed only once a day.
	 Contain at least 1 letter and 1 number.
	 Contain at least 1 upper case and 1 lower case letter. 
	 Contain at least 1 special character. 
	 Be different from the previous 6 passwords used.
	 Not contain the User ID.
	 The following special characters may not be used ? < > ( ) ' " / \ &.
	/
	1.12 You should receive a confirmation message, select “Ok”. 
	/
	1.13 The next steps you will take are the requesting a MACPro role in EIDM. Please follow the instructions in Step 2 for requesting a role. 
	Step 2: Request Access to MACPro
	The next step is to request access to the MACPro Application by requesting your EIDM role for MACPro. Once this is approved, you will be able to access MACPro. 
	Please note: your EIDM role for MACPro is different than your MACPro role. Your EIDM role for MACPro only provides access to MACPro. Your MACPro role will provide specific action permissions within the MACPro application.
	2.1 Log into the CMS Secure Portal.
	/
	2.2 Accept the Terms and Conditions.
	/
	2.3 Enter your User ID and select “Next”. 
	/
	2.4 Next enter your password and select “Log In”. 
	/
	2.5  On the top right of the screen, under the Welcome Banner, you can select “My Access” from the drop down menu to request a role. Or you can also select “Request Access Now” from the Request Access box to request a role. 
	/
	2.6 On the next screen, scroll through the catalog until you find MACPro. Select “Request Access” under MACPro. 
	/
	2.7 Select the EIDM role that corresponds with your MACPro Role. For example, if you have a State role in MACPro you would select “MACPro State User”. 
	/
	 If you select a MACPro CMS Staff User Role or a Business Support User Role, choose a region:
	/
	 If you select a MACPro State User Role, choose the region that your state belongs to and then choose your state:
	/
	2.8 Next, enter in any notes to the approver and then select “Submit”. 
	/
	2.9  Once you select “Submit” you will be directed to a screen labeled Multi-Factor Authentication (MFA) Information. While MFA is not required for MACPro users, you may want to add MFA to have an additional level of security to prevent unauthorized access to your account. If you choose to add MFA please select the “Add MFA” button and proceed to Step 3. If you choose to bypass MFA please select the “Skip MFA” button, continue the next steps under Step 2 and then proceed to Step 4. 
	/
	2.10 Once you have selected “Skip MFA”, you will be directed to the Request Acknowledgment screen. This screen indicates that you will also receive an email notification that you your role request has been processed. Select “Ok”. 
	/
	2.11 Once you have select “Ok” you will be directed to the View and Manage My Access Screen. In this table you will be able to see any roles that you currently hold, as well as any pending requests. 
	/
	2.12 When you role request has been approved or rejected you will receive an email notification indicating this information. 
	Step 3: Verify Identity Online with Remote Identity Proofing (RIDP)
	What is Identity Verification?

	Identity Verification is the process of providing sufficient information (e.g., identity history, credentials, or documents) to a service provider for the purpose of proving that an individual is who he/she claims to be. Individuals requesting electronic access to CMS protected information or systems must be identity proofed prior to being given access.
	The Identity Verification process is necessary for all EIDM Roles for MACPro. 
	When selecting a role for MACPro you may be redirected to RIDP. RIDP is typically completed via an online questionnaire. If you fail the RIDP questionnaire please follow these steps:
	1. Take a screenshot of the notification message that indicates you were NOT able to be verified.
	2. Attempt the role request process again (refer to Step 2 in this document). 
	3. This time when prompted to repeat RIDP, ensure that you have entered your Personal Information correctly (i.e. your personal home address, your personal phone number, etc.). 
	4. After verifying your personal information complete RIDP. 
	5. If your information is correct and you are still unable to be verified, then call the Experian Verification Support Service number that is displayed in the message indicating you cannot be verified. Please note: Experian will attempt to verify your identity by asking further Out-of-Wallet questions.
	6. If Experian is not able to verify you as a person, then send the screenshot of the notification that indicates you are unable to be verified to the MACPro_HelpDesk@cms.hhs.gov along with your EIDM ID. 
	Please note: If you reach step 6 above, you will be requested to send further documentation to be escalated to CMS as part of the Manual ID Proofing process. In order to complete your EIDM role request, RIDP must be completed. 
	Completing RIDP

	3.1 Once you select a MACPro role in EIDM, you may be taken to the Identity Verification Page. Select “Next”. 
	/
	3.2  Agree to the Terms and Conditions and then select “Next”. 
	/
	3.3 You will have the opportunity to verify your personal information. Once verified, select “Next”. 
	/
	3.4 Depending on your provided personal information, the Verify Identity page might show up. You will be required to answer several Out-of-Wallet (OOW) questions about information that may be in your personal records. Please choose your answers carefully. If you answer the questions incorrectly, you are likely to fail the RIDP process and will have to go through the Manual ID Proofing process. Select the “Next” button when you are ready to submit.
	/
	3.5 Once you have submitted, you should receive a confirmation notice. Select “Next”. 
	/
	3.6 A Request Acknowledgement message should appear. Select “Ok”. 
	/
	3.7 If you cannot be verified as a person you will receive a message that indicates you have not passed. First, take a screen shot of the message as shown below. Then repeat the role request process detailed in Step 2 of this document. When prompted to repeat RIDP, ensure that you have entered your personal information correctly (i.e. your personal home address, your personal phone number, etc.). Then continue to complete RIDP. If your information is correct and you are still unable to pass, then call the Experian Verification Support Service number that is displayed in the message. If you cannot be verified after contacting Experian, please send a screenshot of the notification to MACPro_Helpdesk@cms.hhs.gov  along with your EIDM ID.
	/
	Step 4: Multi-Factor Authentication (MFA)
	What is Multi-Factor Authentication (MFA)?

	MFA is a type of login (authentication) that, in addition to a user ID and password, requires another “factor” such as a Security Code. To comply with CMS policy, most users will need to establish a second login “factor” commensurate with the level of access requested. CMS uses Symantec’s Validation and Identity Protection (VIP) service to add a second layer of protection for your online identity. Symantec provides validation and identity protection through computer, phone, and E-mail.
	The CMS EIDM system requires registration of a phone or computer to add an additional level of security to a user’s account. The user is given four options to select from to complete the registration process. 
	Please note that MFA is optional for MACPro Roles in EIDM. 
	MFA Registration

	4.1 If you are continuing with registering MFA after completing RIDP, select “Add MFA”.
	/
	4.2 When you request access to MACPro and complete RIDP, you may be directed to the Multi-Factor Authentication Information page. To begin the MFA process, select “Next”. 
	/
	4.3 Next you will select the device that you wish to register you MFA with. Then select “Next”. Please note the following: 
	MFA Device Information:
	 Enter the Credential ID generated by the VIP Access client.
	 For Text and Interactive Voice Response (IVR) options, you will be asked to enter a valid phone number to receive your Security Code.
	 For the E-mail option, the E-mail address from your profile will automatically be used to send a Security Code.
	/
	4.4 Depending on the device you select, you may have to enter further information. Once entered, select “Next”. 
	/
	4.5 Once you have registered a device, you will receive a confirmation notice. Select “Ok”. 
	/
	MFA Login

	4.6 Log in to the CMS Secure Portal.
	/
	4.7 Accept the Terms and Conditions. 
	/
	4.8 Enter your User ID. 
	/
	4.9 Enter your password and then select “Log In”. 
	/
	4.10 Enter your password again and then select an MFA Device.
	/
	4.11 Once you receive your security code, enter the code in the Security Code field and then select “Log In”. 
	/
	Additional Actions
	1. Go to the CMS Enterprise Portal Homepage at portal.cms.gov. Select “Forgot User ID?” in the CMS Secure Portal box. 
	/
	2. Next, enter the information requested and select “Next”.
	/
	3. If your information is successfully verified you will receive a notification. Select “Ok”.
	/
	4. You will receive an email that will indicate your username. 
	/
	5. If your information is not successfully verified you will receive an error message. In this case, proceed to register for an EIDM ID by following the instructions in Step 1A. If you believe that you already have an EIDM ID but are entering incorrect information, please contact the MACPro Help Desk at MACPro_HelpDesk@cms.hhs.gov. 
	/
	1. Go to the CMS Enterprise Portal Homepage at portal.cms.gov. Select “Forgot Password?” in the CMS Secure Portal box. 
	/
	2. Next, enter your User ID into the text field and select “Next”. 
	/
	3. Next, answer the challenge questions and enter in a new password. Then, select “Next”. If you do not know your challenge question answers, please contact the MACPro Help Desk at MACPro_HelpDesk@cms.hhs.gov. Please note that your new password must meet the following requirements:
	• The Password must be changed at least every 60 days. 
	• Be a minimum of 8 and a maximum of 20 characters. 
	• Be changed only once a day.
	• Contain at least 1 letter and 1 number.
	• Contain at least 1 upper case and 1 lower case letter. 
	• Contain at least 1 special character. 
	• Be different from the previous 6 passwords used.
	• Not contain the User ID.
	• The following special characters may not be used ? < > ( ) ' " / \ &.
	/
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