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Welcome to the EIDM Instructions for MACPro Users

The EIDM Instructions for MACPro Users describes steps MACPro users should take to obtain
EIDM IDs and request access to MACPro. Please contact the Help Desk if you have questions

outside the scope of this document.

Assistance with MACPro is available through the MACPro Help Desk, Monday through Friday,
9:00 am-7:00 pm Eastern Standard Time. For questions regarding the use of MACPro, contact
the MACPro Help Desk via email at MACPro HelpDesk@cms.hhs.gov or call 301-547-4688.

The MACPro Help Desk Team welcomes your suggestions for our training and reference
materials. Please contact us with your feedback and comments on this training, or if you need

other MACPro assistance.

Table 1. Key Terms

Select each term for further information.

Table 1: Key Terms

Term

Abbreviation/Description

EIDM Portal

CMS Enterprise ldentity Management Portal

CMS Secure Portal

The link to login to the EIDM Portal

RIDP

Remote Identity Proofing

MEA

Multi-Factor Authentication

EIDM ID

An EIDM ID provides access to EIDM
through the CMS Enterprise Portal. Having
an EIDM ID does not mean a user has
access to MACPro. After registering an EIDM
ID, a user must request access to MACPro,
select an EIDM role for MACPro, and receive
approval.

MACPro Role

The MACPro Role you will hold within
MACPTro. This is separate from the roles you
request within EIDM. In MACPro there are
roles that allow you perform different
functions within the system.

EIDM Role for MACPro

The MACPro Role you will hold in EIDM. This
is separate from roles requested within
MACPro. In EIDM there are general roles that
correspond with the roles in MACPro. For
example, a user should request the EIDM
role of MACPro State User if the user holds
the MACPro role of State Editor.
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What is EIDM?

The CMS Enterprise Identity Management (EIDM) Portal is an identity management and
services system that provides users with access to Centers for Medicare and Medicaid Services
(CMS) applications. An EIDM account ensures that only authorized and registered users can
access protected information and systems through the CMS Enterprise Portal. This system
replaces the previous Individuals Authorized Access to CMS Computer Services (IACS) system,
for which users requested access in 2013.

What is MACPro?

MACPro is a web-based application for the submission, review, disposition, and management
support of Medicaid and CHIP initiatives, Quality Measures Reporting, State Plan Amendments
(SPA), Waivers, Demonstrations and Advance Planning Documents. MACPro replaces CARTS
for Adult and Child Core Set reporting and is the new application for Health Homes Core Set
reporting.

MACPro is being implemented to improve the state reporting and federal review processes,
federal program management, and transparency. It also supports data-driven decision making
for Medicaid and CHIP programs through online access to data and information. MACPro will be
one of the many different CMS applications integrated within EIDM.

MACPTro integration into EIDM

The Medicaid and CHIP Program System (MACPro), https://macpro.cms.gov, is connected to
the CMS Enterprise Identity Management (EIDM) Portal, https://portal.cms.gov . Users access
MACPro through EIDM. All existing and potential MACPro users, regardless of user role, are
required to have an EIDM ID.

¢ Once you have an EIDM ID, or if you have previously obtained one, you will need to
request MACPro access through EIDM and select an EIDM role for MACPro.

e Unless notified otherwise, all State users should request the State User role and
all CMS users should request the CMS Staff User role in EIDM.

e When requesting access, you may be subject to Remote Identity Proofing, a process
within EIDM that verifies your identity. Your EIDM role request for MACPro will go
through the approval process to CMS. When your role request is approved, you will be
granted access to the MACPro application to begin or continue working in MACPro.


https://macpro.cms.gov/
https://portal.cms.gov/

Figure 1: EIDM MACPro Integration Workflow

The image below displays the steps needed to register for an EIDM ID and to request access to MACPro through EIDM.

APPROVED

Register for an EIDM ID at the Log i H .
g into the EIDM Portal via the Portal Receive approval for you
EIDM Portal via the Portal cel r | for r

address: https://portal.cms.gov

O — OD O
G - _—»l‘\

address: https://portal.cms.gov and EIDM role request (via email)
request access to MACPro

(6 O 4

APPROVED

Receive approval for your Request your appropriate MACPro Log into the MACPro system via the MACPro
MACPro role request (via roles using the MACPro address: address (https://macpro.cms.gov) using
email or MACPro Newsfeed) https://macpro.cms.gov your EIDM username and password

Figure 1: EIDM MACPro Integration Workflow



Table 2: EIDM User Role Table

The table below displays the MACPro roles available in EIDM with corresponding descriptions.
This table may be used to determine your role when requesting MACPro access in EIDM.

Table 2: EIDM User Role Table

EIDM Roles

Description

MACPro State User

U.S. State and Territories users

This role will grant users access to MACPro
application’s state workflow and application’s state
reports

All State users should select this role unless
notified otherwise.

MACPro CMS Staff User

CMS Central and Regional Office Staff users

This role will grant users access to MACPro
application’s CMS workflow and application’s non-
management reports

All CMS users should select this role unless
notified otherwise.

MACPro Business Support User

Non-CMS MACPro users. This role is for CMS
Contractors who need access to MACPro application.

MACPro Approver

CMS Central and Regional Office Staff users.

This role is responsible for approving EIDM roles
requested for CMS Central and Regional Office users.
This approver role does not approve role requests
within the MACPro application.

Note: There will be at least one of these roles for CMS
Central Office and at least one for each of the 10 CMS
Regional Offices. The end user role requests are routed
to these approvers by Central Office and Regional
Offices.

MACPro Help Desk

CMS MACPro Helpdesk users
This role is responsible for regular Helpdesk activities
like Reset Password, Unlock Account, etc.

MACPro Business Owner

This is a restricted role, for CMS users who are
responsible for approving MACPro Helpdesk and
MACPro Approver role requests. This will not be
available in the drop-down box for the general user
population.




Figure 2: EIDM Role Approval Hierarchy

The image below displays the role approval hierarchy for MACPro roles within EIDM. Each tier
approves the tier below it.

Approver MACPro Business
«— Owner
Y Y
MACPro Approver MACPro Approver
Office i Office

MACProcwms || MACPro macprocms || MACPre o epro state
Staff User ||  Business Staff SR User

Figure 2: EIDM Role Approval Hierarchy




Scenarios

Select the following scenario that applies to you to continue obtaining an EIDM ID or requesting
an EIDM role for MACPro:

1. Do you already have an EIDM ID?

a. Begin with assuring that your challenge questions, password and personal
information are up to date. Once completed, proceed to request an EIDM
MACPTo role.

2. Areyou anew user? (You do not have an EIDM ID)
a. Begin with registering for an EIDM ID.

3. Areyou not sure?

a. Begin with selecting the Forgot User ID link. Once your information is verified and
you have received your User ID, select the Forgot Password link. If you do not
know your challenge questions, please contact the MACPro Help Desk at
MACPro_HelpDesk@cms.hhs.gov. If your information can’t be verified, then
proceed to follow the instructions for New User Registration.
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Step 1: Register for an EIDM ID

All MACPro users must first register as a user through the Centers for Medicare and Medicaid
(CMS) Enterprise ldentify Management (EIDM) Portal. To create your EIDM profile, provide
necessary information and set up your User ID, password, and your challenge questions.

1. Go to the Enterprise Portal at https://portal.cms.gov. (You can use Internet Explorer 11,
Firefox, or Chrome)

2. Select “New User Registration” on the home page.

CMS.gov | Enterprise Portal

Password

v Agree to our Terms & Conditions

Login

Forgot your User ID or your Password?

New User Registration

Figure 3: New User Registration button


https://portal.cms.gov/

3. Select your application from the drop-down list.

Step #1: Choose Your Application

Step 1 of 2 - Select your application from the dropdown. You will then need to agree to the terms.

Choose Your Application v

eRPT: Electronic Retroactive Processing Transmission

FFDCS: Fee-For-Service Data Collection System
FFM/Training-Agents/Brokers/Assisters: Agents Brokers Assisters Training System
HATS: Host Access Transformation Services

HDT/HPG: HIPAA Eligibility Transaction System (HETS) Desktop

HIOS/FFE: Health Insurance Oversight System

IC: Center for Medicare and Medicaid Innovation (CMMI) Innovation Center (IC)
MA/MA-PD/PDP/CC: Medicare Advantage/Prescription Drug/Prescription Drug Plan/Cost Contracts/ Medicaid State Agency
MACPro: Medicaid and CHIP Program

MAISTRO: Medicare Administrative |ssudggacker and Reporting of Operations System
MARx/MAPD: Medicare Advantage & Prescripign Drug Systems

MCU: Marketplace Change Utility

MDM: Master Data Management

MDP: Quality Measure Development Plan

MDX: MAC/CMS Data Exchange (MDX)Portal

MED: Medicare Exclusion Database

MH: Million Hearts Cardiovascular Disease Risk Reduction Model

MLMS: Marketplace Learning Management System

myCGS: myCGS DME Portal

Novitasnhere Partal

Figure 4: MACPro: Medicaid and CHIP Program option in drop-down list

4. Accept the Terms and Conditions by checking the box at the bottom of the page. Then,
select “Next” to continue.

Step #1: Choose Your Application

Step 1 of 3 - Select your application from the dropdown. You will then need to agree to the terms.

MACPro: Medicaid and CHIP Program v

Terms & Conditions
OMB No. 0938-1236 | Expiration Date: 04/30/2017 |

OMB No.0938-1236 | Expiration Date: 04/30/2017 (OMB Re-Certification Pending) | Paperwork Reduction Act

Consent to Monitoring

agree to the terms and conditions
q Cancel

Figure 5: Terms and Conditions acceptance checkbox and Next button
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Enter in your information as required. Please note that all fields are required fields except for
the field asking for your Social Security Number. When complete, select “Next” at the
bottom of the page.

Step #2: Register Your Information

Step 2 of 3 - Please enter your personal and contact information.

All fields are required unless marked 'Optional’.

Enter First Name Enter Middle Name (optional) Enter Last Name Suffix (optional) v

Enter Social Security Number (optional) Birth Month v Birth Date hd Birth Year v

Is Your Address US Based?

© Yes O No
Enter Home Address #1 Enter Home Address #2 (optional)
Enter City State v Enter Zip Code Enter Zip+4 (optional)
Enter E-mail Address Confirm E-mail Address

Enter Phone Number

BaCk CEHCE|

Figure 6: Register Your Information page and Next button
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6. Create your EIDM User ID, Password and Challenge Questions. Once complete, select

“Next”.

Enter User ID

Enter Password

Step #3: Create User ID, Password & Security

Step 3 of 3 - Please create User ID and Password, Select security questions and provide answers.

Select Security Question #1

Select Security Question #2

Select Security Question #3

Back

Enter Confirm Password

hd Enter Security Question #1 Answer I

b I Enter Security Question #2 Answerl

v IEnterSecurity Question #3 Answer I

Carcel

Figure 7: Create User ID, Password and Security page and Next button

Please Note:

e Your User ID must follow these requirements:

0}
(0}
(0}

(0}

It must be a minimum of 6 and maximum 74 alphanumeric characters

It must contain at least 1 letter

It may not contain your Social Security Number or any 9 consecutive
number

The only special characters that are allowed are dashed (-), underscored
(), apostrophes (), @ and periods (.) followed by alphanumeric
characters

e Your password must follow these requirements:

(0]

©O O0OO0O0OO0OO0OO0O0OOo

It must be changed every 60 days

It must be a minimum of 8 and a maximum of 20 characters

It can be changed only once every 24 hours

It must contain at least 1 letter and 1 number

It must contain at least 1 upper case and 1 lower case letter

It must contain at least 1 special character

It must be different than previous passwords used

It may not contain the User ID

It may not contain commonly used words

The following special characters may not be used ? <> () "'"/\ &.
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7. You will then be directed to a Registration Summary page, please review all information
entered to ensure it is correct and confirm your e-mail address as necessary.

First Name

Enter Social Security Number (optional)

Home Address #1

City

E-mail Address

Phone Number

Registration Summary

All fields are required unless marked 'Optional’,

Please review your information and make any necessary changes before submitting.

Last Name

Enter Middle Name (optional)

State

Birth Month

Birth Date Birth Year

Enter Home Address #2 (optional)

Zip Code

Suffix (optional)

Enter Zip+4 (optional)

Confirm E-mail Address

Figure 8: Registration Summary page and Confirm E-Mail Address field
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8. On the same screen, also verify your user ID and challenge questions. Then select “Submit User”.

User D
Password Confirm Password
Security Question #1 Answer
What is your favorite radio station? hd
Security Question #2 Answer
What is a relative's telephone number that is not your own? v
Security Question #3 Answer
What is the name of your favorite childhood friend? v
m C En CEl

Figure 9: Submit User button

9. A confirmation message will appear stating that an email will be sent to your email address.

®@Confirmation :

Your ID has been successfully registered with CMS Enterprise Portal. An e-mail has been sent to your registered e-mail address. You can now login by clicking here.

Figure 10: Confirmation message

10. The next steps you will take are for requesting an EIDM role for MACPro. Please follow the
instructions in Step 2 for requesting a role.
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Step 2: Request Access to MACPro

The next step is to request access to MACPro by requesting your EIDM role for MACPro. Once
this is approved, you will be able to access MACPro.

Please Note: Your EIDM role for MACPro is different than your MACPro role. Your EIDM role
for MACPro only provides access to MACPro. Your MACPro role will provide specific action
permissions within the MACPro application. If you are a new user, you will need to request roles
in MACPro to begin using MACPro.

1. Login to the CMS Enterprise Portal by entering your User ID and Password. Accept the
Terms and Conditions by checking the box in front of “Agree to our Terms and
Conditions”. The Terms and Conditions can be accessed by clicking on the link labeled
“Terms and Conditions”

CMS.gov | Enterprise Portal

UserlD h

v | Agree to our Terms & Conditions

Login

Forgot your User ID or your Password?

New User Registration

Figure 11: CMS Enterprise Portal log in screen
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2. On the top banner, under your name, you can select “My Access” from the drop-down
menu to request a role. Or you can also select “Request/Add Apps” on the “My Portal”

page.

CMS°QOV | My Enterprise Portal © MACPro AccessFour w @ Help

My Access

My Portal

My Profile

Use the below link to request access to CMS Systems/Applications.

L

Request/Add Apps

Figure 12: My Access option in drop-down menu and Request/Add Apps link

3. On the next screen, type the word “MACPro” in the Access Catalog filter bar.

CMS.gov | My Enterprise Portal

Access Catalog Start typing to filter apps B REQUEST ADMIN ROLE

Figure 13: Access Catalog filter bar
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4. When the MACPro tile appears, select the grey “Request Access” button in the tile.

Access Catalog Masl W REQUES

kledicaid and CHIP Program System (MACPro)
supports the business proces Moz

Help Desk Information
123-455-7200
SamplefMPLRassine. com

Request Access h

Figure 14: Request Access button

5. The System Description field will automatically populate with the MACPro option. In the
Role drop-down, select the EIDM role that corresponds with your MACPro Role. For
example, if you have a State role in MACPro you would select “MACPro State User”. (All
State users should select the “ State User” role and all CMS users should select
the “CMS Staff User” role, unless notified otherwise).

CMS.QOV'MV Enterprise Portal © MACPro AccessFour v @ H

[reen reader mode Off | Accessibility Settings

My Access
Request New System Access

Request New System
Access

View and Manage My

Select a System and then a role to request access

Access Depending on your Level of Assurance (LOA) and the role that you request access to, to satisfy system security ref
) ) need to complete |dentity Verification, establish credentials for Multi-Factor Authentication (MFA), or change your (
Annual Certification you login to the system. This may require you to provide additional information as part of the role request process.

note that your request cannot be fulfilled until Identity Verification is complete and Multi-Factaor Authentication (MFA

» = System Description: [MACPRO-Medicaid and CHIP Progran v |
Please selecta
role
“Role: Select the Role v
Select the Role

MACPro Business Owner

MACPro HelpDesk

q MACPro Approver
MACPro CMS Staff User -
MACPro State User

| MACPro Business Support User

Figure 15: Request New System Access page
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a) If you select a MACPro CMS Staff User Role or a Business Support User Role,

choose a region:

» = System Description:

*Role:

Please submit role data

*CMS Region:

Notes to the Approver:

—

Request New System Access

Select a System and then a role to request access.

| MACPRO-Medicaid and CHIP Program v |

Depending on your Level of Assurance (LOA) and the role that you request access to, to satisfy system security requiren|
need to complete ldentity Verification, establish credentials for Multi-Factor Authentication (MFA), or change your passwd
you login to the system. This may require you to provide additional information as part of the role request process. If app
note that your request cannot be fulfilled until Identity Verification is complete and Multi-Factor Authentication (MFA) is eg

[ MACPro CMS Staff User v |
Please select a value for CMS
Region
Select the Role Validation v
Select the Role Validation

CMS Central Office

pl{ CMS Region 1 Boston MA
CMS Region 2 New York NY
CMS Region 3 Philadelphia PA
CMS Region 4 Atlanta GA
CMS Region 5 Chicago IL
CMS Region 6 Dallas TX

CMS Region 7 Kansas City MO
CMS Region 8 Denver CO
CMS Region 9 San Francisco CA
CMS Region 10 Seattle WA

your Approver to see in the

‘Notes to the Appd]

Figure 16: CMS Region drop-down menu
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b) If you select a MACPro State User Role, choose the region that your state
belongs to and then choose your state:

Request New System Access

Select a System and then a role to request access.

Depending on your Level of Assurance (LOA) and the role that you request access to, to satisfy system seq
need to complete Identity Verification, establish credentials for Multi-Factor Authentication (MFA), or changd
you login to the system. This may require you to provide additional information as part of the role request prj
note that your request cannot be fulfilled until Identity Verification is complete and Multi-Factor Authenticatidg

» *System Description: | MACPRO-Medicaid and CHIP Program v |

Role: [ MACPro State User v |

= Region: #| CM3 Region 1 Boston MA v| | Please selectasub-
group

- States and Territories: Select the Sub-Group v

Select the Sub-Group
q Connecticut . \
Maine ant your Approver to see in the 'Notd

Notes to the Approver: Massachusetts
New Hampshire

Rhode Island
Vermont

Figure 17: Region drop-down menu and State and Territories drop-down menu

6. Next, enter in any notes to the approver and then select “Submit”.

Please enter any comments you want your Approver to see in the
‘Notes to the Approver’ field.

Notes to the Approver:

e

D G | —

Figure 18: Submit button
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7. After submitting your request, you may be directed to Identity Verification. If so, please
continue to Step 3 for further instruction. Please note: Unless previously completed,
all users will be subject to pass through mandatory ldentity Verification (Step 3)
prior to receiving the optional MFA prompt. All users will be asked if you would like to
add Multi-Factor Authentication as shown in the screenshot below. While MFA is not
required for MACPro users, you may want to add MFA to have an additional level of
security to prevent unauthorized access to your account. If you choose to add MFA
please select the “Add MFA” button and refer to Step 4 for further instruction. If you
choose to bypass MFA please select the “Skip MFA” button.

My Access Multi-Factor Authentication Information
E.e uest New System Adding a Security Code to your login also known as Multi-Factor Authentication (MFA) can make your legin mere secure by providing an extra layer of protection to your
cCess . .
user name and password. You may choose to add this additional level of security to prevent unautherized access to your account

Te access a CMS application which requires a Security Code to be input at the time of login, select "Add MFA" and follow the on-screen instructions to add the additicnal
level of security.

Select "Skip MFA" to skip adding the additional level of security and to continue with the role request. If you choose to skip MFA now, you can always add it later to your
account by accessing the Wy Profile’ link from the Welcome menu on the top right comer of the page

Select ‘Cancel to end the role request

) GETTED | GITED
A

Figure 19: Skip MFA button
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8. When Identity Verification is completed and/or MFA is skipped/added, you will be
directed to the Request Acknowledgment screen. This screen indicates that you will also
receive an email notification that you your role request has been processed. Select “Ok”.

Request Acknowledgement

Your request to access MACPRO using the MACPro State User role has been successfully submitted.
Your request id is : 2682340

Use this number in all correspondence concerning this request. You will be contacted via E-mail after your
request has been processed.

h

Figure 20: OK button

9. Once you have select “Ok” you will be directed to the View and Manage My Access
Screen. In this table you will be able to see any roles that you currently hold, as well as
any pending requests.

CMS.gov |My Enterprise Portal

Lreen reader mode Off | Accessibility Settings

Pending Requests

My Access

Request New Svstem Below is the summary of your pending requests
Access

View and Manage My

© MACPro AccessFour w @ Help

(= Log Out

Access

Annual Certification

Systems Role Requested |[Request Status |Request ID Date Requested | Ce
MACPro State User -
MACPRO Application CMS Region 7 Kansas Pending 2682340 11172017
City MO and lowa
3
Rejected Requests
Below is the summary of rejected requests.
Systems |Ro|e Requested |Request Status |RequestID Date Requested |Date Rejec

There are no rejected requests at this time

Figure 21: View and Manage My Access screen

10. When your role request has been approved or rejected you will receive an email

notification indicating this information.
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Step 3: Verify Identity Online with Remote Identity
Proofing (RIDP)
What is Identity Verification?

Identity Verification is the process of providing sufficient information (e.g., identity history,
credentials, or documents) to a service provider for proving that an individual is who he/she
claims to be. Individuals requesting electronic access to CMS protected information or systems
must be identity proofed prior to being given access.

The Identity Verification process is necessary for all EIDM Roles for MACPro.

When selecting a role for MACPro you may be redirected to RIDP. RIDP is typically completed
via an online questionnaire. If you fail the RIDP questionnaire, please follow these steps:

1. Take a screenshot of the notification message that indicates you were NOT able to

be verified.

Attempt the role request process again (refer to Step 2 in this document).

3. This time when prompted to repeat RIDP, ensure that you have entered your Personal
Information correctly (i.e. your personal home address, your personal phone number,
etc.).

4. After verifying your personal information complete RIDP.

5. If your information is correct and you are still unable to be verified, then call the Experian
Verification Support Service number that is displayed in the message indicating you
cannot be verified. Please note: Experian will attempt to verify your identity by asking
further Out-of-Wallet questions.

n

6. If Experian is not able to verify you as a person, then send the screenshot of the
notification that indicates you are unable to be verified to the
MACPro_HelpDesk@cms.hhs.gov along with your EIDM ID.

22
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Completing RIDP

1. Once you select a MACPro role in EIDM, you may be taken to the Identity Verification
Page. Select “Next”.

My Access Identity Verification

Figure 22: Identity Verification Page

2. Agree to the terms and conditions by checking the box. Then select “Next”.

Thema wna Conamn

My Access

| agres 10 the terms st (ondmams -

Figure 23: Next button
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3. You will have the opportunity to verify your personal information. Once verified, select

“Next”.

Your Information

Enter your Ie_gal first name and last name, as it may be required for Identity Verification. Middle Name:
* First Name: )

Mary |

* Last Name: . Suffix:

Smithx ]

Enter your E-mail address, as it will be used for account related communications.
+ E-mail Address:
|msmithx@gmail.com

Re-enter your E-mail address.
s Confirm E-ma_il Address:

Enter your full 9 digit social security number, as it may be required for Identity Verification.
’—Soua: Security Number:

e |on |sens

Enter your date of birth in MM/DD/YYYY format, as it may be required for Identity Verification.

* Date of Birth:
[01 [02 [1988

& U.S. Home Address Foreign address
Enter your current or most recent home address, as it may be required for Identity Verification.

-VHome P:ddress Line 1:
[1223 main

Home Address Line 2:

‘City: * State: *Zip Code:  Zip Code E
[BALTIMORE [Waryland v][21210 |

«Zip Cod_e: Zip Code Extension:

Country: USA

Enter your primary phone number, as it may be required for Identity Verification.
* Primary Phone Number.
|410 1433 |4104

e . | ¢

Figure 24: Your Information page and Next button
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4. Depending on your provided personal information, the Verify Identity page might show
up. You will be required to answer several Out-of-Wallet (OOW) questions about
information that may be in your personal records. Please choose your answers carefully.
Select the “Next” button when you are ready to submit.

My
Access

Access
View and Man
Access

Request New System

My

Verify Your identiny

Verify Identity

You may have opened a student oan in o around March 2012 Please select the lender thal you Nave previously of you ane curmently making
payments 1o, If you have nol received student Ioans with any of these ienders Now of in the past, please selecl 'NONE OF THE ABOVE/DOES NOT
APPLY
SUNTHUST BANK
CHARTER HATL BANK
VA SHINCT N REUTUAL
UNIVTRSITY SUPPORT SVC
NONE OF THE ABSVEDOLS NOT APPLY
You may have opened a (GECRE/CARCARE ONE/TANA) credt card Please select the year in which your account was opened
F00T
200
20m
2013
NONE OF THE ABROVE
You may have opened an auto loan in or around June 1999 Please select the lender for this account If you do not have such an auto loan, select
HONE OF THE ABOVETOES NOT APPLY"
FLEET FINANCIAL
SOVEREIGH BANK
You may have opened a (GECRB/CARCARE ONE/TANA) credd card. Please select the year in which your account was opened
00t
2000
om
2013
WONE OF THE ABOVE
You may have openéd an aulo loan in o around Juné 1900 Please select the lender for this account If you 30 ROt have Such an aulo loan, sekect
‘NONE OF THE ABOVE/DOES NOT APPLY"
FLEET PiNARCIAL
SOVERIIGH BANK
WELL S FARGO BANK
SUMMIT B
HOKE OF THE ABOVETOES MOT APPLY
Which of the following is a current or previous employer? it there is not a maiched employer name, please select 'HONE OF THE ABOVE'
THE UNGER CO
S RRA, ONLING NG
PARAOUNT FREE LANCE
MARSSOTT INTERNATIHAL
WONE OF THE ABOVE
Accorging 1o Our reconds, You previousty ived on (CEDAR) Piease choose the city from the following kst where this street is located
BRANTRIL
SOMERVILLE
CHARLESTOWN
JARLASCA PLAT

WONRE OF THE ABOVT
-

Figure 25: Verify ldentity Page and Next button
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5. Once you have submitted, you should receive a confirmation notice. Select “Next”.

-

My

. Remote Identity Proofing

Request New System
Access

View and Manage My “ h

Access

Figure 26: Remote ldentity Proofing confirmation notice

6. A Request Acknowledgement message should appear. Select “Ok”.

-

My Request Acknowledgement
Access

Request New System
Access

View and Manage My
Access

Figure 27: Request Acknowledgement message

7. If you cannot be verified as a person you will receive a message that indicates you have
not passed. First, take a screen shot of the message as shown below. Then repeat
the role request process detailed in Step 2 of this document. When prompted to repeat
RIDP, ensure that you have entered your personal information correctly (i.e. your
personal home address, your personal phone number, etc.). Then continue to complete
RIDP. If your information is correct and you are still unable to pass, then call the
Experian Verification Support Service number that is displayed in the message. If you
cannot be verified after contacting Experian, please send a screenshot of the notification
to MACPro Helpdesk@cms.hhs.gov along with your EIDM ID.

My Access | Identity Verification

We ware unable to venfy the information that you had pronded. Please contact Expenan Venification Suppont Senices at 1866-578-5409 and prowde the Review Reference Number «

%‘iﬂ.‘iﬂm L2USTIMUWY. To request access to an application please log into the CMS Portal after getting with the Experian Suppont Senices
OLLess

View and Manage M

— &=

Figure 28: Identity Verification not passed message
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Step 4. Multi-Factor Authentication (MFA)
What is Multi-Factor Authentication (MFA)?

MFA is a type of login (authentication) that, in addition to a user ID and password, requires
another “factor” such as a Security Code. To comply with CMS policy, most users will need to
establish a second login “factor” commensurate with the level of access requested. CMS uses
Symantec’s Validation and Identity Protection (VIP) service to add a second layer of protection
for your online identity. Symantec provides validation and identity protection through computer,
phone, and E-mail.

If a user selects to add MFA, the CMS EIDM Portal requires registration of a phone or computer
to add an additional level of security to a user’s account. The user is given four options to select

from to complete the registration process.

Please note: that MFA is optional for MACPro Roles in EIDM.
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MFA Registration

1.

Log into the CMS Enterprise Portal by entering your User ID and Password. Accept the

Terms and Conditions by checking the box in front of “Agree to our Terms and

Conditions”. The Terms and Conditions can be accessed by clicking on the link labeled

“Terms and Conditions”

CMS.gov | Enterprise Portal

v |Agree to our Terms & Conditions

Login

Forgot your User ID or your Password?

New User Registration

Figure 29: CMS Enterprise Portal log in screen
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In the top banner select “My Profile” under your name.

CMS.gOV |M\/ Enterprise Portal © MACPro AccessFour w @ Help @ Log Out

My Access

My Portal SN | 1y Profie

Figure 30: My Profile link

Select “Register MFA” from the left panel.

My Profile

Manage Profile View My Profile
View Profile First Name:
Change Profile Last Name:
Change Password Middle Name:
Change Security Questions Date of Birth:
Register MFA h E-mail Address:
Remove MFA Phone Number:

Home Address Line 1:

Figure 31: Register MFA link



4. Choose the device that you wish to register you MFA with from the dropdown list. Please
note the following:

MFA Device Information:

e For Tablets/Computers/Laptops enter the Credential ID generated by the VIP Access
client.

e For Text and Interactive Voice Response (IVR) options, you will be asked to
enter a valid phone number to receive your Security Code.

e For the E-mail option, the E-mail address from your profile will
automatically be used to send a Security Code.

Register Multi-Factor Device

Adding a Security Code to your login, also known as Multi-Factor Authentication (MFA), can make
your login more secure by providing an extra layer of protection to your user name and password.
Click here to learn more about MFA and or go ahead and register your device.

Select the MFA device type that you want to use to login

Choose MFA Device / v

Choose MFA Device
Tablet/PC/Laptop

Text Message (SMS)

Interactive Voice Response (IVR)
E-mail

Figure 32: Choose MFA Device drop-down menu
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Depending on the device you select, you may have to enter further information. Once
entered, select “Submit”.

Register Multi-Factor Device

Adding a Security Code to your login, also known as Multi-Factor Authentication (MFA), can make
your login more secure by providing an extra layer of protection to your user name and password.
Click here to learn more about MFA and or go ahead and register your device.

Select the MFA device type that you want to use to login

E-mail v

The E-mail address on your profile will automatically be used for the E-mail option. Your e-mail address cannat
be changed at the time of MFA registration. To change your E-mail, please select 'Change E-Mail Address' from
the 'Change My Profile’ menu.

macpro_helpdesk@cms.hhs.gov

Enter MFA Device Description h

Figure 33: Enter MFA Device Description field and Submit button

Once you have registered a device, you will receive a confirmation message.
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MFA Login

1. Log into the CMS Enterprise Portal by entering your User ID and Password.

CMS.gov | Enterprise Portal

Choose MFA Device

Trouble Accessing Security Code?

v Agree to our Terms & Conditions

Login

Forgot your User ID or your Password?

Figure 34: CMS Enterprise Portal log in screen
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2. Next select an MFA device from the drop-down menu labeled “Choose MFA Device”.

CMS.QOV I Enterprise Portal

MACProAccess

Choose MFA Device

Choose MFA Device
Tablet/PC/Laptop

Text Message(SMS)

Interactive Voice Response(IVR)
Email

One Time Security Code

Forgot your User ID or your Password?

Figure 35: Choose MFA Device drop-down menu
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3. Select the button labeled “Send MFA Code”. Once you receive your code, enter it into

the text box labeled “Enter security code”.

CMS.gov I Enterprise Portal

MACProAccess

Send MFA Code Enter security code

Trouble Accessing Security Code?

v Agree to our Terms & Conditions

Login

Forgot your User ID or your Password?

Figure 36: Send MFA Code button and Enter security code field
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4. Once you have entered your code, Accept the Terms and Conditions by checking the
box in front of “Agree to our Terms and Conditions”. Then select “Login”.

CMS.QOV I Enterprise Portal

MACProAccess

Send MFA Code Enter security code

Trouble Accessing Security Code?

v |Agree to our Terms & Conditions

Login

Forgot your User ID or your Password?

Figure 37: Agree to our Terms and Conditions checkbox and Login button
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Additional Actions

Forgot User ID

1. Go to the CMS Enterprise Portal Homepage at portal.cms.gov. Select “Forgot User ID?”
in the CMS Secure Portal box.

CMS.gov | Enterprise Portal

Password

v Agree to our Terms & Conditions

Login

Forgot your User ID or your Password?

New User Registration

Figure 38: Forgot User ID link
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2. Next, enter the information requested and select “Submit”.

Forgot User ID

Please enter the following information to retrieve your User ID.

Enter First Name Enter Last Name
Birth Month v Birth Date v Birth Year v

Enter E-mail Address

Is Your Address US Based?
© Yes O No

Enter Zip Code

Figure 39: Forgot User ID screen and Submit button

3. If your information is successfully verified, you will receive a notification. Select “Ok”.

Your information has been successfully verified, check your Email Account for the requested information. You can now login

by clicking here.

Figure 40:Verification message
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4. You will receive an email that will indicate your User ID.

Fri11/17/2017 6:12 PM
D donotreply@cms.gov

CMS Enterprise Portal- Forgot User ID
To CMS MACPro_HelpDesk

Dear MACPro AccessFour,
Your User ID is MACPROACCESS4.

You can follow the link below to return to the login page.

https://portal.cms.gov

If you did not initiate this request, please contact your Application helpdesk.

Helpdesk contact information can be found here.
Thank You.

CMS Enterprise Portal Team

Please do not reply to this System Generated Email.

Figure 41:Email message indicating User ID

If your information is not successfully verified, you will receive an error message. In this
case, proceed to register for an EIDM ID by following the instructions in Step 1. If you
believe that you already have an EIDM ID but are entering incorrect information, please
contact the MACPro Help Desk at MACPro HelpDesk@cms.hhs.gov.

© Error

1. Invalid data provided Please re enter the information,

If the problem persists, piease contact the IT Service Desk at Fhone: 410-786-2580 or 1-800-562-1963 E-mail

Figure 42: Error message indicating invalid data
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Forgot Password

1. Go to the CMS Enterprise Portal Homepage at portal.cms.gov. Select “Forgot
Password?” in the CMS Secure Portal box.

CMS.QOV | Enterprise Portal

Password

v Agree to our Terms & Conditions

Login

Forgot your User ID or your Password?

New User Registration

Figure 43: Forgot Password link
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2. Next, enter your User ID into the text field and select “ Next”.

Forgot Password

Please enter the following information to reset your password.

Enter User ID

Figure 44: Next button
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3. Answer the challenge questions and enter in a new password. Then, select “Submit”. If

you do not know your challenge question answers, please contact the MACPro Help
Desk at MACPro HelpDesk@cms.hhs.gov. Please note that your new password must
meet the following requirements:

e It must be changed every 60 days

e |t must be a minimum of 8 and a maximum of 20 characters

e It can be changed only once every 24 hours

e |t must contain at least 1 letter and 1 number

e It must contain at least 1 upper case and 1 lower case letter

e It must contain at least 1 special character

e It must be different than previous passwords used

e It may not contain the User ID

e It may not contain commonly used words

e The following special characters may not be used ? <> () "'"/\ &.

Forgot Password

Please enter the following information to reset your password.

UseriD
MACProAccessd

All fields are required unless marked "Optional'.

What iz a relative’s telephone number that is not your own?
What is the name of your favorite childhood friend?

What is your favorite radio station?

Create New Password Confirm New Password

B

Figure 45: Forgot Password screen and Submit button
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Removing an MFA Device

Please Note: While MFA is not required for MACPro, it may be required for other applications
within the EIDM Portal. If you have access to another application within the EIDM Portal, please
check with the application’s help desk before removing MFA from your account.

1. Once logged into the EIDM Portal https://portal.cms.gov navigate to the drop-down
menu under your username in the top banner. Select “My Profile”.

CMS.gov |M\/ Enterprise Portal © MACPro AccessFour w @ Help @ LogOut

My Access

My Portal e

Figure 46: My Profile link

2. Next select the link to “Remove MFA” from the left panel.

rise Portal Welcome w TESTACCO

My Profile

Manage Profile Remove Multi-Factor Device

Credential ID/Phone #/E-mail MFA Device Type MFA Device Description =~ Remove Selected
55555555565 Text Message (SMS) SMS - Cell Phone O

email _address@email.com Email Email O

Figure 47: Remove MFA link
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3. Then select the radio button next to the device(s) you would like to remove. Then select
Send Code to receive the security code for the device. Enter the security code and
select “Remove Device”.

My Profile

Manage Profile Remove Multi-Factor Device
View Profile Credential ID/Phone #/E-mail MFA Device Type MFA Device Description = Remove Selected
= 5565555555 Text Message (SMS) SMS - Cell Phone @ ‘
] rof
email__address@email.com Emai Email O
hange Passwor

Select the "Send Security Code” button to retrieve a Security Code from a phone or e-mail that you have
already registered with this account. Once it is received on your phone or e-mail, enter the code in the
text below. Keep in mind that the Security Code will expire in a short period of time. Please enter and
confirm the code promptly

Send Code ff—

Security Code

047831 h

0 The Security Code for the Text Message- Short Message Service (SMS) will expire in 10 minutes.

- I

Figure 48: Remove Multi-Factor Device screen

4. After selecting “Remove Device” a confirmation message will appear stating “Changes to
your profile have been successfully submitted.”

CMS.QOV | My Enterprise Portal © MACProAccess w @ Help & Log Out

@Confirmation &

Changes to your profile have been successfully submitted.

Figure 49: Confirmation message
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Cancel a Pending Role Request in EIDM

1. Once logged into the EIDM Portal https://portal.cms.gov navigate to the drop-down
menu under your name in the top banner. Select “My Access”.

CMs.gOV |M\/ Enterprise Portal © MACPro AccessFour w @ Help (® Log Out

My Portal My Profile

Figure 50: My Access link

2. Scroll down to the My Pending Requests box. Select the linked Request ID.

CMS.QOV |MV Enterprise Portal © MACPro AccessFour w

ess Catalog DERTTEICETEN B REQUEST ADMIN ROLE My Access

*You currently do not have access to any applications. Please use the
access catalog to request access to the applications.

Request Access RequestAccess Request Access

Bundled Payments for Care iImprovement Data File
Transfer.

Help Desk Infarmation

My Pending Requests

1 Resuit Found

Request Acgess Request Access Request Access Requestip  Application Role Name
Name
2687340 MACPRO MACPTOD State User - CMS Region 7
Acoess to this application is restricted 1o Trading  Connexion provides suppliers with secure onling Application Kansas City MO &nd lows
Partners that exch Mere. Bccess to their Medica More

Figure 51: Request ID link
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3. Select “Cancel” from the Pending Requests table.

Pending Requests(1)
Pending Requests

Below is the summary of your pending requests

Systems Role Requested

Request Status

Request ID Date Requested ‘ Cancel Request

MACPro State User - CMS Region 7 Kansas

MACPRO Application City MO and lows Pending 2882340 mMr2ms
Rejected Requests
Below is the summary of rejected requests
Systems Role Requested Request Status |RequestID Date Requested |Date Rejected Reason

There are no reliected reauests at this time.

Figure 52: Cancel Request link

4. Select “Submit”
Confirm ]
Are you sure you want fo cancel this pending role request? Once the request is canceled, you may need to request access for the role again. Select 'Submit' to continue.
Otherwise, select "Cancel'
T
Figure 53: Submit button
5. A confirmation will show in a blue banner indicating you have successfully canceled your
request.
e

Pending Requests

Below is the summary of your pending requests

i I Information

“four pending role request has been canceled.

Systems ER ole Requested

| ! |
gRequest Status iRequest 1D %Date R

Figure 54: Confirmation message indicating request has been canceled
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Subscribe to EIDM Portal Notifications

Subscribing to EIDM Portal notifications will provide you with helpful general system updates
related to the EIDM Portal such as potential system issues, upgrades, new features, etc. This is
optional and is not specific to MACPro.

1. Navigate to the EIDM Portal (hitps://portal.cms.gov) and select the button on the top
right of the screen labeled “Email Alerts”.

CMS.QOV | Enterprise Portal 28 Find Your Application =~ @ Help @ About | % E-Mail Alerts

CMS.gov | Enterprise Portal

Figure 55: E-mail Alerts link

2. Enter in your email address and then click “Submit”.

Sign Up for Email Alerts

Enter Email Address h

Already a Subscriber?

Figure 56: Enter Email Address field and Submit button
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3. Confirm your email address, determine the frequency in which you would like to receive
notifications, and determine whether you would like to have a password on your
subscriber preferences. After completing these steps, select “Submit”.

CMS

i ToR Gkl i TRt S WWW.CIME.QoV wwnw.medicaid.gov www.medicare.gov

New Subscriber

Primary Email Address

You must enter a primary email address. You will use this to access and update your
subscriptions or modify your subscriber preferences

Email Address -

Confirm Email *
Address

Email Delivery Preference

If you would like to change how subscription updates are delivered to you, select an option
below.

@ Send updates immediately by email
© Send updates daily by email

© Send updates weekly by email

Certain high priority updates may be sent regardiess of your delivery preferences

Optional Password

Enter an optional password to add password protection to your subscriber preferences

Password

Confirm Password

SUBMIT | CANCEL

Your contact information is used to deliver requested updates or to access your subscriber preferences.

Figure 57: New Subscriber screen and Submit button
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You will then receive confirmation that you have successfully registered for notifications.
By selecting “Subscriber Preferences” you can determine which notifications you are
subscribing to. If you do not wish to update your preferences, select “Finish”.

| Subscriber Preferences |h

FINISH CLOSE

Your contact information is used to deliver requested updates or to access your subscriber preferences.

Privacy Policy - Help

Figure 58: Subscriber Preferences link

Subscriber Preferences
= === Preferences Questions
Subscriptions
You are subscribed to the following topics:

Topic Check to Delete

Enterprise Portal Notifications

SUBMIT | CANCEL

Delete my account
Add Subscriptions

Figure 59: Subscriptions tab

CMS

CENTERS FOR MEDICARE & MEDICAID SERVICES

WWW.CMSs.gov www.medicaid.gov www.medicare.gov

Welcome

Success

has been successfully subscribed to Enterprise Portal
Notifications for Centers for Medicare & Medicaid Services (CMS).

Subscriber Preferences|

FINISH CLOSE

r Your contact information is used to deliver requested updates or to access your subscriber preferences.

Privacy Policy - Help

Figure 60: Finish button
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Change Password

1. Once logged in to the CMS Enterprise Portal, select “My Profile” in the drop down menu
under your name in the top banner.

CMS.QOV |M\/ Enterprise Portal O MACPro AccessFour w @ Help @ LogOut

My Access

My Portal SN | 1, Profie

Figure 61: My Profile link

2. Next, select “Change Password”.

CMS.QOV | My Enterprise Portal © MACPro AccessFour w @ Help @ LogOut

My Profile
Manage Profile View My Profile (" change my Profile
View Profile First Name:
Change Profile Last Name:
h Middle Name:
Change Challenge Questions Date of Birth:
Register MFA E-mail Address:
Remove MFA Phone Number:

Figure 62: Change Password link
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3. Enter your Old Password, and then your New Password. Then select “Submit”
e It must be changed every 60 days
e |t must be a minimum of 8 and a maximum of 20 characters
e It can be changed only once every 24 hours
e |t must contain at least 1 letter and 1 number
e |t must contain at least 1 upper case and 1 lower case letter
e |t must contain at least 1 special character
e |t must be different than previous passwords used
e |t may not contain the User ID
e |t may not contain commonly used words
e The following special characters may not be used ? <> () '"/\ &.

Change Password

All fields are required unless marked 'Optional’.

Enter Old Password

Enter New Password

Confirm New Password

Cancel

Figure 63: Submit button



4. You will receive a confirmation message stating that “Changes to your profile have been
successfully submitted”.

CMS.QOVlMy Enterprise Portal © MACProAccess w @ Help @ LogOut

®@Confirmation x

Changes to your profile have been successfully submitted.

Figure 64: Confirmation message indicating changes to profile have been submitted

5. The next steps you will take are the requesting an EIDM role for MACPro. Please follow
the instructions in Step 2 for requesting a role.
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Change Challenge Questions

1. Once logged in to the CMS Enterprise Portal, select “My Profile” in the drop-down menu
under your name in the top banner.

CMS.QOV |M\/ Enterprise Portal O MACPro AccessFour w @ Help @ LogOut

My Access

My Portal SN | 1, Profie

Figure 65: My Profile link

2. Select “Change Challenge Questions”.

CMS.QOV | My Enterprise Portal © MACPro AccessFour w @ Help @ LogOut

My Profile
Manage Profile View My Profile (" change my Profile
View Profile First Name:
Change Profile Last Name:
Change Password Middle Name:
Change Challenge Questions | h Date of Birth:
Register MFA E-mail Address:
Remove MFA Phone Number:

Figure 66: Change Challenge Questions link
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3. Enter your User ID and Password. Select “Next”.

Change Challenge Questions

All fields are required unless marked 'Optional’.

Enter User ID

Enter Password

“ e

Figure 67: Change Challenge Questions screen and Next button
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4. Create challenge questions and answers that you will remember in the future. This is
important as you will answer these challenge questions when a password reset is
required. Select challenge questions and answers, then select “Submit”.

Please note: after you populate all fields, you must click outside the box for the “Submit”
button to become active.

CMS.gov |I\-‘I-:;F.nlerprlse Portal Welcome MACPro Access w @ Help & Log Out
TR NS =
Manage Profile Change Security Questions and Answers
All fields are required unless marked "Optional'.
View Profile
Security Question i1 W
Change P e

Enter Security Question #1 Answer

Security Question 12 W

Enter Security Question 82 Answer

Security Question 13 ~

Enter Security Question #3 Answer

5. You will receive a confirmation message stating that “Changes to your profile have been
successfully submitted”.

Figure 68: Submit button

CMS.QOV | My Enterprise Portal © MACProAccess w @ Help ® Log Out

&Confirmation x

Changes to your profile have been successfully submitted.

Figure 69: Confirmation message indicating changes to your profile have been submitted
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