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TennCare III Monitoring Report 
 
Tennessee operates its Medicaid program under the authority of an 1115 demonstration known 
as TennCare.  TennCare is a comprehensive Medicaid reform project, consisting of innovations in 
a number of aspects of the Medicaid program, including eligibility, benefits, and service delivery 
systems.  The primary goals of the TennCare demonstration include providing high-quality care 
to enrollees, improving health outcomes for enrollees, and providing enrollees with access to 
safe and appropriate home- and community-based services (HCBS).  As a means of advancing 
these goals, the TennCare demonstration authorizes a number of programmatic flexibilities, 
including extending eligibility to certain groups that would not be eligible for Medicaid under the 
State Plan; covering a more robust package of benefits than that authorized under the Medicaid 
State Plan; operating a single, statewide managed care service delivery system; operating a 
number of HCBS programs for persons with physical, intellectual, and/or developmental 
disabilities; and various operational efficiencies.  Through the TennCare demonstration, the State 
demonstrates that the careful use of a single, statewide managed care service delivery system 
can enable the State to deliver high-quality care to all enrollees without spending more than 
would have been spent had the State continued its Medicaid program. 
 
Key Dates of the Demonstration Quarter 
Key dates of approval/operation for the TennCare demonstration during the October-December 
2022 quarter, together with the corresponding Special Terms and Conditions (STCs), if applicable, 
are presented in Table 1.  A summary of key activities that occurred with respect to the STCs 
throughout Demonstration Year (DY) 2 is presented in Attachment A to this report. 
 

Table 1 
Key Dates of Approval/Operation in the Quarter 

 

Date Action STC # 
10/27/22 The Monthly Call for October was held. 60 
11/1/22 The state provided formal notification to CMS that dental 

services would be covered for all adults enrolled in 
TennCare effective January 1, 2023. 

6 

11/24/22 The Monthly Call for November, which would have been 
held on this date, was cancelled. 

60 

12/6/22 The state submitted to CMS the Quarterly Monitoring 
Report for the July – September 2022 quarter. 

56 

12/7/22 The state submitted to CMS a revised Shared Savings 
Quality Measures Protocol and a revised Designated 
State Investment Program (DSIP) Claiming Protocol, both 
of which incorporated feedback received from CMS. 

32.f and 
32.m  

12/19/22 The State requested CMS approval of Statewide MCO 
Contract Amendment 17 and TennCare Select Contract 
Amendment 53. 

43 



2 
 

Date Action STC # 
12/20/22 The state submitted to CMS the 2022 Quality Assessment 

and Performance Improvement Strategy. 
52 

12/22/22 The Monthly Call for December, which would have been 
held on this date, was cancelled. 

60 

12/27/22 CMS approved the state’s Shared Savings Quality 
Measures Protocol and DSIP Claiming Protocol. 

32.f and 
32.m 

 
 
I.  Operational Updates 
 
Progress Towards Milestones 
The TennCare III demonstration continues a number of program components from the prior 
iteration of the TennCare demonstration that are already in operation.  In addition, TennCare III 
includes some new programmatic flexibilities and authorities.  In terms of new flexibilities 
authorized under TennCare III, the state has completed various milestones during Demonstration 
Years 1 and 2, including:  
 

• Submission of the Shared Savings Quality Measures Protocol on March 8, 2021 (approved 
by CMS on December 27, 2022);  

• Submission of the draft Implementation Plan on April 8, 2021, and the revised 
Implementation Plan on August 16, 2021;  

• Submission of the Demonstration Monitoring Protocol on June 7, 2021;  
• Submission of the DSIP Claiming Protocol on June 30, 2021 (approved by CMS on 

December 27, 2022); and  
• Submission of the draft Evaluation Design on July 7, 2021, and the revised Evaluation 

Design on September 9, 2022.   
 
The state has not yet implemented certain flexibilities authorized under the TennCare 
demonstration.  For instance, the state has not implemented any new policies related to 
suspension of members convicted of TennCare fraud.  The state will work closely with CMS prior 
to implementing any new policies in this area. 
 
Additional Program Developments During Demonstration Year 2 
During DY 2, the state pursued approval for a number of significant program enhancements and 
priorities identified by CMS, including the following: 
 
Demonstration Amendment 1 (Services for Persons with Intellectual Disabilities).  In DY 2, CMS 
continued to review a demonstration amendment designed to improve the alignment between 
the various types of care that TennCare enrollees with intellectual disabilities receive.  Currently, 
these enrollees receive their medical/surgical and behavioral health care from MCOs through the 
managed care program authorized under the demonstration, and their LTSS outside of managed 
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care.  Demonstration Amendment 1 would entail the following modifications to the TennCare 
program: 
 

• Integration of services for members with intellectual disabilities into the TennCare 
managed care program1; 

• Transitioning the care of children receiving Supplemental Security Income (SSI) benefits 
from the TennCare Select health plan to one of the other health plans that serves 
TennCare members; and 

• Assigning to the TennCare Select health plan certain inmates of public institutions who 
receive inpatient services in a setting located outside the public institution. 

 
As of the end of DY 2, the state was awaiting CMS approval of Amendment 1. 
 
Demonstration Amendment 2 (Coverage of Adopted Children).  During DY 2, the State submitted 
a proposed demonstration amendment to CMS to extend TennCare coverage to children adopted 
from state custody in Tennessee who do not otherwise qualify for Medicaid (i.e., do not qualify 
for IV-E adoption assistance or non-IV-E adoption assistance).  Extending TennCare coverage to 
these children would remove a potential barrier to adoption, as well as promote greater 
continuity of care for these children as they transition from foster care to permanent homes.  
Amendment 2 remained under CMS review as of the end of DY 2. 
 
Demonstration Amendment 3 (HCBS Enhancements).  On October 12, 2022, the state submitted 
Amendment 3 to CMS.  Amendment 3 would codify certain enhancements to the HCBS available 
under the TennCare demonstration via the CHOICES and Employment and Community First (ECF) 
CHOICES programs.  The specific changes proposed in Amendment 3 are: 
 

• Increasing the expenditure caps for individuals in CHOICES Group 3 and in ECF CHOICES 
to reflect targeted increases in reimbursement rates for certain services; 

• Providing a temporary, one-time exception to the CHOICES and ECF CHOICES expenditure 
caps to support families who routinely provide unpaid supports for family members with 
disabilities; and 

• Adding Enabling Technology as a benefit in CHOICES (until March 31, 2025) and ECF 
CHOICES (on an ongoing basis), up to $5,000 per member per year.  

 
As of the end of DY 2, CMS’s review of Amendment 3 was ongoing. 
 
Demonstration Amendment 4 (Modifications to TennCare III Requested by CMS).  On June 30, 
2022, the state received a letter from CMS regarding the TennCare III demonstration.  The CMS 
letter requested that the state submit a demonstration amendment to effectuate a limited 
number of modifications to the demonstration.   

 

 
1 Specific services to be integrated are intermediate care facility services for individuals with intellectual disabilities 
(ICF/IID services) and 1915(c) waiver home- and community-based services (HCBS). 
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In response, the state submitted Amendment 4 to address the following areas identified by CMS: 
 

1. Determining budget neutrality for the TennCare demonstration using a per member per 
month (PMPM) cap arrangement; 

2. Revising the demonstration expenditure authorities while continuing to recognize savings 
produced to the federal government by the state as a mechanism for reinvestments in 
the TennCare program; and 

3. Removing the expenditure authority for pharmacy and associated pharmacy flexibilities 
from the demonstration. 

 
Amendment 4 was submitted to CMS on August 30, 2022.  As of the end of DY 2, CMS’s review 
of the amendment was ongoing. 
 
Policy or Administrative Difficulties in Operating the Demonstration 
There were no significant administrative difficulties in operating the demonstration during DY 2.  
The state continued to await CMS approval of each of the four demonstration amendments 
described above. 
 
Key Challenges During DY 2 
Throughout DY 2, the state continued to address the threat to public health and safety posed by 
the novel coronavirus disease 2019 (or “COVID-19”).  As the agency in Tennessee state 
government responsible for providing health insurance to more than 1.7 million individuals, the 
Division of TennCare has developed a multilayered response to the COVID-19 emergency.  
Working in tandem with partners and stakeholders at the federal and state levels, TennCare 
designed and deployed a strategy consisting of such elements as— 
 

• Coordinating with the provider community and TennCare’s health plans to ensure access 
to care for TennCare members in need of testing or treatment for COVID-19; 

• Assisting providers in offering covered services to TennCare members via telehealth when 
medically appropriate; 

• Increasing care coordination services for members impacted by COVID-19 who are self-
isolated, so that they can receive additional supports as needed; 

• Pausing nearly all terminations of eligibility for TennCare and CoverKids (the State’s 
separate CHIP program) members during the COVID-19 emergency; 

• Working with TennCare’s health plans to streamline or temporarily lift authorization 
requirements to ensure services are delivered promptly and claims paid quickly; 

• Expediting access to home-based care for former nursing facility patients being 
discharged from hospitals and electing to transition home; 

• Enhancing access to prescription drugs by allowing early refills of prescriptions and by 
allowing 90-day supplies to be prescribed for most medications; 

• Obtaining multiple Section 1135 waivers from CMS that provide flexibilities to help ensure 
that TennCare members receive necessary services; 
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• Submitting emergency amendments to the TennCare Demonstration to make retainer 
payments to providers of HCBS in the Employment and Community First CHOICES 
program; to obtain additional flexibilities to support TennCare HCBS providers during the 
public health emergency; and to furnish Enabling Technologies to recipients of HCBS;  

• Assisting providers of long-term services and supports in reducing the spread of COVID-
19 among individuals who are residents of nursing facilities; and 

• Implementing targeted, state-directed managed care payments to provide enhanced 
financial support for providers disproportionately affected by the COVID-19 emergency, 
including primary care providers, nursing facilities, dentists, and community mental 
health centers and other providers of behavioral health services. 

 
In addition, the state began making preparations during DY 2 for the anticipated end of the 
COVID-19 public health emergency in 2023, as well as the resumption of eligibility renewals in 
April 2023. 
 
Key Achievements During DY 2 
In DY 2, the state continued to expand the availability of TennCare services to eligible 
Tennesseans, both by covering more benefits and by enrolling new populations. 
 
Chiropractic Services for Adults.  On January 1, 2022, the state began covering medically 
necessary chiropractic services for adults enrolled in TennCare.  Prior to DY 2, chiropractic 
services had been covered only for children under age 21.  Like other TennCare benefits, 
chiropractic services are administered by members’ MCOs, which are responsible for ensuring 
appropriate utilization of services. 
 
Maternal Health Enhancements.  During DY 2, the state began extending full coverage for 
postpartum women for a full 12 months (a significant increase from the previous total of 60 days), 
and also began providing a dental benefits package for pregnant and postpartum women age 21 
and older.  A public notice and comment period on these maternal health enhancements was 
held from December 17, 2021, through January 20, 2022.  The state provided formal notification 
of the enhancements to CMS on January 28, 2022, and implementation began on April 1, 2022. 
 
Dental Services for All Adult Members.  Effective January 1, 2023, the state began covering dental 
services for all adults enrolled in TennCare.  (Previously, dental services had been covered for 
children under age 21, pregnant and postpartum women, and certain adults receiving long-term 
services and supports.)  Dental benefits covered for adults age 21 and older include services from 
nearly 20 categories, including—but not limited to—diagnostic x-rays and exams, preventive 
cleanings, restorative (fillings), crowns, partial dentures, complete dentures, tooth extractions, 
and palliative treatment.  Implementation of these services was preceded by extensive 
communication with providers, changes to the state’s dental benefits management contract, a 
public notice and comment period, and formal notification to CMS on November 1, 2022. 
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Increasing Enrollment for Persons with Intellectual and Developmental Disabilities.  During DY 2, 
the state made significant progress in expanding enrollment for persons with intellectual and 
developmental disabilities by increasing the number of slots in the ECF CHOICES program and 
substantially reducing the number of individuals on the ECF CHOICES referral list.  Enrollment in 
ECF CHOICES grew from 3,862 on the last day of DY 1 to 5,748 on the last day of DY 2, representing 
a 49 percent increase over a one-year period. 
 
Re-Opening of CHOICES At Risk Demonstration Group.  One change to the TennCare program 
contained in the budget passed by the Tennessee General Assembly for State Fiscal Year 2022 
entails re-opening enrollment in a demonstration population within the CHOICES program.  
CHOICES, which provides managed long-term services and supports (MLTSS) for persons who are 
elderly or who have physical disabilities, consists of three benefit groups.  CHOICES Groups 1 and 
2 provide assistance to individuals who meet TennCare’s level of care criteria for nursing facility 
care and receive either LTSS in a nursing facility (Group 1) or home- and community-based 
services (HCBS) in lieu of nursing facility care (Group 2).  CHOICES Group 3, by contrast, consists 
of adults who do not meet TennCare’s level of care criteria for nursing facility care but who, 
absent additional supports, are considered at risk of needing institutional care.  These individuals 
receive a targeted package of HCBS intended to prevent or delay the need for nursing facility 
care. 
 
Under the terms of the TennCare demonstration, CHOICES Group 3 is open to individuals who 
are eligible for Medicaid as SSI recipients and to non-Medicaid-eligible individuals who qualify in 
the CHOICES At Risk Demonstration Group.  The CHOICES At Risk Demonstration Group provides 
a pathway for individuals who are not otherwise eligible for Medicaid to be eligible for TennCare 
and to receive CHOICES Group 3 HCBS.  The CHOICES At Risk Demonstration has been closed to 
new enrollment since June 30, 2015.  On June 8, 2022, the state announced its intent to re-open 
the group to 1,750 new enrollees beginning on October 1, 2022.  A public notice and comment 
period was held on the planned changes from June 8 through July 8, 2022.  The state provided 
formal notification to CMS on July 29, 2022, and implementation began as planned on October 
1, 2022.  As of the end of DY 2, a total of 114 new individuals had been enrolled in the group. 
 
Katie Beckett/Medicaid Diversion Program.  On November 23, 2020, the State launched a new 
Katie Beckett/Medicaid Diversion program as part of the TennCare Demonstration.  The program 
provides services and supports for children under age 18 with disabilities and/or complex medical 
needs who are not eligible for traditional Medicaid because of their parents’ income or assets.   
 
The State’s program contains three parts:  
 

• Katie Beckett (Part A) – Children with the most severe needs receive the full TennCare 
benefits package, as well as essential wraparound home and community based services.  
These individuals are subject to monthly premiums, which are determined on a sliding 
scale based on the member’s household income.   
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• Medicaid Diversion (Part B) – Individuals in this group receive a specified package of 
essential wraparound services and supports, including premium assistance.  These 
services are intended to prevent or delay the need for traditional Medicaid supports. 

• Continued Eligibility (Part C) – Children in this group are enrolled in TennCare, have been 
determined no longer to meet the eligibility requirements for a Medicaid category, meet 
the criteria for enrollment in Katie Beckett (Part A), but do not have available slots in 
which to enroll.   These individuals receive the full TennCare benefits package. 

 
The new Katie Beckett/Medicaid Diversion program began accepting self-referral forms from 
interested families on November 23, 2020.  The program continued to grow throughout DY 2.  As 
of the last day of the demonstration year, a total of 2,175 children were enrolled in the program, 
with 153 enrolled in Katie Beckett (Part A), 2,022 children enrolled in Medicaid Diversion (Part 
B), and no one enrolled in Continued Eligibility (Part C).  See additional discussion of TennCare’s 
Katie Beckett/Medicaid Diversion program below. 
 
Issues or Complaints Identified by Beneficiaries 
Eligibility Appeals.  Table 2 presents a summary of eligibility appeal activity throughout DY 2.  It 
should be noted that appeals (whether related to eligibility, medical services, or LTSS) may be 
resolved or taken to hearing in a quarter other than the one in which they are initially received 
by TennCare. 
 

Table 2 
Eligibility Appeals for Demonstration Year 2  

 
 Jan – Mar 

2022 
Apr – Jun 

2022 
Jul – Sep  

2022 
Oct – Dec  

2022 
No. of appeals received 5,389 5,778 6,050 4,993 
No. of appeals resolved or 
withdrawn 

5,556 5,898 6,416 4,960 

No. of appeals taken to hearing  1,016 1,052 858 687 
No. of hearings resolved in favor 
of appellant 

21 29 22 14 

 
Medical Service Appeals.  Table 3 below presents a summary of the medical service appeals 
handled throughout DY 2.   
 

Table 3 
Medical Service Appeals for Demonstration Year 2 

 
 Jan – Mar 

2022 
Apr – Jun 

2022 
Jul – Sep  

2022 
Oct – Dec 

2022 
No. of appeals received 2,822 3,070 2,952 2,894 
No. of appeals resolved  

• Resolved at the MCC level 
1,361 

393 
1,553 

489 
1,498 

418 
1,406 

398 
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 Jan – Mar 
2022 

Apr – Jun 
2022 

Jul – Sep  
2022 

Oct – Dec 
2022 

• Resolved at the TSU level 
• Resolved at the LSU level 

114 
854 

106 
958 

107 
973 

126 
882 

No. of appeals that did not involve 
a valid factual dispute 

1,339 1,445 1,481 1,310 

No. of directives issued  241 251 261 255 
No. of appeals resolved by fair 
hearing 

877 972 988 895 

No. of appeals that were 
withdrawn by the enrollee at or 
prior to the hearing 

278 321 361 322 

Appeals that went to hearing and 
were decided in the State’s favor 

535 601 566 534 

Appeals that went to hearing and 
were decided in the appellant’s 
favor  

41 36 46 26 

 
By way of explanation: 
 

• The “MCC” level is the level of the Managed Care Contractors.  MCCs sometimes reverse 
their decisions or develop new recommendations for addressing an issue after reviewing 
an appeal.   
 

• The “TSU” level is the TennCare Solutions Unit.  The TSU is a unit within TennCare that 
reviews requests for hearings.  The TSU might overturn the decision of the MCC and issue 
a directive requiring the MCC to approve provision of the service under appeal.  
Alternatively, if, following review, TennCare agrees with the MCC’s decision, the appeal 
typically proceeds to TennCare’s Legal Solutions Unit (LSU), where it is scheduled for 
administrative hearing before an Administrative Law Judge.  
 

• The “LSU” level is the Legal Solutions Unit.  This unit within TennCare ensures that 
enrollees receive those procedural rights to which they are entitled under the law.  LSU 
represents TennCare and its MCCs at administrative hearings and takes those steps 
necessary to ensure that such appeals come to a timely resolution. 

 
LTSS Appeals.  The following table provides information regarding certain appeals administered 
by TennCare’s Long-Term Services and Supports Division during DY 2 (e.g., appeals of 
PreAdmission Evaluation denials, appeals of PreAdmission Screening and Resident Review 
determinations, etc.).   
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Table 4 
Long-Term Services and Supports Appeals for Demonstration Year 2  

 
 Jan – Mar 

2021 
Apr – Jun 

2021 
Jul – Sep 

2021 
Oct – Dec 

2021 
No. of appeals received 75 81 85 57 
No. of appeals resolved or withdrawn 56 64 57 2 
No. of appeals set for hearing 19 19 18 24 
No. of hearings resolved in favor of 
appellant 

0 0 0 0 

 
Grievances.  Details of grievances received and resolved by TennCare’s managed care contractors 
(MCOs, DBM, and PBM) during DY 2 are included as Attachment B to this Annual Monitoring 
Report.  Each time an enrollee contacted the state or a managed care contractor to voice a 
complaint, the grievance was logged, and steps were taken to address the enrollee’s concern.  
TennCare and the managed care contractors review issues, complaints, and grievances raised by 
enrollees to inform quality improvement efforts.  It should be noted that grievances may be 
resolved in a quarter other than the one in which they are received. 
 
Audits, Investigations, or Lawsuits that Impact the Demonstration 
During DY 2, two audits related to the Division of TennCare were conducted by external agencies: 
a Single Audit conducted by the Tennessee Comptroller of the Treasury for the period of July 1, 
2021, through June 30, 2022, and a safeguard review performed by the Internal Revenue Service 
from May 31 through June 9, 2022.  Details of these audits are as follows: 
 
Single Audit by the Tennessee Comptroller of the Treasury 
Each year, a Single Audit for the State of Tennessee is conducted by the Tennessee Comptroller 
of the Treasury.  The scope of the audit is broad, encompassing “the financial statements of the 
governmental activities, the business-type activities, the aggregate discretely presented 
component units, each major fund, and the aggregate remaining fund information of the State 
of Tennessee,” as well as “the related notes to the financial statements, which collectively 
comprise the State of Tennessee’s basic financial statements.”  The 2022 Single Audit included 
findings related to several state agencies, including the Commission on Aging and Disability, East 
Tennessee State University, Tennessee State University, and the Tennessee Wildlife Resources 
Agency, as well as the Tennessee Departments of Agriculture, Education, Finance and 
Administration, Human Services, Labor and Workforce Development, and Military.  There were 
no findings within the Single Audit related to the TennCare demonstration.  The 2022 Single Audit 
Report for the State of Tennessee is included as Attachment C to this report. 
 
Safeguard Review by the Internal Revenue Service (IRS) 
In July 2022, the IRS issued a Safeguard Review Report summarizing the findings of a safeguard 
review of TennCare that had been conducted in May and June 2022.  As noted in the report, the 
purpose of a safeguard review is to evaluate the methods used by the agency to protect FTI 
(federal tax information) against loss, breach or misuse, and prevent unauthorized disclosure or 
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access by individuals without a need to know.”  The findings and recommendations of the report 
were organized into the following categories: 
 

• Maintaining a System of Standardized Records; 
• Maintaining a Secure Place for Storage; 
• Restricting Access to Authorized Individuals and have a Need-to-Know; 
• Employee Awareness and Internal Inspections; 
• Submission of Required Safeguard Reports; 
• Disposing of Federal Tax Information; 
• Need and Use of Federal Tax Return Information; and 
• Computer Systems Security. 

 
The bulk of the Safeguard Review Report’s findings fell within the categories of “Maintaining a 
Secure Place for Storage,” “Restricting Access to Authorized Individuals and have a Need-to-
Know,” and “Computer Systems Security.”  In four of the categories, there were no findings 
whatsoever.  The IRS’s Safeguard Review Report is included as Attachment D to this report. 
 
During DY 2, the Division of TennCare was also involved in several lawsuits.  Details of these suits 
are as follows: 
 
A.M.C., et al. v. Smith Lawsuit.  On March 19, 2020, the Tennessee Justice Center filed a federal 
lawsuit on behalf of a proposed class of plaintiffs against the Division of TennCare.  The lawsuit 
alleges statutory and constitutional deficiencies with TennCare’s eligibility redetermination 
process and the Tennessee Eligibility Determination System.  Another allegation within the suit 
is that TennCare is violating the Americans with Disabilities Act by not providing reasonable 
accommodations, thereby preventing disabled individuals from participating in the TennCare 
program.  Plaintiffs filed two motions with the court: one for class certification that was affirmed, 
and one for preliminary injunction that was denied.   
 
Dyersburg Family Walk-In Clinic, Inc. v. Tennessee Department of Finance and Administration, et 
al. Lawsuit.  On December 22, 2020, Dyersburg Family Walk-In Clinic, Inc., which does business 
under the registered assumed name Reelfoot Family Walk-In Clinic, filed a federal lawsuit against 
TennCare in the District Court for the Western District of Tennessee.  Reelfoot operates three 
Rural Health Clinics that receive supplemental payments from TennCare.  The lawsuit challenged 
TennCare requirements related to these supplemental payments and sought injunctive and 
declaratory relief.  In April 2021, TennCare successfully petitioned to have the case transferred 
to the District Court for the Middle District of Tennessee.  On January 13, 2022, Plaintiff 
voluntarily dismissed all claims in this litigation, and the case was closed. 
 
EMCF v. TennCare Lawsuit.  In September 2018, Emergency Medical Care Facilities, P.C., filed a 
complaint for declaratory judgment and injunctive relief against the Division of TennCare in 
Davidson County Chancery Court.  The suit relates to a $50 cap imposed by the agency on 
payment for emergency room physician services determined to be non-emergent.  The parties 
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filed cross-motions for summary judgment, and, on September 1, 2020, the Chancellor granted 
summary judgment to EMCF on their claim that the $50 cap was void.  EMCF then voluntarily 
dismissed their remaining claims pertaining to the determination of payment for the services in 
question.  The state filed an appeal, and, on October 7, 2021, the Court of Appeals ruled in the 
state’s favor and reversed the trial court’s ruling.  The Court of Appeals found that the 
reimbursement limit fell within the internal management exception of a rule and was not subject 
to rulemaking requirements.  EMCF then filed an application for permission to appeal to the 
Tennessee Supreme Court, and oral arguments were heard on October 5, 2022.  As of the end of 
DY 2, a decision had not been issued. 
 
Erlanger Health System v. TennCare Lawsuit.  This declaratory order action was commenced 
against the state regarding the applicability and validity of two TennCare rules that set the 
reimbursement rates for emergency services provided to TennCare enrollees by non-contract 
hospitals.  TennCare’s Commissioner’s Designee issued a declaratory order upholding the rules 
being challenged by Erlanger, and on November 12, 2021, Erlanger filed a Petition for Judicial 
Review of the declaratory order in Chancery Court. 
 
M.A.C., et al. v. Smith Lawsuit.  On July 2, 2021, five TennCare members filed a federal lawsuit 
against TennCare alleging that the Home- and Community-Based Services they received through 
the State’s 1915(c) waiver programs were not being fully staffed, resulting in a denial of necessary 
care and sufficient alternatives to institutionalization.  The parties entered into a settlement 
agreement, which was approved by the Court on November 29, 2022. 
 
McCutchen et al. v. Becerra Lawsuit.  On May 20, 2021, the state of Tennessee filed a motion to 
intervene in the federal lawsuit challenging CMS’s approval of the TennCare III demonstration.  
This lawsuit was filed by the Tennessee Justice Center (TJC), acting on behalf of 14 individual 
plaintiffs, against CMS in the District Court for the District of Columbia.  On August 5, 2021, the 
state’s motion was granted.  The McCutchen suit was subsequently stayed pending the outcome 
of a federal comment period on the TennCare III demonstration. 
 
Rhythm Health Tennessee, Inc. v. State Protest Committee, et al. Lawsuit.  On September 12, 
2022, Rhythm Health Tennessee, Inc., filed a Petition for Writ of Certiorari in the Davidson County 
Chancery Court against several parties, including TennCare, the state’s Central Procurement 
Office, and the State Protest Committee.  The petition challenges the Protest Committee’s 
decision to deny the protest by Rhythm and uphold TennCare’s award of its Managed Care 
Organization (MCO) contracts.  The Tennessee Attorney General’s office, acting on behalf of the 
state defendants, filed a timely answer to the petition, and the litigation remains pending. 
 
Unusual or Unanticipated Trends 
During DY 2, the state continued to claim the enhanced FMAP authorized under Section 6008 of 
the Families First Coronavirus Response Act (FFCRA).  As a condition of receiving this federal 
funding, the state generally maintained eligibility for all persons enrolled in TennCare.  TennCare 
enrollment has continued to increase steadily during the COVID-19 public health emergency 
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while the FFCRA continuous coverage requirement remains in effect.  Nonetheless, the agency 
has been making preparations for the resumption of eligibility renewals in 2023. 
 
Legislative Updates 
The Tennessee General Assembly passed a number of pieces of legislation with implications for 
the TennCare program during DY 2.  Most significantly, the General Assembly appropriated 
funding for such agency priorities as providing pregnant women enrolled in TennCare with twelve 
months of postpartum coverage, covering dental services for pregnant and postpartum women, 
and reducing the wait list for services from the ECF CHOICES program. 
 
Public Forums 
In compliance with the federal regulation at 42 CFR § 431.420(c) and the Special Terms and 
Conditions of the TennCare III demonstration, the state hosted a public forum on June 30, 2022.  
The purpose of the forum was to provide members of the public an opportunity to comment on 
the progress of the TennCare demonstration project, which has delivered Medicaid services to 
eligible Tennesseans under a managed care model since 1994. 
 
Individuals interested in participating in the meeting had the option to attend in person or to 
access the event electronically.  Furthermore, the June 30 open meeting was not the only avenue 
through which feedback could be offered.  Notice of the forum, which appeared on the TennCare 
website, included an email address and a physical address at which comments would be 
accepted.  Ultimately, approximately five sets of comments were received, one of which was 
presented verbally at the July 6 meeting, and the rest of which were submitted by email.  Most 
of the commenters asked TennCare to consider opening another category of the CHOICES 
program to assist individuals who are able to complete certain self-care tasks but who are 
otherwise disabled.  One commenter expressed support for the idea of expanding Medicaid in 
Tennessee to low-income adults in accordance with the Affordable Care Act, and sought guidance 
on persuading the public and the members of the Tennessee General Assembly of the value of 
such an expansion. 
 
Enrollment and Member Month Data 
Information about TennCare enrollment by category throughout DY 2 is presented in Table 5.   
 

Table 5   
Enrollment Counts for Demonstration Year 2 

 
Demonstration 

Populations 
Jan – Mar 

2022 
Apr – Jun 

2022 
Jul – Sep  

2022 
Oct – Dec 

2022 
EG1 Disabled 135,299 135,716 134,771 135,228 
EG9 H-Disabled 685 673 699 1,065 
EG2 Over 65 283 287 286 311 
EG10 H-Over 65 33 37 35 45 
EG3 Children 851,028 859,756 868,615 876,349 
EG4 Adults 511,025 524,001 538,183 553,035 
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Demonstration 
Populations 

Jan – Mar 
2022 

Apr – Jun 
2022 

Jul – Sep  
2022 

Oct – Dec 
2022 

EG5 Duals and EG11 H-
Duals 65 

162,427 164,596 165,254 166,885 

EG6E Expan Adult  0 0 0 0 
EG7E Expan Child 1,289 1,513 1,580 1,577 
EG8, Med Exp Child 0 0 0 0 
Med Exp Child, Title XXI 
Demonstration Population 11,896 11,142 11,247 11,397 
EG12E Carryover 1,256 1,174 1,128 1,088 
EG13 Katie Beckett 149 155 155 155 
EG14E Medicaid Diversion 1,238 1,509 1,802 2,061 
EG15 Continued Eligibility 0 0 0 0 
TOTAL* 1,676,608 1,700,559 1,723,755 1,749,196 

* Unique member counts for reporting quarter, with at least one day of eligibility.  To avoid duplication, the member counts are based on the 
last eligibility group (EG) of the quarter. 
 
The majority of TennCare’s enrollment consists of Type 1 EG3 children and Type 1 EG4 adults, 
with nearly 82 percent of TennCare enrollees appearing in one of these categories.  The number 
of individuals enrolled in TennCare increased by 4.3 percent from the first quarter of DY 2 to the 
last quarter.  This rise in enrollment is largely attributable to the continuous coverage 
requirement contained in the Families First Coronavirus Response Act. 
 
Table 6 below presents the member month reporting by eligibility group for each month in the 
final quarter of DY 2.    

 
Table 6 

Member Month Reporting for October – December 2022 
 

Eligibility Group October 
2022 

November 
2022 

December 
2022 

Sum for 
Quarter 
Ending 

12/31/22 
EG1 Disabled  135,981 135,299 134,521 405,801 
EG2 Over 65  273 285 295 853 
EG3 Children  867,729 870,534 873,383 2,611,646 
EG4 Adults  540,420 545,882 550,624 1,636,926 
EG5 Duals 157,467 157,626 157,538 472,631 
EG6E Expan Adult 0 0 0 0 
EG7E Expan Child 1,546 1,559 1,570 4,675 
EG8 Med Exp Child 0 0 0 0 
EG9 H-Disabled 1,001 1,032 1,057 3,090 
EG10 H-Over 65 35 37 33 105 
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Eligibility Group October 
2022 

November 
2022 

December 
2022 

Sum for 
Quarter 
Ending 

12/31/22 
EG11 H-Duals 6,693 6,711 6,763 20,167 
Med Exp Child, Title XXI Demo Pop 11,143 11,228 11,360 33,731 
EG12E Carryover 1,094 1,078 1,067 3,239 
EG13 Katie Beckett 153 153 155 461 
EG14E Medicaid Diversion 1,870 1,958 2,058 5,886 
EG15 Continued Eligibility 0 0 0 0 
TOTAL 1,725,405 1,733,382 1,740,424 5,199,211 

 
Information and Data about the CHOICES Program 
CHOICES is TennCare’s program of managed long-term services and supports for individuals who 
are elderly and/or have physical disabilities.  Implemented in 2010, CHOICES offers nursing facility 
services (CHOICES 1) and home- and community-based services (CHOICES 2 and 3) to eligible 
individuals via the state’s managed care program.  During the last quarter of DY 2, the state re-
opened enrollment in CHOICES 3 to certain individuals who would not otherwise be eligible for 
Medicaid.  These individuals may receive CHOICES 3 benefits by enrolling in the CHOICES At Risk 
Demonstration Group, which had been closed from June 30, 2015, through September 30, 2022. 
 
As required by STC 33.d., the state offers the following table delineating CHOICES enrollment in 
each quarter of DY 2, as well as information about the number of available reserve slots.  The 
operational procedures by which slots are reserved for members of CHOICES 2 and CHOICES 3 
are included as Attachment E to this Annual Monitoring Report. 
 

Table 7 
CHOICES Enrollment and Reserve Slots 

for Demonstration Year 2 
 

 
 

Statewide 
Enrollment 
Targets and 

Reserve 
Capacity2 

Enrollment and Reserve Slots Being Held  
as of the End of Each Quarter 

Jan – Mar  
2022 

Apr – Jun  
2022 

Jul – Sep  
2022 

Oct – Dec  
2022 

CHOICES 1 Not 
applicable 

14,166 14,317 14,271 14,252 

CHOICES 2 11,000 9,651 9,711 9,654 9,448 
CHOICES 3 
(SSI recipients) 

To be 
determined 

2,041 2,068 2,063 2,120 

 
2 Of the three active CHOICES groups, only CHOICES 2 has an enrollment target.  An enrollment target of 1,750 has 
been established for the CHOICES at Risk Demonstration Group within CHOICES 3; individuals eligible for Medicaid 
as SSI recipients who qualify for CHOICES Group 3 benefits do not count against this enrollment target. 
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Statewide 
Enrollment 
Targets and 

Reserve 
Capacity2 

Enrollment and Reserve Slots Being Held  
as of the End of Each Quarter 

Jan – Mar  
2022 

Apr – Jun  
2022 

Jul – Sep  
2022 

Oct – Dec  
2022 

CHOICES 3 
(members of 
the CHOICES At 
Risk Demo 
Group) 

1,750 N/A N/A N/A 114 

Total 
CHOICES 

Not 
applicable 

25,858 26,096 25,988 25,934 

Reserve 
Capacity 

300 300 300 300 300 

 
The CMS letter approving CHOICES implementation in Middle Tennessee dated February 26, 
2010, and STC 53 require specific monitoring and reporting activities that include:  
 
Data and trends of the designated CHOICES data elements:    STC 53.d. requires the state to 
submit to CMS periodic statistical reports about the use of LTSS by TennCare members.  Nineteen 
separate reports of data pertaining to the CHOICES program have been submitted between 
August 2011 and June 2022.   
 
Taken together, the reports depict a program evolving according to the characteristics of LTSS 
recipients, with institutional care available to individuals with the highest acuity of need, and 
Home- and Community-Based Services (HCBS) available to individuals whose needs can be safely 
and effectively met at home or in other non-institutional settings.  Point-in-time data revealed 
declining use of Nursing Facility (NF) services over time, with placement in institutional settings 
decreasing from 21,530 individuals on June 30, 2011, to 14,236 individuals on June 30, 2021.  
According to annual aggregate data contained in the reports, this downward trend was even 
more pronounced for new LTSS recipients, 81 percent of whom had been admitted to NFs in the 
year prior to implementation of the CHOICES program, as compared with 62 percent admitted to 
NFs in the eleventh year of CHOICES.  Furthermore, nursing facility expenditures in the year prior 
to CHOICES implementation accounted for more than 90 percent of total LTSS expenditures, 
whereas the percentage was approximately 79 percent eleven years later.  In addition, transitions 
of individuals from NFs to HCBS settings increased over time as well, with 129 such transitions 
occurring during the year prior to CHOICES implementation, and 697 transitions happening in the 
eleventh year of the program. 
 
By contrast, appropriate use of HCBS by TennCare members grew significantly during these years.  
The aggregate number of members accessing HCBS increased from 6,226 in the twelve-month 
period preceding CHOICES implementation in Middle Tennessee to 14,401 after CHOICES had 
been in place for eleven full fiscal years.  This trend was mirrored in point-in-time data as well:  
on the day prior to CHOICES implementation, 4,861 individuals were using HCBS, but the number 
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had grown to 12,291 by June 30, 2021.  The percentage of LTSS expenditures devoted to HCBS 
grew as well, rising from 9.75 percent in the year prior to CHOICES, to 21.11 percent after the 
CHOICES program had been in place for eleven years. 
 
Selected elements of the aforementioned CHOICES data are summarized in Table 8. 
 

Table 8 
Changes in Use of HCBS by Persons Who Are Elderly or Disabled (E/D) Before and After 

CHOICES Implementation 
 

Annual Aggregate Data Point-in-Time Data 
No. of 

TennCare 
members 
accessing 

HCBS (E/D),  
3/1/09 – 
2/28/10 

No. of 
TennCare 
members 
accessing  

HCBS (E/D),  
7/1/20 – 
6/30/21 

Percent 
increase 

over a ten-
year period 

No. of 
TennCare 
members 
accessing 

HCBS (E/D) on 
the day prior 
to CHOICES 

implementa-
tion 

No. of 
TennCare 
members 
accessing  

HCBS (E/D) on 
6/30/21 

Percent 
increase 

from the day 
prior to 

CHOICES 
implementa-

tion to 
6/30/21 

6,226 14,401 131% 4,8613 12,291 153% 
 
MCO-distributed transition allowances (CHOICES approval letter dated February 26, 2010): The 
allocation of CHOICES transition allowance funds by Grand Region during DY 2 is detailed in Table 
9.  
 

Table 9 
CHOICES Transition Allowances 

for Demonstration Year 2 
 

Grand Region Jan – Mar 2022 Apr – Jun 2022 Jul – Sep 2022 Oct – Dec 2022 
East $6,702 $7,314 $7,672 $5,556 
Middle $9,955 11,130 $4,350 $7,867 
West $4,669 $6,407 $5,859 $15,272 
Statewide Total $21,326 $24,851 $17,881 $28,695 

 
Information and Data about the Employment and Community First CHOICES Program 
Designed and implemented in partnership with people with intellectual and developmental 
disabilities, their families, advocates, providers, and other stakeholders, Employment and 
Community First CHOICES is the first managed LTSS program in the nation that is focused on 

 
3 The total of 4,861 comprises 1,479 individuals receiving HCBS (E/D) in Middle Tennessee on February 28, 2010 (the 
day prior to CHOICES implementation in that region), and 3,382 individuals receiving HCBS (E/D) in East and West 
Tennessee on July 31, 2010 (the day prior to CHOICES implementation in those regions). 
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promoting and supporting integrated, competitive employment and independent community 
living as the first and preferred option for people with intellectual and other types of 
developmental disabilities.   
 
As required by STC 34.d., the state offers the following table delineating ECF CHOICES enrollment 
as of the end of the quarter, as well as information about enrollment targets and the number of 
available reserve slots.  It should be noted that the number of filled reserve slots does not include 
slots in a “held” status that have been assigned to a person but for whom actual enrollment is 
pending an eligibility determination.  The operational procedures by which slots are reserved for 
members of ECF CHOICES are included as Attachment F to this Annual Monitoring Report. 
 

Table 10 
ECF CHOICES Enrollment, Enrollment Targets, and Reserve Slots 

for Demonstration Year 2 
 

 
 

Statewide 
Enrollment 
Targets and 

Reserve 
Capacity4 

Enrollment and Reserve Slots Filled  
as of the End of Each Quarter 

Jan – Mar  
2022 

Apr – Jun 
2022 

Jul – Sep 
2022 

Oct – Dec 
2022 

ECF CHOICES 4 2,124 1,071 1,366 1,589 1,693 
ECF CHOICES 5 2,312 1,786 2,147 2,335 2,424 
ECF CHOICES 6 1,711.5 1,328 1,432 1,520 1,587 
ECF CHOICES 7 50 19 19 21 20 
ECF CHOICES 8 50 28 29 24 24 
Total ECF 
CHOICES 

6,247.55 4,232 4,993 5,489 5,748 

Reserve 
capacity 

3,897.5 1,834 2,600 3,099 3,393 

 
4 Statewide enrollment targets and reserve capacity were adjusted to reflect new appropriation authority, effective 
July 1, 2022.  A total of 300 reserve capacity slots were added to ECF CHOICES Groups 4, 5, 6, 7, and 8.  The 
distribution of these slots reflects 15 additional slots in Group 4, 60 additional slots in Group 5, 200 additional slots 
in Group 6, 10 additional slots in Group 7, and 15 additional slots in Group 8.  Of the 15 slots allocated for Group 8, 
a total of 5 were reassigned to Group 7, and 10 were reassigned to Group 6 at the 1:1.5 ratio, meaning that Group 6 
actually gained 15 slots.  (The cost of benefits is higher in Group 8 than in Group 6.  Therefore, one slot in Group 8 
converts to 1.5 slots in Group 6.)  In Quarter 3, a total of 369 FMAP slots were moved from Group 5 to Group 4 based 
on enrollment need.  In Quarter 4, a total of 43 FMAP Group 5 slots were moved to Group 4, 61 FMAP Group 6 slots 
were moved to Group 4, and 24 FMAP Group 6 slots were moved to Group 5 based on enrollment need. 
5 As provided in the revised enrollment target ranges submitted to CMS on May 2, 2022, while the combined total 
of all upper limits is 6,300, there would never be a scenario in which all benefit groups would be set at the upper 
limit, since program funding would be insufficient to cover.  These upper limits provide flexibility to move slots as 
required to meet the needs of program applicants. 
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Statewide 
Enrollment 
Targets and 

Reserve 
Capacity4 

Enrollment and Reserve Slots Filled  
as of the End of Each Quarter 

Jan – Mar  
2022 

Apr – Jun 
2022 

Jul – Sep 
2022 

Oct – Dec 
2022 

Waiver 
Transitions6 

Not 
applicable 

80 80 80 82 

 
Data and trends of the designated ECF CHOICES data elements:  STC 53.d. requires the state to 
provide CMS periodic statistical reports about the ECF CHOICES program.  To date, the state has 
submitted baseline data for the year-long period preceding implementation of ECF CHOICES, as 
well as five years’ worth of post-implementation data.  In comparing the baseline data with the 
post-implementation data, several notable trends emerged: 
 

• The number of individuals with intellectual disabilities receiving HCBS through the 
TennCare program fell from 8,295 in the year preceding implementation of ECF CHOICES 
to 8,283 after ECF CHOICES had been in place for five years. 

• The number of individuals with developmental disabilities other than intellectual 
disabilities who received HCBS through the TennCare program grew from 0 to 1,844. 

• Average LTSS expenditures for individuals with intellectual or developmental disabilities 
fell from $94,327 per person to $85,449 per person, representing a 9.4 percent decrease. 

• The percentage of working age adults with intellectual or developmental disabilities who 
are enrolled in HCBS programs, employed in an integrated setting, and earning at or 
above the minimum wage grew from 14.32 percent to 18.97 percent.  

 
As ECF CHOICES gains enrollment capacity, these trends toward individuals with intellectual and 
developmental disabilities living independently in the community are expected to accelerate. 
 
Information and Data about the Katie Beckett, Medicaid Diversion, and Continued Eligibility 
Groups 
The state’s Katie Beckett, Medicaid Diversion, and Continued Eligibility groups provide services 
and supports for children under age 18 with disabilities and/or complex medical needs who are 
not eligible for traditional Medicaid because of their parents’ income or assets.  Although the 
state has long provided Katie Beckett program services to certain TennCare members via its three 
section 1915(c) HCBS waivers and the ECF CHOICES program, the availability of these services 
expanded significantly with the implementation of the new Katie Beckett/Medicaid 
Diversion/Continued Eligibility program on November 2, 2020. 
 

 
6 Waiver transitions are instances in which an individual enrolled in a 1915(c) HCBS waiver program is transferred 
into the ECF CHOICES program.  Since these individuals have an independent funding source (i.e., the money that 
would have been spent on their care in the 1915(c) program), their enrollment in ECF CHOICES does not count against 
the enrollment target.  Waiver transition numbers are cumulative since the program began.  Group 6 enrollment 
includes some of these transitions that do not count against the enrollment target. 
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The state offers services to eligible children through a traditional Katie Beckett program, in which 
members receive the full TennCare benefits package plus essential wraparound HCBS.  In 
addition, the demonstration includes a Medicaid Diversion component, which furnishes a 
specified package of essential wraparound services and supports, including premium assistance.  
The Continued Eligibility element of the state’s program ensures that children who would 
otherwise lose TennCare eligibility because slots in the Katie Beckett program are not available 
for them are able to remain eligible for the full TennCare benefits package. 
 
As required by STC 35.c., the state offers the following table delineating Katie Beckett, Medicaid 
Diversion, and Continued Eligibility enrollment throughout DY 2, as well as information about 
enrollment targets and the number of available reserve slots.  The operational procedures by 
which slots are reserved for members of the Katie Beckett and Medicaid Diversion groups are 
included as Attachment G to this Annual Monitoring Report. 
 

Table 11 
Katie Beckett, Medicaid Diversion, and Continued Eligibility Enrollment and Reserve Slots 

For Demonstration Year 2  
 

 
 

Statewide 
Enrollment 
Targets and 

Reserve 
Capacity 

Enrollment and Reserve Slots Filled  
as of the End of Each Quarter 

Jan – Mar  
2022 

Apr – Jun 
2022 

Jul – Sep 
2022 

Oct – Dec 
2022 

Katie Beckett 2207 147 151 152 153 
Medicaid 
Diversion 

2,700 1,184 1,479 1,779 2,022 

Continued 
Eligibility 

N/A 0 0 0 0 

Reserve 
Capacity 

220 147 151 152 153 

 
Data and trends of the designated Katie Beckett/Medicaid Diversion data elements:  STC 53.d. 
requires the state to provide CMS periodic statistical reports about the Katie Beckett and 
Medicaid Diversion groups.  The state anticipates submitting baseline data for these groups 
during DY 3, with trend data to follow on an annual basis thereafter. 
 
Steps Taken to Ensure Compliance with Regulations Governing HCBS Settings 
The state’s Transition Plan—delineating the state’s process for assuring compliance with the 
HCBS settings rule—has been fully implemented.  The state submitted its final Statewide 
Transition Plan Quarterly Status Report to CMS on April 11, 2019, affirming that all identified 

 
7 In the fourth quarter of DY 2, Katie Beckett reserve capacity slots were decreased by 22 based on program 
expenditures, projected per child cost, and the appropriation authority for the program. 
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settings had achieved full compliance by March 17, 2019.  The state continues to monitor ongoing 
compliance with the HCBS Settings Rule, as described in each Annual Report.  
 
Beginning in March 2020, certain aspects of compliance with the HCBS Settings Rule have been 
affected by stay-at-home orders and social distancing expectations resulting from the COVID-19 
public health emergency.  On April 30, 2020, an emergency amendment to the state’s 1115 
demonstration was submitted to CMS.  One component of the amendment was a request to 
temporarily provide services in alternative settings, including settings that do not comply with 
the HCBS settings requirement at 42 CFR § 441.301(c)(4)(vi)(D) that individuals are able to have 
visitors of their choosing at any time.  The purpose of the request was to minimize the spread of 
infection during the COVID-19 pandemic.  This amendment was approved and incorporated into 
the STCs as Attachment K to the TennCare Demonstration on June 19, 2020.  A request to extend 
the approved Attachment K was subsequently submitted as the public health emergency 
continued.  The extension of Attachment K was approved by CMS for six months after the public 
emergency ends. 
 
A more comprehensive description of the steps taken to ensure compliance with the regulations 
governing HCBS settings is included as Attachment H to this Annual Monitoring Report. 
 
Health and Welfare of HCBS Recipients 
The State’s system for assuring the health and welfare of TennCare members receiving HCBS is 
outlined in Attachment I to this Annual Monitoring Report. 
 
 
II.  Performance Metrics 
 
Progress Toward Goals and Targets in the Monitoring Protocol 
STC 55 requires the state to submit to CMS a draft Monitoring Protocol no later than 150 days 
after the January 8, 2021, start date of the TennCare III approval period.  The purpose of the 
Monitoring Protocol is to define the quantitative and qualitative elements the state will use in its 
Quarterly and Annual Monitoring Reports to chart progress toward fulfillment of the goals and 
targets of the TennCare III demonstration.  On June 7, 2021, the state submitted its draft 
Monitoring Protocol to CMS.  CMS, in turn, provided feedback on the document on May 31, 2022.  
As of the end of DY 2, the state was reviewing CMS’ comments and preparing a revised version 
of the Monitoring Protocol. 
 
Impact of the Demonstration in Providing Insurance Coverage 
As noted in Section I of this report, the TennCare III demonstration was furnishing health care 
coverage to 1,749,196 Tennesseans as of the end of DY 2.  This total represents more than 25 
percent of the 6.9 million residents living in Tennessee. 
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Impact of the Demonstration in Ensuring Access to Care  
Ensuring Access Through Contractual Means 
TennCare’s managed care entities (MCEs) are contractually required to furnish available, 
accessible, and adequate numbers of contracted providers for the delivery of TennCare-covered 
services (including medical, behavioral, long-term services and supports, dental, and pharmacy).  
The state uses specialized software to monitor enrollee access to care and to ensure that access 
requirements contained in the MCEs’ contracts are fulfilled.  If a deficiency in an MCE’s provider 
network were to be identified, the MCE would be notified and a Corrective Action Plan would be 
required to address the deficiency.  Financial penalties would then be assessed by the state if the 
Corrective Action Plan were determined to be inadequate. 
 
Measuring Access Through Provider Data Validation 
In December 2022, TennCare’s External Quality Review Organization (EQRO), Qsource, published 
the results of its provider data validation survey for the final quarter of DY 2.  The EQRO took a 
sample of provider data files from TennCare’s MCCs8 and reviewed each for accuracy in the 
following categories: 
 

• Active contract status 
• Provider address 
• Provider specialty / behavioral health service code 
• Provider panel status 
• Services for children 
• Services for adults (MCO only) 
• Primary care services (MCO only) 
• Prenatal care services (MCO only) 
• Availability of routine care services 
• Availability of urgent care services 

 
The validity of such information is one measure of providers’ availability and accessibility to 
TennCare members.  The EQRO’s report demonstrated generally strong performance by the 
MCCs, especially in the categories of “active contract status” (94.43 percent accuracy), “provider 
specialty / behavioral health service code” (95.96 percent accuracy), and “prenatal care services” 
(95.57 percent accuracy).   
 
Progress in accuracy rates is currently being measured on a quarter-to-quarter basis.  Qsource’s 
report concluded that the MCCs “achieved high accuracy rates” for the fourth quarter of Calendar 
Year 2022.   
 
 
 
 

 
8 TennCare’s Pharmacy Benefits Manager (PBM) was not included in the survey.   
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Impact of the Demonstration in Improving Health Outcomes and Ensuring Quality of Care 
HEDIS/CAHPS Report 
The annual report of HEDIS/CAHPS data—titled “Comparative Analysis of Audited Results from 
TennCare MCOs for Measurement Year (MY) 2021”—was released in November 2022.  The full 
name for HEDIS is “Healthcare Effectiveness Data Information Set,” and the full name for CAHPS 
is “Consumer Assessment of Health Plans Surveys.”  This report, which is presented in 
Attachment J and posted on the TennCare website, provides data that enables the state to 
compare the performance of its MCOs against national norms and benchmarks and to compare 
performance among MCOs. 
 
Improved statewide performance was noted for certain child health measures this year, with 
higher success rates achieved in all of the following categories: 
 

• Childhood Immunization Status – Influenza  
• Appropriate Treatment for Upper Respiratory Infection (3 months-17 years) 
• Timeliness of Prenatal Care 
• Postpartum Care 
• Well-Child Visits in the First 30 Months of Life (first 15 months) 
• Child and Adolescent Well-Care Visits (3-11 years and 12-17 years) 

 
Improvement was also evident in a variety of health categories applicable to adults, including 
Pharmacotherapy Management of COPD Exacerbation (both “Systemic Corticosteroid” and 
“Bronchodilator”); Asthma Medical Ratio (both “19-50 years” and “51-64 years”); Controlling 
High Blood Pressure; Persistence of Beta-Blocker Treatment After a Heart Attack; Received Statin 
Therapy; Cardiac Rehabilitation 18-64 Years; Statin Therapy for Patients with Diabetes; 
Comprehensive Diabetes Care (“HbA1c Control” and “Retinal Eye Exam Performed”); Kidney 
Health Evaluation for Patients with Diabetes 18-64 Years; Comprehensive Diabetes Care; and Use 
of Opioids from Multiple Providers.   
 
Categories related to women’s health showed higher outcomes as well, with improved results in 
the areas of Chlamydia Screening in Women – 21-24 Years, Statin Therapy for Patients with 
Cardiovascular Disease (“Females 40-75 Years”), and Non-Recommended Cervical Cancer 
Screening in Adolescent Females. 
 
HEDIS MY 2021 was the thirteenth year of statewide reporting of behavioral health measures 
following the integration of medical and behavioral health services among TennCare’s health 
plans.  Results superior to those in the preceding measurement period were achieved in the 
behavioral health categories of Antidepressant Medication Management (both “Effective Acute 
Phase Treatment” and “Effective Continuation Phase Treatment”); Follow-Up After 
Hospitalization for Mental Illness (both “7-Day Follow-Up: 6-17 Years” and “30-Day Follow-Up: 6-
17 Years”); Follow-Up After Emergency Department Visit for Mental Illness (three out of four sub-
categories); Follow-Up After High-Intensity Care for Substance Use Disorder (both “7-Day Follow-
Up” and “30-Day Follow Up”); Follow-Up After Emergency Department Visit for Alcohol and 
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Other Drug Dependence (five out of six sub-categories); Diabetes Screening for People with 
Schizophrenia or Bipolar Disorder Who Are Using Antipsychotic Medications; Diabetes 
Monitoring for People with Diabetes and Schizophrenia; Cardiovascular Monitoring for People 
with Cardiovascular Disease and Schizophrenia; and Metabolic Monitoring for Children and 
Adolescents on Antipsychotics.   
 
With regard to the CAHPS portion of the MY 2021 report, the performance of the MCOs was 
generally strong, and was comparable to the results achieved in the preceding measurement 
period.  CAHPS data in the report was organized into three major areas: Adult Medicaid Survey 
Results, Child Medicaid Survey Results (General Population), and Child Medicaid Survey Results 
(Children with Chronic Conditions).  Each of these three major categories contained several 
subcategories (e.g., “Getting Needed Care,” “Getting Care Quickly,” “How Well Doctors 
Communicate,” etc.) in which the health plans were rated in terms of the national percentile 
achieved.  The MY 2021 ratings of the MCOs generally fell into the top two national percentiles: 
“greater than 75th percentile” and “25th to 75th percentile”. 
 
Innovative Measures to Improve Health and Ensure Quality 
Data documenting the effect of the TennCare demonstration in improving health outcomes and 
ensuring quality of care will be included in future Quarterly and Annual Monitoring Reports based 
on the availability of data and in accordance with the Shared Savings Metric Set.  In addition, the 
state has a variety of innovative programs designed to improve the health of TennCare members.  
Information about three of those programs—Patient Centered Medical Home, Health Starts 
Provider Partnerships, and BESMART—appears below. 
 
Patient-Centered Medical Home Program.  The Patient-Centered Medical Home (PCMH) program 
is a comprehensive care delivery model designed to improve the quality of primary care services 
for TennCare members, the capabilities and practice standards of primary care providers, and 
the overall value of health care delivered to the TennCare population.  
 
Members attributed to a PCMH receive team-based care, care coordination services leading to 
improved quality and health outcomes, greater emphasis on primary and preventative care, and 
improved care coordination with behavioral health providers.  Participating providers receive 
ongoing financial support to assist with practice transformation, technical assistance, 
opportunities to attend webinars and conferences throughout the year, quarterly reports with 
actionable data, and access to a web-based application (known as the Care Coordination Tool) 
that allows providers to identify and track closure of gaps in care linked to specific quality 
measures.  To ensure that the principles of the PCMH model are actually incorporated into health 
care furnished to TennCare members, participating providers are required to maintain or achieve 
National Committee for Quality Assurance (NCQA) PCMH recognition for all of their practice sites.  
 
The PCMH program began with the first group of participating provider organizations on January 
1, 2017.  As of June 2022, approximately 775,000 TennCare members are attributed to one of 83 
PCMH-participating organizations, and there are 484 sites associated with these organizations 
across the state.  In addition, providers have recently been engaged with coaching and technical 
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assistance through webinars and conferences.  In June 2022, PCMH organizations participated in 
a webinar on improving HPV vaccination rates and addressing vaccine hesitancy given by Dr. 
Heather Brandt, Director of the HPV Cancer Prevention Program and Co-associate Director for 
Outreach at St. Jude Comprehensive Cancer Center. 
 
Health Starts.  The state's Health Starts Provider Partnerships program launched on April 1, 2021.  
The goal of these partnerships is to improve quality of care for TennCare members by addressing 
social risk factors in the TennCare population.  The partnership program currently involves 14 
provider groups across Tennessee, including patient-centered medical homes, long-term services 
and supports providers, hospitals, and behavioral health providers.  An expansion to include 15 
additional provider groups took place in DY 2.  The state is working with each provider partner to 
screen members for social risk factors, refer them to community resources based on identified 
needs, and close the loop on referrals to verify that member needs are met.  Thus far, the 
partnership program has impacted over 12,000 unique members and identified needs across 
various domains, including transportation, housing, utility assistance, and child care.  While this 
effort remains in the early stages, the state is utilizing findings and data from the first year of 
program implementation to inform future quality improvement initiatives related to addressing 
Tennesseans' social risk factors. 
 
BESMART Program.  The buprenorphine-enhanced supportive medication-assisted recovery and 
treatment (or “BESMART”) program is a core component of the state’s strategy to address the 
opioid epidemic in Tennessee.  The BESMART program is a network of high-quality 
buprenorphine clinicians who provide a coordinated set of services to help TennCare members 
in their recovery journeys.  Buprenorphine therapy is an evidence-based, FDA-approved 
treatment for opioid use disorder that combines medication and behavioral health supports.  The 
BESMART program includes services such as a psychosocial assessment and development of a 
treatment plan, individual and group counseling, peer recovery services, care coordination, and 
opioid-agonist therapy.   
 
The BESMART Program officially launched on January 1, 2019, and has continued to grow and 
serve more Tennesseans.  As of March 2019, there were approximately 100 high-quality 
BESMART providers contracted with TennCare MCOs to treat 2,000 members.  By June 2022, the 
number of BESMART providers had increased to 400, and the number of unique members served 
per month had grown to 19,471.  Additionally, buprenorphine covered by TennCare remains in 
the top five controlled substances by claims, meaning that TennCare pays for more 
buprenorphine to treat opioid use disorder than for short-acting opioids to treat pain. 
 
The focus that TennCare has placed on combatting the opioid epidemic through treatment and 
other major prevention efforts has also shown tremendous success in reducing the number of 
newborns with neonatal abstinence syndrome (NAS), or signs and symptoms of opioid 
withdrawal as an infant due to opioid exposure during the pregnancy.  In 2019, the NAS rate in 
the TennCare population was 20.15 NAS births per 1,000 live births, as compared with the 2016 
rate, which was 28 NAS births per 1,000 live births.  A decline in the NAS rate has been achieved 
for three consecutive years. 
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Beneficiary Survey 
Every year since 1993, the Boyd Center for Business and Economic Research (BCBER) at the 
University of Tennessee in Knoxville has conducted a survey of Tennessee residents—TennCare 
enrollees, individuals with private insurance, and uninsured individuals alike—to assess their 
opinions about health care.  Respondents provide feedback on a range of topics, including 
demographics (age, household income, family size, etc.), perceptions of quality of care received, 
and behavior relevant to health care (the type of provider from whom an individual is most likely 
to seek initial care, the frequency with which care is sought, etc.). 
 
Recently, BCBER published a summary of the results of the most recent survey titled “The Impact 
of TennCare: A Survey of Recipients, 2022”.  Although the findings of a single survey must be 
viewed in context of long-term trends, several results from the report are noteworthy: 
 

• Satisfaction with TennCare remained high.  Ninety-five percent of respondents covered 
by TennCare expressed satisfaction with the quality of care they had received.  This level 
of satisfaction tied for the highest satisfaction level in the program’s history, and 2022 
was the fourteenth straight year in which survey respondents had reported satisfaction 
levels exceeding 90 percent. 

• The uninsured rate in Tennessee declined for both children and adults.  The reported 
percentage of uninsured children fell from 2.5 percent in 2021 to 2.3 percent in 2022.  
Furthermore, the reported percentage of uninsured adults fell from 9.9 percent in 2021 
to 9.0 percent in 2022.  The overall uninsured rate reported in 2022 was 7.5 percent, 
down from the 2021 reported uninsured rate of 8.3 percent. 

• The likelihood of TennCare members using the emergency room for initial medical care 
was unchanged.  Heads of households with TennCare continued to seek initial medical 
care for themselves at hospitals six percent of the time, and to seek such care for their 
children at hospitals four percent of the time. 

 
In summary, the report notes, “TennCare continues to receive positive feedback from its 
recipients, with 95 percent reporting satisfaction with the program.  This positive feedback is a 
strong indication that TennCare is providing satisfactory medical care and meeting the 
expectations of those it serves.”  BCBER’s summary report of the 2022 survey is included as 
Attachment K to this Annual Monitoring Report. 
 
Quality Improvement Strategy 
As required by federal law and the state's demonstration agreement with CMS, the Division of 
TennCare has developed a strategy for evaluating and improving the quality and accessibility of 
care offered to enrollees through the managed care network.  TennCare held a public notice and 
comment period on the strategy from October 3 through November 3, 2022, and then submitted 
the document—titled 2022 Quality Assessment and Performance Improvement Strategy—to 
CMS on December 20, 2022. 
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In addition to identifying the state’s baseline performance for each quality measure, the strategy 
pinpoints the performance level the state is attempting to achieve for each measure by 2025.  
Furthermore, the document describes the manner in which the state monitors the performance 
of its MCCs in areas like network adequacy, use of evidence-based clinical practice guidelines, 
and compliance with LTSS-specific requirements.  Other topics addressed by the strategy include 
External Quality Review activities, the use of directed payments to advance the state’s quality 
goals, and performance improvement projects conducted by the MCCs.  The state’s 2022 strategy 
is included as Attachment L of this report. 
 
Progress on Shared Savings Metric Set 
On March 8, 2021, the state submitted measures for the Shared Savings Metric Set to CMS.  
Following receipt of CMS feedback, the state submitted a modified version of the Shared Savings 
Metric Set, and CMS ultimately approved the document on December 27, 2022.  The state’s first 
report detailing progress on these metrics is included as Attachment M.  The report also includes 
a description of how the shared savings for DY 1 were calculated, as well as an accounting of how 
the shared savings were spent. 
 
 
III.  Budget Neutrality and Financial Reporting Requirements 
 
Budget neutrality was successfully maintained by the state throughout DY 2.  The state’s budget 
neutrality workbook for the October-December 2022 quarter will be submitted to CMS under 
separate cover. 
 
 
IV.  Evaluation Activities and Interim Findings 
 
STC 90 requires the state to submit to CMS a draft Evaluation Design for the approval period of 
the TennCare III demonstration (January 8, 2021 – December 31, 2030).  A draft Evaluation Design 
was submitted to CMS on July 7, 2021, and CMS provided written feedback on the document on 
July 13, 2022.  In compliance with the requirements of STC 91, the state submitted a revised draft 
Evaluation Design to CMS on September 9, 2022. 
 
The state’s proposed Evaluation Design was developed in accordance with the STCs and relevant 
CMS guidance on evaluation of 1115 demonstration projects.  The state’s proposed Evaluation 
Design identifies five primary goals to be achieved by the TennCare III demonstration: 
 

1. Provide high-quality care to enrollees that will improve health outcomes. 
2. Ensure enrollee access to health care, including safety net providers. 
3. Ensure enrollees’ satisfaction with services. 
4. Provide enrollees with appropriate and cost-effective HCBS within acceptable budgetary 

parameters. 
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5. Manage expenditures at a stable and predictable level, and at a cost that does not exceed 
what would have been spent in a Medicaid fee-for-service program. 

 
For each of these goals, the Evaluation Design outlines a set of corresponding hypotheses, 
research questions, and data sources to guide the state’s evaluation of whether the goals of 
TennCare III are being achieved. 
 
Following CMS’ approval of the revised Evaluation Design, the state will begin testing its 
hypotheses and answering its research questions.  Summaries of these evaluation activities will 
be included in future Quarterly and Annual Monitoring Reports. 
 
 
V.  State Contact 
 
Aaron Butler 
Director of Policy 
Division of TennCare 
310 Great Circle Road 
Nashville, TN 37243 

Phone:  615-507-6448 
Email:  aaron.c.butler@tn.gov  
 
 
Date Submitted to CMS:  April 7, 2023 
 

mailto:aaron.c.butler@tn.gov


 
 
 
 
 
 
 
Attachment A:  
Special Terms and Conditions Report 
  



STC Activity Report – Demonstration Year 2 
 

The state maintained compliance with all Special Terms and Conditions during Demonstration 
Year 2.  Specific actions and deliverables are detailed below. 
 
STCs #6 and #7: The state submitted three demonstration amendments to CMS during DY 2.  The 
state also made preparations to add allowable benefits not requiring submission of a 
demonstration amendment.  Details of these proposed program changes are as follows: 

• On January 7, 2022, the state applied for a time-limited demonstration amendment to 
implement certain managed care risk mitigation strategies as part of the state’s response 
to the COVID-19 public health emergency.  CMS approved the amendment on January 28, 
2022. 

• On January 28, 2022, the state provided formal notification to CMS that coverage of 
certain maternal health enhancements (full coverage for postpartum women for 12 
months, and a dental benefits package for pregnant and postpartum women age 21 and 
older) would begin on April 1, 2022.  (A public notice and comment period on this proposal 
had been held from December 17, 2021, through January 20, 2022.) 

• On July 29, 2022, the state provided formal notification to CMS of the state’s intent to re-
open the CHOICES At Risk Demonstration Group to enrollment of up to 1,750 new 
enrollees.  (A public notice and comment period on this proposal had been held from June 
8 through July 8, 2022.) 

• On August 30, 2022, the state submitted Amendment 4 to CMS.  Amendment 4 would 
effectuate certain modifications to the demonstration requested by CMS that relate to 
budget neutrality, reinvestments in the TennCare program, and pharmacy benefits. 

• On October 12, 2022, the state submitted Amendment 3 to CMS.  Amendment 3 would 
introduce a variety of changes intended to enhance, expand, and strengthen home- and 
community-based services in the CHOICES and Employment and Community First 
CHOICES programs.  (Though Amendment 3 was drafted and made available for public 
comment before Amendment 4, Amendment 4 was submitted to CMS first.)   

• On November 1, 2022, the state provided formal notification to CMS that dental services 
would be covered for all adults enrolled in TennCare effective January 1, 2023.  (A public 
notice and comment period on this proposal had been held from September 23 through 
October 24, 2022.) 

 
STC #12: Public notice concerning demonstration amendments was provided to Tennessee 
newspapers and posted on TennCare’s website as follows: 

• Amendment 3 – June 29, 2022 
• Amendment 4 – July 19, 2022 

 
STC #32.f: On March 7, 2022, in response to feedback from CMS, the state submitted a revised 
Shared Savings Quality Measures Protocol.  On December 7, 2022, in response to additional 
feedback from CMS, the state submitted a second revised DSIP Shared Savings Quality Measures 
Protocol. 



 
 
STC #32.m: On August 2, 2022, in response to feedback from CMS, the state submitted a revised 
Designated State Investment Programs (DSIP) Claiming Protocol.  On December 7, 2022, in 
response to additional feedback from CMS, the state submitted a second revised DSIP Claiming 
Protocol. 
 
STC #33.d.ii: On May 2, 2022, the state submitted to CMS an enrollment target range for CHOICES 
Group 2 for the program year beginning July 1, 2022.  The range was 9,651 – 11,500.  The state 
also submitted an enrollment target of 1,750 for new enrollment in the CHOICES At Risk 
Demonstration Group. 
 
STC #33.d.iv.(A): Each Quarterly Monitoring Report submitted during DY 2 provided data on 
enrollment in all three CHOICES groups, enrollment targets for CHOICES 2 and 3, and the number 
of reserve capacity slots being held for CHOICES Group 2.  The operational procedures for 
determining individuals for whom CHOICES Group 2 reserve capacity slots are to be held are 
included as Attachment E to this Annual Monitoring Report.  The state originally submitted these 
procedures to CMS on February 2, 2010, and has subsequently included the procedures as an 
attachment to each Annual Report. 
 
STC #34.d.ii: On May 2, 2022, the state submitted to CMS enrollment target ranges for all five 
ECF CHOICES benefit groups for the program year beginning July 1, 2022, as follows:   

• Essential Family Supports (ECF CHOICES Group 4): 1,071 – 1,363  
• Essential Supports for Employment and Independent Living (ECF CHOICES Group 5): 1,786 

– 3,093  
• Comprehensive Supports for Employment and Community Living (ECF CHOICES Group 6): 

1,328 – 1,744 
• Intensive Behavioral Family Supports (ECF CHOICES Group 7): 19 – 50  
• Comprehensive Behavioral Supports for Employment and Community Living (ECF 

CHOICES Group 8): 28 – 50 
 
STC #34.d.iv.(A): Each Quarterly Monitoring Report submitted during DY 2 provided enrollment 
totals, enrollment targets, and the number of reserve capacity slots being held for all five ECF 
CHOICES groups.  The operational procedures for determining individuals for whom ECF CHOICES 
reserve capacity slots are to be held are included as Attachment F.  The state originally submitted 
these procedures to CMS on October 28, 2016, and has subsequently included the procedures as 
an attachment to each Annual Report. 
 
STC #43: The state requested approval by CMS of Statewide MCO Contract Amendment 17 and 
TennCare Select Contract Amendment 53 on December 19, 2022.   
 
STC #50: Each Quarterly Monitoring Report has summarized actions taken by the state to comply 
with the HCBS Settings Rule.  A comprehensive description of the steps taken to ensure 



compliance with the regulations governing HCBS settings is included as Attachment H to this 
Annual Monitoring Report. 
 
STC #52: The state submitted the document entitled 2022 Quality Assessment and Performance 
Improvement Strategy to CMS on December 20, 2022. 
 
STC #53.d: The state addressed data and trends of the designated CHOICES and ECF CHOICES 
data elements in each of the Quarterly Monitoring Reports and in this Annual Monitoring Report.  
Electronic copies of the CHOICES and ECF CHOICES point-in-time data and annual aggregate data 
were submitted to CMS on June 30, 2022.  (The first submission of data for the Katie Beckett and 
Medicaid Diversion data elements is expected to occur in DY 3 and will be addressed in the 
corresponding Quarterly and Annual Monitoring Reports.) 
 
STC #56: The state submitted Quarterly Monitoring Reports to CMS on June 6, 2022; September 
2, 2022; and December 6, 2022.  The state submitted the Annual Monitoring Report for DY 1 to 
CMS on April 7, 2022. 
 
STC #60: The state participated in monthly monitoring calls with CMS on January 27, 2022; 
February 24, 2022; April 28, 2022; June 23, 2022; July 28, 2022; and October 27, 2022.  All other 
monitoring calls were cancelled by joint agreement of CMS and the state. 
 
STC #61: On May 31, 2022, the state notified the public of its intent to host a public forum in 
which comments on the progress of the TennCare Demonstration would be accepted.  The state 
held the forum on June 30, 2022, and included a summary of comments received at the forum 
not only in the Quarterly Monitoring Report submitted to CMS on September 2, 2022, but also in 
this Annual Monitoring Report. 
 
STC #63.e: Member months were reported to CMS by Eligibility Group in each Quarterly 
Monitoring Report and in this Annual Monitoring Report. 
 
STC #69: On February 14, 2022, the state submitted a proposed reconciliation methodology for 
funds from the two uncompensated care pools described in STC 67. 
 
STC #73: A quarterly budget neutrality status update for each quarter of DY 2 was submitted to 
CMS concurrently with the Monitoring Report for that quarter. 
 
STC #91: On September 9, 2022, following CMS feedback on the state’s draft Evaluation Design, 
a revised Evaluation Design for the TennCare III demonstration was submitted to CMS. 
 



 
 
 
 
 
 
 
Attachment B:  
Data on Grievances Received and Resolved by 
TennCare MCCs During DY 2 



[D1] Plan-Level, Set Indicators
# Indicator AMERIGROUP BlueCare UnitedHealthcare TennCare Select DentaQuest Optum

IV. Appeals, State Fair Hearings and Grievances
Subtopic: Grievances
D1.IV.10 Grievances resolved 1935 1015 242 53 177 35
D1.IV.11 Active grievances 2 60 7 4 46
D1.IV.12 Grievances filed on behalf of LTSS users

48 84 3 0
D1.IV.13 Number of critical incidents filed during the 

reporting period by (or on behalf of) an 
LTSS user who previously filed a grievance

0 N/A N/A
D1.IV.14 Number of grievances for which timely 

resolution was provided 1933 1015 242 42 177

 Number of grievances resolved by plan during the reporting period related to the following services: (A single grievance may be related to multiple service types and may therefore be c
D1.IV.15a Resolved grievances related to general 

inpatient services 65 N/A 2 N/A
D1.IV.15b Resolved grievances related to general 

outpatient services 881 N/A 82 N/A
D1.IV.15c Resolved grievances related to inpatient 

behavioral health services 14 N/A N/A
D1.IV.15d Resolved grievances related to outpatient 

behavioral health services 13 N/A 16 N/A
D1.IV.15e Resolved grievances related to coverage of 

outpatient prescription drugs
21 N/A N/A

D1.IV.15f Resolved grievances related to skilled 
nursing facility (SNF) services 4 N/A N/A

D1.IV.15g Resolved grievances related to long-term 
services and supports (LTSS) 19 59 2 N/A

D1.IV.15h Resolved grievances related to dental 
services 31 N/A 1 N/A 177

D1.IV.15i Resolved grievances related to non-
emergency medical transportation (NEMT)

658 378 138 20
D1.IV.15j Resolved grievances related to other 

service types 263 N/A 1 N/A
 Number of grievances resolved by plan during the reporting period related to the following reasons: (A single grievance may be related to multiple reasons and may therefore be counte

D1.IV.16a Resolved grievances related to plan or 
provider customer service 65 607 9 32 3 4



D1.IV.16b Resolved grievances related to plan or 
provider care management/case 
management 11 27 10

D1.IV.16c Resolved grievances related to access to 
care/services from plan or provider 11 245 92 11 6 12

D1.IV.16d Resolved grievances related to quality of 
care 173 156 7 10 41

D1.IV.16e Resolved grievances related to plan 
communications 31 3 0 1

D1.IV.16f Resolved grievances related to payment or 
billing issues 494 3 0 122

D1.IV.16g Resolved grievances related to suspected 
fraud 8 N/A N/A 7

D1.IV.16h Resolved grievances related to abuse, 
neglect or exploitation 0 N/A N/A

D1.IV.16i Resolved grievances related to lack of 
timely plan response to a service 
authorization or appeal (including requests 
to expedite or extend appeals) 0 N/A N/A

D1.IV.16j Resolved grievances related to plan denial 
of expedited appeal 0 N/A N/A

D1.IV.16k Resolved grievances filed for other reasons
342 0 134 N/A 11



 
 
 
 
 
 
 
Attachment C:  
State of Tennessee Single Audit by Tennessee 
Comptroller of the Treasury 
 
This document will accompany the state’s submission of the Annual 
Monitoring Report. 



 
 
 
 
 
 
 
Attachment D:  
Safeguard Review Report by the Internal Revenue 
Service 
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This document is the property of the Internal Revenue Service and may not be 
disclosed outside your agency except to assist with finding remediation, 
coordination of vulnerabilities between agencies or to meet oversight 
requirements.  

Further release of this document requires the express permission of the Internal 
Revenue Service. Requests received through a Sunshine or Information 
Sharing/Open Records provision should be referred to the federal Freedom of 
Information Act (FOIA) statute for processing with any release governed by IRS 
rules and procedures. State and local agencies receiving such requests should 
refer the requestor to the instructions on how to file a FOIA request with the IRS. 
Federal agencies should follow established procedures which require 
consultation before citing FOIA exemptions on IRS agency records, or directly 
refer the FOIA request to IRS for processing.  

Additional guidance may be found at: http://www.irs.gov/uac/IRS-Freedom-of-
Information and questions should be referred to the Safeguards mailbox at 
Safeguardreports@irs.gov 
 

 

http://www.irs.gov/uac/IRS-Freedom-of-Information
http://www.irs.gov/uac/IRS-Freedom-of-Information
mailto:Safeguardreports@irs.gov
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Internal Revenue Code (IRC) § 6103(l)(21) authorizes the disclosure of federal tax 
return information (federal tax information or FTI) to support the verification of 
household income and family size for an applicant receiving an eligibility determination 
under the Patient Protection and Affordable Care Act (ACA) (Public Law No. 111-148), 
as amended by the Health Care and Education Reconciliation Act of 2010 (Public Law 
No. 111-152) (collectively, the ACA). Disclosure is authorized to officers, employees 
and contractors of the Centers for Medicare and Medicaid Services (CMS) and to State-
Based Marketplaces and state agencies administering a state Medicaid or CHIP 
program. The purpose of the disclosure is to determine eligibility for enrollment (and 
eligibility redetermination and renewal decisions) in one of the following insurance 
affordability programs: (1) advance payments of the premium tax credit (APTC); (2) a 
cost-sharing reduction (CSR) under Section 1402 of the ACA; (3) Medicaid and the 
Children’s Health Insurance Program (CHIP) under titles XIX and XXI of the Social 
Security Act, pursuant to Section 1413 of the ACA; or (4) a state’s Basic Health 
Program (BHP), if applicable. They may also use FTI to make appeal determinations 
and to determine eligibility for certain certificates of exemption from the individual 
shared responsibility provision under the ACA. 
 
Individuals seeking an eligibility determination for an insurance affordability program 
must provide their household income and family size to show that they meet the 
income-based eligibility requirements. After an individual submits an application for 
financial assistance to obtain health coverage, the Internal Revenue Service (IRS) will 
disclose the following information through the Income and Family Size Verification 
Service (IFSV) to the CMS Data Services Hub (HUB) per a Computer Matching 
Agreement (CMA) signed with CMS: filing status, number of individuals allowed a 
deduction under IRC § 151 (family size), modified adjusted gross income and taxable 
year for which the information relates or is not available.  
 
Agencies that receive FTI under the provisions cited above, each receiving entity (that 
is, HHS, State-based Marketplaces and State agencies that administer Medicaid and 
CHIP, and their respective contractors) must establish and maintain, to the satisfaction 
of the IRS, safeguards that prevent unauthorized access, disclosure and use of all 
returns and return information and must consistently maintain the confidentiality of that 
information from receipt through final disposition pursuant to IRC § 6103(p)(4). 
 
The IRS Office of Safeguards (Safeguards) administers federal safeguards. Agencies 
must submit an initial Safeguard Security Report (SSR) detailing how and by whom the 
FTI will be requested, received, used, stored, and protected throughout an agency, from 
the agency’s request for and receipt of the FTI through their final disposition of that 
information. Subsequently, agencies must submit a yearly update to the SSR, which 
must include a certification of accuracy by the agency head.  
 
Upon completion of the agency’s review, Safeguards issues a Preliminary Findings 
Report (PFR) that informs the agency of findings identified during the review. Within 45 
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days of the closing conference, Safeguards issues a Safeguard Review Report (SRR) 
and Corrective Action Plan (CAP) to document the review findings.  
 
Agencies must also update and submit the CAP semi-annually, as an attachment to the 
SSR and on the CAP due date, which is six months from the scheduled SSR due date. 
For all outstanding findings in the CAP, the agency must detail actions taken or that it 
plans to implement. Agencies must provide supporting documentation to close any 
finding identified as a critical or significant risk to FTI. The IRS will track all review 
findings in a Plan of Action & Milestones (POA&M) database until the findings are 
closed with an agency implementation date via the CAP update process. Agencies must 
implement all corrective actions to resolve safeguards vulnerabilities identified in the 
SRR by the implementation date reported in the CAP.  
 
Safeguards reminds agencies to implement recommendations in the SRR at all 
locations where the agency maintains FTI. If the agency will implement 
recommendations differently at different locations, the agency should ensure the CAP 
clearly explains the different actions taken to resolve the finding. 
 
For each review finding, the evaluated risk for potential loss, breach or misuse of FTI 
establishes the targeted implementation date. The chart below has recommended time 
frames for resolution: 
 

Risk Category Associated Time Frame for Resolution DATE 
   Critical 3 months from the date of the review closing 

conference 
09/07/2022 

   Significant 6 months from the date of the review closing 
conference 

12/06/2022 

   Moderate 9 months from the date of the review closing 
conference 

03/06/2023 

   Limited 12 months from the date of the review closing 
conference 

06/09/2023 

   
The risk category is noted next to each finding in this report to help the agency establish 
priorities for corrective action.  
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The Tennessee Bureau of TennCare (TennCare) receives FTI under the authority of 
IRC § 6103(l)(21) from the IRS through participation in the CMS Hub Income and 
Family Size Verification Service.  
 
TennCare is required to maintain a signed, current CMA with CMS for use in 
determining eligibility for insurance affordability programs under the ACA. The CMA is 
current.  
 
The TennCare is responsible for MAGI-based eligibility determinations for participation 
in a state Medicaid or CHIP program. All FTI received is under the control and 
responsibility of TennCare and Division of Strategic Technology Solutions (STS). 
TennCare stores FTI in agency systems to maintain applicant eligibility records for 
downstream uses such as quality review, account transfers or appeal proceedings. FTI 
is included in account transfers from or to CMS for use by the Federally-Facilitated 
Marketplace (FFM). TennCare does not disclose FTI used to make an eligibility 
determination to administer eligibility appeals. The TennCare is responsible for 
administering eligibility appeals.   
 
The agency does not allow state auditors access to FTI. The agency does not disclose 
FTI to Native American tribal governments.  
 
IRC § 6103(l)(21) allows access to FTI to officers, employees, contractors, and 
subcontractors of the recipient agency for income verification under ACA. TennCare 
does use contractors for services that require access to FTI. Written notification to IRS 
is required 45 days prior to disclosing FTI to a contractor or subcontractor. The following 
contractors are used for services that involve the disclosure of FTI.  
 

• Deloitte Consulting, LLP designs, develops, implements, maintains, and 
operates the Tennessee Eligibility Determination System (TEDS), and 
electronic content management system to scan and store eligibility 
documents. The contract does not contain the required safeguard language. 
See finding C.6, D.2, and the computer security findings in Section H of this 
report for further discussion of required corrective action. 

• Iron Mountain provides pick up, storage and drop off services of TennCare’s 
backup tapes that are encrypted and kept in locked containers that only STS 
maintains the keys. The contract does not contain the required safeguard 
language. See finding B.4, C.6, D.1 and D.2 of this report for further 
discussion of required corrective action. 

• Shred It provides disposal services. The contract does not contain the 
required safeguard language. See finding C.6 of this report for further 
discussion of required corrective action. 
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TennCare information technology services are provided by an embedded staff which 
provides information technology services including hardware and software purchase, 
maintenance, are the telecommunications backbone, and establishes the mainframe, 
server, workstation security configurations and application support for their Tennessee 
Eligibility Determination System (TEDS) application that manages taxpayer accounts 
and contains FTI. Deloitte Consulting, LLP as contract database administrators are 
responsible for assisting TennCare in designing, developing, implementing, maintaining, 
and operating TEDS, a rules-based eligibility determination system that includes a 
Worker Portal, Member Portal and Partner Portal. At the time of this review, FTI was 
only shown on the backend and only viewable by the database administrators; not in the 
worker portal, member, or partner portals. The State of Tennessee, Department of 
Finance and Administration, Division of Strategic Technology Solutions (STS) is a 
separate state agency managing a consolidated data center supporting several state 
agencies. STS provides primary and disaster recovery data center operations, control, 
storage, and processing services; and is responsible for all offsite storage at Iron 
Mountain. At Iron Mountain, backup tapes containing FTI data are encrypted and stored 
in locked, sealed turtle cases. The keys for the cases are maintained by STS only. The 
computer security findings in Section H will require corrective action by TennCare, 
Deloitte, and STS.  
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Pursuant to IRC § 6103(p)(4), Towanne Turner, Disclosure Enforcement Specialist, 
Clarissa Merritt, Management & Program Analyst, and Eric Horack, and Ruda Alobaidi, 
Booz Allen Hamilton (BAH) Computer Security Reviewers, conducted a safeguard 
review of the TennCare May 31, 2022 through June 09, 2022. The review was 
conducted remotely using collaborative software including WebEx and conference calls. 
 
Lauren Davidson, Chief Information Security Officer, coordinated the review by 
providing the requested documentation and by ensuring that appropriate personnel 
were available for discussions and interviews during our review.  
 
The purpose of safeguard reviews is to evaluate the methods used by the agency to 
protect FTI against loss, breach or misuse, and prevent unauthorized disclosure or 
access by individuals without a need to know. We reviewed the policies, procedures 
and systems used by the agency to process and protect federal tax information and 
verified the information in the most recent Safeguard Security Report (SSR) on file with 
the IRS.  
 
Our safeguard reviews do not evaluate your administration of any 
SYSTEM/OPERATIONS SUPPORT program or project beyond the federal statutory 
access and authorized use of FTI as well as safeguarding policies and procedures.  
 
The following locations were visited as part of our assessments and interviews: 
 
TennCare Headquarters (HQ), 310 Great Circle Road, Nashville, TN 37243 
State of TN South Data Center, 92 Weakley Lane, Smyrna, TN 37167 
State of TN North Data Center (DR), 901 5th Avenue, North Nashville, TN 37228 
Deloitte Office, 333 Commerce Street, Nashville, TN 37219 
Iron Mountain (Backup Tapes), 6005 Dana Way, Antioch, TN 37013 
 
We met with the officers and employees of TennCare, and other personnel as follows: 
Lauren Davidson   TennCare  CISO 
Caroline Gurley  TennCare  Deputy CISO 
Hugh Hale   TennCare  Chief Information Officer  
Sarah Raybin  TennCare  Chief Compliance and Privacy Officer 
Talia Rushton  TennCare  Security 
Maddie Keller  TennCare  Security 
Dustin Heath   TennCare  Security 
Rebekah Broussard  TennCare  Security 
Eric Van Allen   TennCare  Security 
Kay Panell   TennCare  Security 
Scott Haber   TennCare  Security 
Will Millar   TennCare  Security 
Kim Hagan   TennCare  Director-Member Services 
Angela Turner  TennCare  Member Services 
Pam Davenport  TennCare  Member Services 
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ShaDa Brooks  TennCare  Member Services 
Kayla Blackman  TennCare  Talent Management Director 
Kathleen Waltenspiel TennCare  Facilities 
David Swaney  STS   Executive Director  
Denise Sills   STS   Standards & Regulatory Manager 
Edwina Glazner   STS   IT Senior Manager  
Jared Fendley  STS   Compliance 
Jon Sills   STS   Chief Compliance Officer 
Mike McTarish   Iron Mountain Vault Coordinator 
Sherry Sellars   Iron Mountain Vault Coordinator 
Prashanth Injam  Deloitte  Infrastructure 
David Feld   Deloitte  Infrastructure 
Rashi Vaid   Deloitte  Infrastructure  
Sudharsan Kuppuswamy Deloitte  Infrastructure 
Otilo Benavides  Deloitte  TennCare On Prem Infra Lead 
Rudy Gevero   Deloitte  Security 
Sarah Jo Tucker  Deloitte  Security 
Tre Kemp   Deloitte  Security 
Jim Shaw   Deloitte  Security 
Gopi Sirasapalli  Deloitte  Security 
Stanford McDonald  Deloitte  Security 
Paul McLena   Deloitte  Cybersecurity Client Inquiry 
Rosear Jungbaver  Deloitte  Cybersecurity Client Inquiry 
 
During our interviews, we discussed the procedures and protection used for processing, 
accessing and safeguarding FTI. We included training and awareness activities in the 
discussion. We interviewed managers and their employees, discussed processing/work 
activities as well as physical security, which included access controls to the facility and 
deployment of guard services. We reviewed case files, operating manuals, training 
material and various documents. 
 
The last Safeguard Review of TennCare was conducted in February 2019.  
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A.  Maintaining a System of Standardized Records 
 
Requirement: IRC § 6103(p)(4)(A) requires that agencies keep a permanent system of 
standardized records that document requests for, and disclosures of, return information. 
Refer to Publication 1075, Tax Information Security Guidelines for Federal, State and 
Local Agencies, Section 3.0.  
 
 
No findings identified. The agency maintains adequate logs for tracking the receipt, 
movement and disposal of FTI. 
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B.  Maintaining a Secure Place for Storage 
 
Requirement: IRC § 6103(p)(4)(B) requires a secure place or area be maintained for 
storing federal tax information. Refer to Publication 1075, Tax Information Security 
Guidelines for Federal, State and Local Agencies, Section 4.0. 
 
 
B.1  FINDING: The agency does not provide at least two physical barriers to 

protect FTI. (Significant) 
 
At the South Data Center, there are no locks on the cabinet storing FTI 
tapes in the Sun Oracle Storage Tech XL3000, and those unauthorized to 
access TennCare’s FTI are allowed unescorted access on the data center 
floor (vendors etc..). See Publication 1075 section 4.2.  
 

B.1   RECOMMENDATION: The agency must establish two physical barriers to 
protect FTI. The targeted implementation date for this recommendation is 6 
months from the date of the closing conference. To close this finding, 
please provide a detailed description of the two barriers to protect FTI in 
the agency's CAP. 

 
B.2  FINDING: The agency's visitor access logs at the entrance of all secure 

areas where FTI resides do not include all required elements. (Moderate) 
 
The agency’s visitor log does not contain form of identification of visitor. 
See Publication 1075 section 4.3.  
 

B.2   RECOMMENDATION: The agency must update visitor access logs at the 
entrance of all secure areas that contain FTI. The targeted implementation 
date for this recommendation is 9 months from the date of the closing 
conference. 

 
B.3  FINDING: The agency does not update the vendor and non-agency 

personnel authorized access 
list (AAL) at least monthly at North and South Data Centers. (Moderate)  
 
The vendor and non-agency personnel AAL is updated quarterly. The 
agency is required to conduct monthly updates of vendor and non-agency 
personnel authorized access lists in accordance with Publication 1075 
section 4.3.1. The agency must account for and control access to areas 
containing FTI.   
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B.3   RECOMMENDATION: The agency must update monthly all vendor and 
non-agency personnel authorized access lists. The targeted 
implementation date for this recommendation is 9 months from the date of 
the closing conference. 

 
B.4  FINDING: The agency does not complete a timely review of the access 

control logs on locking systems for secured areas where FTI resides. 
(Moderate) 
 
The badge access control logs at Iron Mountain are reviewed as needed 
instead of the required monthly basis. See Publication 1075 section 4.3.4. 
 

B.4   RECOMMENDATION: The agency must review logs on access control 
systems for secure areas where FTI resides monthly. The targeted 
implementation date for this recommendation is 9 months from the date of 
the closing conference. 
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C.  Restricting Access to Authorized Individuals and have a Need-to-Know 
 
Requirement: IRC § 6103(p)(4)(C) restricts access to tax returns and return information 
to authorized persons whose duties require access and to whom disclosures may be 
made under provisions of the law. Refer to Publication 1075, Tax Information Security 
Guidelines for Federal, State and Local Agencies, Section 5.0. 
 
 
C.1   FINDING: The agency's background investigation policy and procedures 

for access to FTI do not contain all Publication 1075 required elements. 
(Significant)  
 
The agency’s background investigation policy does not include the 
suitability criteria the agency has adopted. See Publication 1075, Section 
5.1.1. 
 

C.1   RECOMMENDATION: The agency must update the background 
investigation policy and procedures for access to FTI to include all 
Publication 1075 elements. The targeted implementation date for this 
recommendation is 6 months from the date of the closing conference. To 
close this finding, please provide a copy of the background investigation 
policy and procedures containing all requirements with the agency's CAP. 
 

C.2   FINDING: The agency's background investigation policy and procedures 
for access to FTI do not contain all Publication 1075 required elements. 
(Significant)  
 
The agency’s background investigation policy does not specify “FBI” 
fingerprinting; requirement on training material but not in policy and 
procedures. See Publication 1075, Section 5.1.1. 
 

C.2   RECOMMENDATION: The agency must update the background 
investigation policy and procedures for access to FTI to include all 
Publication 1075 elements. The targeted implementation date for this 
recommendation is 6 months from the date of the closing conference. To 
close this finding, please provide a copy of the background investigation 
policy and procedures containing all requirements with the agency's CAP. 

  
C.3   FINDING: The agency's background investigation policy and procedures 

for access to FTI do not contain all Publication 1075 required elements. 
(Significant)  
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The agency’s background policy does not specify the procedures for 
checking the citizenship requirement to include the Form I-9, E-Verify 
system and monitoring of expiring statuses; requirement on training 
material but not in policy and procedures. See Publication 1075, Section 
5.1.1. 
 

C.3   RECOMMENDATION: The agency must update the background 
investigation policy and procedures for access to FTI to include all 
Publication 1075 elements. The targeted implementation date for this 
recommendation is 6 months from the date of the closing conference. To 
close this finding, please provide a copy of the background investigation 
policy and procedures containing all requirements with the agency's CAP. 

  
C.4   FINDING: The agency's background investigation policy and procedures 

for access to FTI do not contain all Publication 1075 required elements. 
(Significant)  
 
The agency’s background policy does not specify a check of local law 
enforcement agencies where the subject has lived, worked, and/or 
attended school within the last 5 years, and if applicable, of the appropriate 
agency for any identified arrests will be done; requirement on training 
material but not in policy and procedures. See Publication 1075, Section 
5.1.1. 
 

C.4   RECOMMENDATION: The agency must update the background 
investigation policy and procedures for access to FTI to include all 
Publication 1075 elements. The targeted implementation date for this 
recommendation is 6 months from the date of the closing conference. To 
close this finding, please provide a copy of the background investigation 
policy and procedures containing all requirements with the agency's CAP. 

  
C.5   FINDING: The agency does not have a Service Level Agreement (SLA) 

with the Division of Strategic Technology Solutions (STS), specifying the 
services provided and current safeguarding requirements for the protection 
of FTI. (Significant) 
 
The agency did not provide their SLA with STS. See Publication 1075 
section 5.4.2.2 and Exhibit 7. 
 

C.5   RECOMMENDATION: The agency must implement a SLA with STS that 
addresses FTI safeguarding requirements. The targeted implementation 
date for this recommendation is 6 months from the date of the closing 
conference. To close this finding, please provide a copy of the 
implemented SLA/contract with the agency's CAP. 
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C.6   FINDING: The agency must enhance their contracts with Deloitte, Iron 
Mountain and Shred IT by providing the safeguarding requirements for the 
protection of FTI. (Moderate) 
 
The agency’s contracts with Deloitte, Iron Mountain and Shred IT do not 
contain the current exhibit 7 language. See Publication 1075 section 
5.4.2.2 and Exhibit 7. 
 

C.6   RECOMMENDATION: The agency must modify the listed contracts to 
include the safeguarding requirements. The targeted implementation date 
for this recommendation is 9 months from the date of the closing 
conference. 

  
C.7   FINDING: The agency’s incident response policy does not provide 

adequate guidance pertaining to incidents involving FTI. (Moderate) 
 
The agency’s incident response policy does not contain reporting 
instructions to the Office of Safeguards for incident response notifications 
to impacted individuals and any pending media releases. See Publication 
1075 sections 9.38, 10.3 and 10.4. 
 

C.7   RECOMMENDATION: The agency must modify its incident response 
policy and procedures to address FTI. The targeted implementation date 
for this recommendation is 9 months from the date of the closing 
conference. 
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D.  Employee Awareness and Internal Inspections 
 
Requirement: IRC § 6103(p)(4)(D) requires other safeguard measures that the 
Secretary of the Treasury determines to be appropriate to protect the confidentiality of 
federal tax information. Refer to Publication 1075, Tax Information Security Guidelines 
for Federal, State and Local Agencies, Section 6.0.  
 
 
D.1   FINDING: The agency does not provide disclosure awareness training to 

new contractors prior to granting access to FTI. (Significant) 
 
The agency did not provide evidence that Iron Mountain has received 
disclosure awareness training. See Publication 1075 section 6.3. 
 

D.1  RECOMMENDATION: The agency must provide disclosure awareness 
training to new contractors prior to granting access to FTI. The targeted 
implementation date for this recommendation is 6 months from the date of 
the closing conference. To close this finding provide a copy of the FTI 
training policy and certification of new hire training completion with the 
agency's CAP. 

    
D.2   FINDING: The agency does not conduct internal inspections every 18 

months covering the safeguarding of FTI at headquarters, computer 
facilities (including consolidated data centers), contractors or off-site 
storage facilities. (Moderate)  
 
The agency did not provide internal inspection reports for Deloitte and Iron 
Mountain. See Publication 1075 section 6.4. 
 

D.2  RECOMMENDATION: The agency must conduct internal inspections for 
the safeguarding of FTI at the Deloitte and Iron Mountain sites every 18 
months. The targeted implementation date for this recommendation is 9 
months from the date of the closing conference. 
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E.  Submission of Required Safeguard Reports 
 
Requirement: IRC § 6103(p)(4)(E) requires reports be furnished to the Secretary of the 
Treasury that describe procedures established and used to ensure the confidentiality of 
federal tax information. Refer to Publication 1075, Tax Information Security Guidelines 
for Federal, State and Local Agencies, Section 7.0.  
 
 
No findings identified. The agency has properly submitted all required Safeguard 
reports. 
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F.  Disposing of Federal Tax Information 
 
Requirement: IRC § 6103(p)(4)(F) requires agencies to properly destroy federal tax 
information and record the destruction or return the information to the IRS when it is no 
longer needed. Refer to Publication 1075, Tax Information Security Guidelines for 
Federal, State and Local Agencies, Section 8.0. 
 
 
No findings identified. The agency is properly disposing of FTI when no longer needed. 
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G.  Need and Use of Federal Tax Return Information 
 
Requirement: IRC § 6103(l)(21) limits the federal tax return information agencies 
receive from the IRS and the Federal Data Service Hub solely for purposes of 
determining income eligibility and verification for certain designated benefit programs. 
 
 
No findings identified. The agency uses all FTI obtained for only authorized purposes. 
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H.  Computer Systems Security  
 
Requirement: IRS requires all systems that receive, process, store, or transmit Federal 
tax information meet federal computer security requirements and Department of 
Treasury Directives. Computers systems must be configured with minimum security 
controls. Refer to Publication 1075, Tax Information Security Guidelines for Federal, 
State and Local Agencies, Section 9.0. 
 
 
The Tennessee Bureau of TennCare has the following systems that receive, store, 
process and/or transmit FTI:  

1. Tennessee Eligibility Determination System (TEDS) / Worker Portal:  The 
TEDS application is the state of Tennessee’s health benefit eligibility verification 
system in use to support the administration of federally funded, state-
administered benefit programs (i.e., Medicaid, State's Children Health Insurance 
Program (S-CHIP), Medicare Savings Program (MSP), and Medicare 1144).  FTI 
is transmitted from the Centers for Medicare & Medicaid Services (CMS) Federal 
Data Services Hub (FDSH).  TEDS uses outbound Simple Object Access 
Protocol (SOAP) xml web services calls through IBM DataPower over HTTPS to 
request FTI from the FDSH.  Data is received at the SendReceivePort within the 
Enterprise Service Bus (ESB) layer, IBM Integration Bus, and the web service 
response is received in the TEDS verification module.  Once the SOAP request 
is sent, processed, and acknowledged by the FDSH, the FTI is sent back from 
the FDSH to the agency’s RedHat Enterprise Linux (RHEL) version 7.9 hosts. 
Once received, the data is parsed, and securely routed to RHEL version 7.9 
servers to determine eligibility. Once an eligibility determination is made, the data 
is passed and stored on RHEL version 7.9 servers running an Oracle 19.14 
Relational Database Management System (RDBMS). FTI is not viewable through 
the application or web portal as the determination is based on FTI and non-FTI 
sources.  The determination saved to the aforementioned Oracle database is not 
FTI; however, a bulk transfer of FTI is received through the FDSH via IBM 
DataPower and saved to the Oracle database. The bulk transfer of FTI is stored 
within tables and in use as part of the matching process. 

Administrators and end-users have Windows 10 workstations.  Boundary protection is 
provided by Juniper and Cisco devices.  Remote access is available through an STS 
Cisco remote access VPN which enforces multi-factor authentication for all remote 
access connections.  FTI is encrypted on each node of the internal network.  Servers 
are virtualized by VMware ESXi 7.0 hypervisor with attached Hitachi SAN for virtual 
storage. There are no personally owned devices or mobile devices, FTI discussions 
over the phone, FTI printing, WLAN, IVR, web portal, cloud, or email. Agency 
headquarters is located at the Department of Finance and Administration, Division of 
TennCare, 310 Great Circle Rd, Nashville, TN 37243.  Production servers are located at 
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the Tennessee STS Tier III South Data Center at 92 Weakley Lane Smyrna, TN 37167. 
The North Data Center is in use for disaster recovery and located at 901 John Lewis 
Way North, Nashville, TN 37228. 

Findings based on the IRS Publication 1075 requirements are reported in this 
Safeguard Review Report (SRR). They are divided into two main areas: 1) agency-
specific Management, Operational, and Technical (MOT) controls findings; and 2) 
technology-specific findings. Below is the numbering scheme used to identify findings 
related to various technologies and the MOT. 
 

1. MOT – Finding H.1 
2. TennCare / STS Network Assessment – Finding H.2 
3. STS Juniper SRX5800 running JunOS 19.4R3-S3.3 Perimeter and Data  
    Center Firewalls (Sample includes: NDC-EGRESS-FW01) – Finding H.3 
4. STS Firepower 9300 running ASA 9.16(2) w/MFA Remote Access / VPN  
    (NDCRAVPN-FW01 and SDC-RAVPN-FW01) – Finding H.4 
5. STS managed VMware ESXi 7.0 TennCare Hypervisor (Sample includes:  
    AG03ndcvh00114 and AG03ndcvh00119) – Finding H.5 
6. STS managed Hitachi VSP G600 TennCare Storage Area Network (SAN)  
    (441807 and 441546) – Finding H.6 
7. TennCare Tennessee Eligibility Determination System (TEDS) / Worker Portal  
    Application – Finding H.7 
8. STS Microsoft Windows 10 Administrator Workstations (Sample includes:  
    AG0119WA009940, AG0119WA009953 and AG0319WA016542) – Finding  
    H.8 
9. TennCare IBM HTTP WebSphere v 9.0.5.8 Web Server (NEED HOSTNAME)    
    – Finding H.9 
10. TennCare Oracle 19.14 Database (ah57sdclc02011 and ah57sdclc02012) –   
    Finding H.10 
11. TennCare Red Hat Enterprise Linux 7.9 ESB, Application, and Database  
      Host Servers (Sample includes: ah57sdcla02135, ah57ndcla02063,  
      ah57sdcla02135 and ah57sdclw02039) – Finding H.11 
12. TennCare Microsoft Windows 10 End User and Administrator Workstations  
      (Sample includes: DC5719WA034178) – Finding H.12 
13. Deloitte Microsoft Windows 10 Workstations (Sample includes:   
      usdalnmoma2, usausobenavide1 and usnshdeepakkum2) – Finding H.13 
14. TennCare Firepower 9300 running ASA 9.16(2) Perimeter Firewall – No  
      Findings 
15. TennCare DataPower 52X running version IDG.2018.4.18R ESB Data  
      Transport Appliance – No Findings 
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MANAGEMENT OPERATIONAL AND TECHNICAL (MOT) FINDINGS 
 
The MOT findings resulted from an evaluation of the management, operational and 
technical controls safeguarding federal tax information (FTI). The findings listed in this 
section are not specific to a particular technology or system but rather collectively 
address agency-wide MOT issues as they relate to FTI. We address only non-compliant 
controls in this section.  
 
H.1 FINDING: The Tennessee Bureau of TennCare Management, Operations 

and Technical (MOT) controls are not implemented according to IRS 
Publication 1075 standards. (Significant) 

  
H.1 RECOMMENDATION: Agency should follow the recommendation for the 

associated component finding. 
 
Component Findings:   
 
 H.1.1  FINDING: CP-3. Contingency Training: Test ID #MOT-28. 

Contingency training does not occur on at least an annual basis. 
 
H.1.1  RECOMMENDATION: CP-3. Contingency Training: Test ID  
#MOT-28. Develop contingency training documentation that identifies 
essential roles and responsibilities of organizational personnel when 
assuming a contingency role or responsibility. Include the following 
information in the training documentation: 
 
     a) regular users who may require information regarding when and where  
         to report for duty during contingency operations and if normal duties  
         are affected; 
     b) system administrators who may require additional training on how to   
         set up information systems at alternate processing and storage sites; 
     c) managers/senior leaders who may receive more specific training on  
         how to conduct mission-essential functions in designated off-site    
         locations and how to establish communications with other  
         governmental entities for purposes of coordination on contingency- 
         related activities. 
 
The targeted implementation date for this recommendation is June 9, 2023, 
which is 12 months from the date of the closing conference. Please report 
the finding status, including the detailed actions proposed or taken and the 
agency's actual or planned implementation date, in the CAP provided with 
this report. IRS will monitor completion against the agency's planned 
implementation date. 
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 H.1.2  FINDING: CP-4. Contingency Plan Testing: Test ID #MOT-29. The 
agency was unable to provide contingency plan testing and/or exercise 
documentation. 
 
H.1.2  RECOMMENDATION: CP-4. Contingency Plan Testing: Test ID 
#MOT-29. Develop contingency plan tests and/or exercises to test the 
agency contingency plan and ensure the tests/exercises are conducted 
annually. Maintain testing records to document the results of contingency 
plan testing/exercises. The targeted implementation date for this 
recommendation is March 6, 2023, which is 9 months from the date of the 
closing conference. Please report the finding status, including the detailed 
actions proposed or taken and the agency's actual or planned 
implementation date, in the CAP provided with this report. IRS will monitor 
completion against the agency's planned implementation date. 
 

 H.1.3  FINDING: IA-5. Authenticator Management: Test ID #MOT-57. The 
agency's password management procedures do not address all IRS 
Publication 1075 password requirements. 
 
H.1.3  RECOMMENDATION: IA-5. Authenticator Management: Test ID 
#MOT-57. Update and implement identification and authentication 
procedures that address all the password requirements outlined in IRS 
Publication 1075. At a minimum, the following must be included: 
 
     (a) Minimum password length of 8 characters; 
     (b) At least 1 numeric and 1 special character; 
     (c) Mixture of at least 1 upper and 1 lower case letter; 
     (d) Password minimum lifetime of 1 day; 
     (e) Non-privileged account passwords to be changed at least every 90  
          days; 
     (f) Privileged account passwords to be changed at least every 60 days; 
     (g) Prohibit password reuse for 24 generations. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against the 
agency's planned implementation date. To close this finding, please provide 
a copy of the agency's password requirements and policy with the agency's 
CAP. 
 

 H.1.4  FINDING: AC-1. Access Control Policy and Procedures: Test ID 
#MOT-60. The agency's access control procedures do not address all IRS 
Publication 1075 required access control (AC) controls. 
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H.1.4  RECOMMENDATION: AC-1. Access Control Policy and Procedures: 
Test ID #MOT-60. Update the access control procedures to address the AC 
security control family requirements in IRS Publication 1075. Annually 
update and review agency procedures. The targeted implementation date for 
this recommendation is June 9, 2023, which is 12 months from the date of 
the closing conference. Please report the finding status, including the 
detailed actions proposed or taken and the agency's actual or planned 
implementation date, in the CAP provided with this report. IRS will monitor 
completion against the agency's planned implementation date. 
 

 H.1.5  FINDING: AC-17. Remote Access: Test ID #MOT-63. The agency 
has not developed a policy to explicitly prohibit FTI from being accessed 
offshore. 
 
H.1.5  RECOMMENDATION: AC-17. Remote Access: Test ID #MOT-63. 
Develop and implement agency policy and/or procedures that strictly prohibit 
accessing FTI remotely from offshore (e.g., outside of the United States 
and/or U.S. territories) locations. The targeted implementation date for this 
recommendation is December 6, 2022, which is 6 months from the date of 
the closing conference. Please report the finding status, including the 
detailed actions proposed or taken and the agency's actual or planned 
implementation date, in the CAP provided with this report. IRS will monitor 
completion against the agency's planned implementation date. To close this 
finding, please provide a copy of the policy that states FTI will not be 
logically accessed from offshore locations with the agency's CAP. 
 

 H.1.6  FINDING: AC-19. Access Control for Mobile Devices: Test ID  
#MOT-65. The agency has developed a mobile device policy, but the policy 
does not specifically address FTI. 
 
H.1.6  RECOMMENDATION: AC-19. Access Control for Mobile Devices: 
Test ID #MOT-65. Update the mobile device policy to address mobile device 
usage or restrictions. If FTI is not accessible using the mobile device, an 
agency policy prohibiting access to FTI from mobile devices is satisfactory to 
meet this requirement. If FTI is accessible using a mobile device, ensure the 
following requirements are included in the agency policy and procedures: 
 
Device configuration, connection, and implementation requirements 
Authorization process and approval for mobile devices to access agency 
information systems and FTI 
Device encryption requirements 
Purge/wipe requirements (10 consecutive unsuccessful device logon 
attempts initiates a device memory wipe)  
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The targeted implementation date for this recommendation is June 9, 2023, 
which is 12 months from the date of the closing conference. Please report 
the finding status, including the detailed actions proposed or taken and the 
agency's actual or planned implementation date, in the CAP provided with 
this report. IRS will monitor completion against the agency's planned 
implementation date. 
 

 H.1.7  FINDING: AC-20.  Use of External Information Systems: Test ID 
#MOT-66. The agency does not govern the use of FTI regarding external 
information systems in agency policies and/or procedures. 
 
H.1.7  RECOMMENDATION: AC-20.  Use of External Information Systems: 
Test ID #MOT-66. Develop procedures that address the use of external 
information systems.  Ensure the policy/procedures prohibit remote users 
and administrators from accessing FTI from non-agency owned information 
systems or devices.  The targeted implementation date for this 
recommendation is December 6, 2022, which is 6 months from the date of 
the closing conference. Please report the finding status, including the 
detailed actions proposed or taken and the agency's actual or planned 
implementation date, in the CAP provided with this report.  IRS will monitor 
completion against the agency's planned implementation date.  To close this 
finding, please provide a copy of the policy or procedure governing the 
access of FTI from external information systems with the agency's CAP. 
 

 H.1.8  FINDING: AC-22. Publicly Accessible Content: Test ID #MOT-67. The 
agency's access control policy does not explicitly govern (e.g., prohibit) 
public access to FTI. 
 
H.1.8  RECOMMENDATION: AC-22. Publicly Accessible Content: Test ID 
#MOT-67. Prohibit public accessibility to FTI. Develop procedures 
designating and training individuals authorized to post information to public 
websites and/or applications. The targeted implementation date for this 
recommendation is June 9, 2023, which is 12 months from the date of the 
closing conference. Please report the finding status, including the detailed 
actions proposed or taken and the agency's actual or planned 
implementation date, in the CAP provided with this report. IRS will monitor 
completion against the agency's planned implementation date. 
 

 H.1.9  FINDING: AU-6. Audit Review, Analysis, and Reporting: Test ID 
#MOT-70. The agency audit policy or procedures does not require agency 
personnel to report findings according to the agency incident response policy 
and to the appropriate Special Agent-in-Charge, TIGTA and the IRS Office 
of Safeguards. 
 



 
SECTION H                                                        FINDINGS AND RECOMMENDATIONS 

23  
 

Property of the IRS - Subject to federal disclosure and use restrictions 
 

H.1.9  RECOMMENDATION: AU-6. Audit Review, Analysis, and Reporting: 
Test ID #MOT-70. Document the requirement to report any findings noted in 
accordance with the agency's incident response policy and to the 
appropriate Special Agent-in-Charge, TIGTA and the IRS Office of 
Safeguards. The targeted implementation date for this recommendation is 
June 9, 2023, which is 12 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 
 

 H.1.10  FINDING: SC-1. System and Communications Protection Policy and 
Procedures: Test ID #MOT-74. The agency's system and communications 
protection procedures do not address all IRS Publication 1075 system and 
communications protection (SC) security controls. 
 
H.1.10  RECOMMENDATION: SC-1. System and Communications 
Protection Policy and Procedures: Test ID #MOT-74. Update the system and 
communications protection procedures to address the SC security control 
family requirements in IRS Publication 1075.  Annually update and review 
agency procedures. The targeted implementation date for this 
recommendation is June 9, 2023, which is 12 months from the date of the 
closing conference. Please report the finding status, including the detailed 
actions proposed or taken and the agency's actual or planned 
implementation date, in the CAP provided with this report. IRS will monitor 
completion against the agency's planned implementation date. 
 

 H.1.11  FINDING: SC-12. Cryptographic Key Establishment and 
Management: Test ID #MOT-75. System and communications protection 
policy does not address cryptographic key establishment and management. 
 
H.1.11  RECOMMENDATION: SC-12. Cryptographic Key Establishment 
and Management: Test ID #MOT-75. Develop cryptographic key 
management procedures for information systems that receive, process, 
store, and/or transmit FTI; use cryptographic keys; and establish automated 
mechanisms for digital certificate generation, installation, and distribution. 
Ensure the following is included in the documentation: 
 
     a. Subscriber key pairs are generated and stored using FIPS 140-2    
         validated cryptographic modules. 
     b. The same public/private key pair is not be used for both encryption and  
         digital signature. 
     c. Private keys are protected using, at a minimum, a strong password. 
     d. A certificate is revoked if the associated private key is compromised,  
         management requests revocation, or the certificate is no longer  
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       needed. 
 
The targeted implementation date for this recommendation is March 6, 2023, 
which is 9 months from the date of the closing conference. Please report the 
finding status, including the detailed actions proposed or taken and the 
agency's actual or planned implementation date, in the CAP provided with 
this report. IRS will monitor completion against the agency's planned 
implementation date. 
 

 H.1.12  FINDING: SC-19. Voice Over Internet Protocol: Test ID #MOT-79.  
Agency did not provide policy and/or procedures pertaining to VoIP usage 
restrictions. 
 
H.1.12  RECOMMENDATION: SC-19. Voice Over Internet Protocol: Test ID 
#MOT-79. Document VoIP procedures establishing usage restrictions to 
minimize the potential for malicious use, and requiring official authorization, 
monitoring and control of VoIP technology usage. If FTI is not permitted to 
be discussed over a VoIP network, document the requirement in agency 
policy. The targeted implementation date for this recommendation is  
June 9, 2023, which is 12 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 
 

 H.1.13  FINDING: SC-28. Protection of Information at Rest: Test ID  
#MOT-80. The agency has not developed documented encryption 
procedures that describe the encryption modules used within their FTI 
environment. 
 
H.1.13  RECOMMENDATION: SC-28. Protection of Information at Rest: 
Test ID #MOT-80. Document system communications and protection 
procedures that describe the encryption modules used in the agency's IT 
environment. The targeted implementation date for this recommendation is 
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against the 
agency's planned implementation date. To close this finding, please provide 
a copy of the agency's systems communication and protection procedures 
that describe the type of encryption modules used in the FTI environment 
with the agency's CAP. 
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TECHNOLOGY SPECIFIC FINDINGS 
 
The following set of findings will describe the technology-specific weaknesses identified 
during the remote review. We use remote collaboration technology to verify compliance 
with IRS Publication 1075 standards using Safeguards Computer Security Evaluation 
Matrices (SCSEM). We show technologies reviewed at the beginning of Section H. 
Each technology finding represents a network endpoint, network infrastructure or 
boundary protection device that receives, stores, processes, transmits and/or protects 
FTI within the agency. Each finding is structured in a similar hierarchical manner to the 
MOT findings above. A high-level finding statement provides a description about the 
type of technology reviewed. That finding’s associated components, shown with a 
numbering scheme of H.X.Y, provide the specific weaknesses identified during the 
review. Each individual weakness has a corresponding recommendation with a 
remediation time frame consistent with the methodology explained in this report’s 
introduction. 
 
In some cases, we used representative sampling to identify weaknesses from multiple 
devices that operate on a similar platform. Although we identified findings on the 
devices named in this report, agencies should test and implement corrective actions on 
all similar platforms that receive, store, process, transmit and/or protect FTI. 
 
In addition to manual security controls testing, the Safeguards review team used the 
Tenable Nessus compliance scanner to assess select network endpoints including but 
not limited to: Windows and UNIX based operating systems (e.g., Windows 10, 
Windows Server 2019, Red Hat Enterprise Linux 7, AIX), database management 
systems (e.g., Oracle, SQL Server), web software (e.g., IIS, Apache) and network 
boundary devices (e.g., ASA and Palo Alto firewalls). The tool automatically assesses 
numerous system security settings based on the Center for Internet Security (CIS) 
benchmarks. These benchmarks serve as the baseline for all compliance tests 
performed through the Nessus tool.  
 
The Office of Safeguards will track the remediation of each component finding as part of 
the CAP correspondence process. For systems assessed using the Nessus 
assessment tool, please refer to the complete scan results for further guidance. 
 
H.2 
  

FINDING: The TennCare / STS network is not configured in compliance 
with IRS Publication 1075 standards. (Significant) 
  

H.2  RECOMMENDATION: TennCare / STS management should review and 
update the network configuration to ensure it is configured securely. 
TennCare / STS can accomplish this by using the following 
recommendations to address non-compliant items. 
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Component Findings:  
 
 H.2.1 FINDING: AU-4. Audit Storage Capacity: Test ID #NET-08. STS 

network device audit data are not retained for seven years as required by 
IRS Publication 1075. 
 

 H.2.1 RECOMMENDATION: AU-4. Audit Storage Capacity: Test ID  
#NET-08. Provision sufficient storage and/or backup media for the logs 
generated and kept between log rotation intervals. Ensure logs are backed 
up, archived off of the system and retained for a minimum period of seven 
years per IRS Publication 1075 requirements. The targeted implementation 
date for this recommendation is March 6, 2023, which is 9 months from the 
date of the closing conference. Please report the finding status, including 
the detailed actions proposed or taken and the agency's actual or planned 
implementation date, in the CAP provided with this report. IRS will monitor 
completion against the agency's planned implementation date. 

 
 H.2.2 FINDING: CM-7. Least Functionality: Test ID #NET-16. STS does not 

perform quarterly assessments of its external boundaries to identify open 
ports, protocols, and services. 
 

 H.2.2 RECOMMENDATION: CM-7. Least Functionality: Test ID #NET-16. 
Develop and implement a process and procedures to conduct quarterly 
automated port scans against its external interfaces. Analyze port scan 
results and follow up with business owners to validate the need for all open 
ports. The targeted implementation date for this recommendation is 
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide evidence showing boundary assessments are conducted at least 
quarterly as well as provide a sample boundary assessment with the 
agency's CAP. 

 
H.3 
  

FINDING: The STS Juniper SRX5800 running JunOS 19.4R3-S3.3 
Perimeter and Data Center Firewalls with sampled hostname  
NDC-EGRESS-FW01 is not configured in compliance with IRS 
Publication 1075 standards. (Moderate) 
  

H.3  RECOMMENDATION: STS management should review and update 
each Juniper firewall to ensure it is configured securely. STS can 
accomplish this by using the following recommendations to address 
non-compliant items. 
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Component Findings:  
 
 H.3.1 FINDING: AU-11. Audit Record Retention: Test ID #FWGEN-29. 

Firewall audit data are not retained for seven years as required by IRS 
Publication 1075. 
 

 H.3.1 RECOMMENDATION: AU-11. Audit Record Retention: Test ID 
#FWGEN-29. Provision sufficient storage and/or backup media for the logs 
generated and kept between log rotation intervals. Ensure logs are backed 
up, archived off of the system and retained for a minimum period of seven 
years per IRS Publication 1075 requirements. The targeted implementation 
date for this recommendation is March 6, 2023, which is 9 months from the 
date of the closing conference. Please report the finding status, including 
the detailed actions proposed or taken and the agency's actual or planned 
implementation date, in the CAP provided with this report. IRS will monitor 
completion against the agency's planned implementation date. 

 
H.4 
  

FINDING: The STS Cisco Firepower 9300 running ASA 9.16(2) w/MFA 
Remote Access / VPN with hostnames NDCRAVPN-FW01 and SDC-
RAVPN-FW01 are not configured in compliance with IRS Publication 
1075 standards. (Significant) 
  

H.4  RECOMMENDATION: STS management should review and update 
each Cisco firewall to ensure it is configured securely. STS can 
accomplish this by using the following recommendations to address 
non-compliant items. 
  

Component Findings:  
 
 H.4.1 FINDING: IA-3. Device Identification and Authentication: Test ID 

#VPN-29. The VPN does not identify and authenticate devices before 
establishing a connection. 
 

 H.4.1 RECOMMENDATION: IA-3. Device Identification and Authentication: 
Test ID #VPN-29. Implement a mechanism to restrict access (e.g. Client 
based certificates, MAC filtering, and whitelists) to the VPN before 
establishing a connection.  The targeted implementation date for this 
recommendation is December 6, 2022, which is 6 months from the date of 
the closing conference. Please report the finding status, including the 
detailed actions proposed or taken and the agency's actual or planned 
implementation date, in the CAP provided with this report. IRS will monitor 
completion against the agency's planned implementation date. To close 
this finding, please provide evidence that devices are identified and 
authenticated prior to establishing a connection with the agency's CAP. 
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 H.4.2 FINDING: AU-11. Audit Record Retention: Test ID #VPN-39. Audit 
data are not retained for seven years as required by IRS Publication 1075. 
 

 H.4.2 RECOMMENDATION: AU-11. Audit Record Retention: Test ID 
#VPN-39. Provision sufficient storage and/or backup media for the logs 
generated and kept between log rotation intervals. Ensure logs are backed 
up, archived off of the system and retained for a minimum period of seven 
years per IRS Publication 1075 requirements. The targeted implementation 
date for this recommendation is March 6, 2023, which is 9 months from the 
date of the closing conference. Please report the finding status, including 
the detailed actions proposed or taken and the agency's actual or planned 
implementation date, in the CAP provided with this report. IRS will monitor 
completion against the agency's planned implementation date. 

 
H.5 
  

FINDING: The STS-managed VMware ESXi 7.0 TennCare Hypervisor 
with sampled hostnames AG03ndcvh00114 and AG03ndcvh00119 are 
not configured in compliance with IRS Publication 1075 standards. 
(Significant) 
  

H.5  RECOMMENDATION: STS management should review and update 
each ESXi 7.0 host to ensure it is configured securely. STS can 
accomplish this by using the following recommendations to address 
non-compliant items. 
  

Component Findings:  
 
 H.5.1 FINDING: AU-8. Time Stamps: Test ID #ESXI6.7-06. Network Time 

Protocol (NTP) is not utilized used to synchronize time on the ESXi 
instance and its guest operating systems. 
 

 H.5.1 RECOMMENDATION: AU-8. Time Stamps: Test ID #ESXI6.7-06. 
Implement NTP to synchronize the ESXi instance and its guest operating 
systems.  Log synchronization ensures a timely and accurate review of logs 
in case of a forensic or incident response investigation. One method to 
accomplish the recommended state is to  
run the following PowerCLI command: 
 
# Set the NTP Settings for all hosts 
# If an internal NTP server is used, replace pool.ntp.org with  
# the IP address or the Fully Qualified Domain Name (FQDN) of the 
internal NTP server 
$NTPServers = "pool.ntp.org", "pool2.ntp.org" 
Get-VMHost | Add-VmHostNtpServer $NTPServers. 
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The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 

 
 H.5.2 FINDING: SI-4. Information System Monitoring: Test ID #ESXI6.7-07. 

VMware does not use firewall access controls for %Provide list of enabled 
services that do not have a range of IP addresses defined%. 
 

 H.5.2 RECOMMENDATION: SI-4. Information System Monitoring: Test ID 
#ESXI6.7-07. Restrict access to services running on an ESXi host. One 
method to implement the recommended state is to perform the following 
from the vSphere web client: 
 
     1) Select the host. 
     2) Go to "Configure" -> "System" -> "Security Profile". 
     3) In the "Firewall" section, select "Edit...". 
     4) For each enabled service, (e.g., ssh, vSphere Web Access, http  
         client) provide the range of allowed IP addresses. 
     5) Click "OK". 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot of the firewall IP addresses assigned to allow access 
to each of the enabled services with the agency's CAP. 

 
 H.5.3 FINDING: SI-7. Software, Firmware, and Information Integrity: Test 

ID #ESXI6.7-09. Default cryptographic certificates exist on the ESXi host. 
 

 H.5.3 RECOMMENDATION: SI-7. Software, Firmware, and Information 
Integrity: Test ID #ESXI6.7-09. Replace the default cryptographic 
certificates with strong agency certificates on the ESXi host. The agency 
may leverage VMware's SSL Certificate Automation Tool to install signed 
SSL certificates by a certification authority (CA). The targeted 
implementation date for this recommendation is March 6, 2023, which is 9 
months from the date of the closing conference. Please report the finding 
status, including the detailed actions proposed or taken and the agency's 
actual or planned implementation date, in the CAP provided with this 
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report. IRS will monitor completion against the agency's planned 
implementation date. 
 

 H.5.4 FINDING: IA-2 . Identification and Authentication (Organizational 
Users): Test ID #ESXI6.7-13. vSphere Authentication Proxy is not used 
when adding hosts to Active Directory. 
 

 H.5.4 RECOMMENDATION: IA-2 . Identification and Authentication 
(Organizational Users): Test ID #ESXI6.7-13. Configure vSphere 
Authentication Proxy when adding hosts to Active Directory. To properly set 
the vSphere Authentication Proxy from Web Client directly: 
 
     1) Select the host 
     2) Click on "Configure" -> "Settings" -> "Authentication Services" 
     3) Click on "Join Domain" 
     4) Select "Using Proxy Server" radio button. 
     5) Provide proxy server IP address. 
 
The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 

 
 H.5.5 FINDING: AU-9. Protection of Audit Information: Test ID  

#ESXI6.7-16. Logs are cleared after a reboot due to persistent logging not 
being enabled. 
 

 H.5.5 RECOMMENDATION: AU-9. Protection of Audit Information: Test ID 
#ESXI6.7-16. Enable persistent logging on the ESXi server. One method to 
implement the recommended state is to run the following PowerCLI 
command: 
 
# Set Syslog.global.logDir for each host 
Get-VMHost | Foreach { Set-AdvancedConfiguration -VMHost $_ -Name 
Syslog.global.logDir -Value "" }. 
 
The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 
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 H.5.6 FINDING: AU-7. Audit Reduction and Report Generation: Test ID 
#ESXI6.7-17. Centralized logging is not enabled on ESXi hosts. 
 

 H.5.6 RECOMMENDATION: AU-7. Audit Reduction and Report 
Generation: Test ID #ESXI6.7-17. Configure remote logging for ESXi hosts. 
One method to accomplish the recommended state is to run the following 
PowerCLI command: 
 
# Set Syslog.global.logHost for each host 
Get-VMHost | Foreach { Set-AdvancedSetting -VMHost $_ -Name 
Syslog.global.logHost -Value "" }. 
 
The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 

 
 H.5.7 FINDING: AC-2. Account Management: Test ID #ESXI6.7-18. The 

agency does not use unique accounts for each administrator. 
 

 H.5.7 RECOMMENDATION: AC-2. Account Management: Test ID 
#ESXI6.7-18. Create a unique user account for each administrator. One 
method to implement the recommended state is to perform the following 
using the vSphere client (not the vSphere web client) for each ESXi host: 
 
     1. Connect directly to the ESXi host using the vSphere Client. 
     2. Login as root. 
     3. Select Manage, then select the Security & Users tab. 
     4. Select User and view the local users. 
     5. Add a local user and grant shell access to this user. 
     6. Select the Host, then select ""Actions"" and ""Permissions"". 
     7. Assign the ""Administrator"" role to the user. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot of the Local Users and Groups identifying the 
accounts that have administrator permissions with the agency's CAP. 
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 H.5.8 FINDING: IA-2 . Identification and Authentication (Organizational 
Users): Test ID #ESXI6.7-20. Active Directory is not used for local user 
authentication. 
 

 H.5.8 RECOMMENDATION: IA-2 . Identification and Authentication 
(Organizational Users): Test ID #ESXI6.7-20. Implement Active Directory 
for local user authentication. One method to implement the recommended 
state is to run the following PowerCLI command: 
 
# Join the ESXI Host to the Domain 
Get-VMHost HOST1 | Get-VMHostAuthentication | Set-
VMHostAuthentication -Domain domain.local -User Administrator -
Password Passw0rd -JoinDomain. 
 
The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 

 
 H.5.9 FINDING: IA-4. Identifier Management: Test ID #ESXI6.7-21. The 

ESX Admins group contains excess members or permissions. 
 

 H.5.9 RECOMMENDATION: IA-4. Identifier Management: Test ID 
#ESXI6.7-21. Remove excess members or permissions from the ESX 
Admins group. The targeted implementation date for this recommendation 
is December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot of the updated ESX admins group members and 
permissions, along with a narrative confirmation that all members are 
required based on their job duties with the agency's CAP. 

 
 H.5.10 FINDING: AC-7. Unsuccessful Logon Attempts: Test ID  

#ESXI6.7-23. User accounts not locked out after 3 unsuccessful login 
attempts 
 

 H.5.10 RECOMMENDATION: AC-7. Unsuccessful Logon Attempts: Test 
ID #ESXI6.7-23. Set the maximum failed login retries to three (3) or fewer 
attempts. One method to implement the recommended state is to use the 
following PowerCLI command: 
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Get-VMHost | Get-AdvancedSetting -Name Security.AccountLockFailures | 
Set-AdvancedSetting -Value 3rameter to 3. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing accounts lock after 3 consecutive invalid 
attempts with the agency's CAP. 

 
 H.5.11 FINDING: AC-12. Session Termination: Test ID #ESXI6.7-25. The 

DCUI timeout is not set to 1800 seconds or less. 
 

 H.5.11 RECOMMENDATION: AC-12. Session Termination: Test ID 
#ESXI6.7-25. Set the DCUI timeout to 1800 seconds or less. One method 
to implement the recommended state is use the following PowerCLI 
command: 
 
Get-VMHost | Get-AdvancedSetting -Name UserVars.DcuiTimeOut | Set-
AdvancedSetting -Value 1800 seconds.  
 
The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 

 
 H.5.12 FINDING: CM-7. Least Functionality: Test ID #ESXI6.7-29. 

Lockdown mode has not been configured on the ESXi server. 
 

 H.5.12 RECOMMENDATION: CM-7. Least Functionality: Test ID 
#ESXI6.7-29. Configure lockdown mode on the ESXi server.  One method 
to implement the recommended state is to run the following PowerCLI 
command: 
 
# Enable lockdown mode for each host 
Get-VMHost | Foreach { $_.EnterLockdownMode() }. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
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in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing lockdown mode has been enabled with the 
agency's CAP. 

 
 H.5.13 FINDING: AC-12. Session Termination: Test ID #ESXI6.7-31. The 

shell services timeout is not set for 30 minutes or less. 
 

 H.5.13 RECOMMENDATION: AC-12. Session Termination: Test ID 
#ESXI6.7-31. Set the shell services timeout to 30 minutes or less. One 
method to implement the recommended state is to run the following 
PowerCLI command: 
 
# Set UserVars.ESXiShellTimeOut to 1800 on all hosts 
Get-VMHost | Get-AdvancedSetting -Name 'UserVars.ESXiShellTimeOut' | 
Set-AdvancedSetting -Value "1800". 
 
The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 

 
 H.5.14 FINDING: CM-5. Access Restrictions for Change: Test ID 

#ESXI6.7-32. Lockdown mode has not been configured for secure 
administrative access. 
 

 H.5.14 RECOMMENDATION: CM-5. Access Restrictions for Change: Test 
ID #ESXI6.7-32. Set DCUI has a trusted users list for lockdown mode. One 
method to implement the recommended state is to perform the following 
from the vSphere web client:   
 
     1) Select the host.   
     2) Select "Configure" -> "System" -> "Advanced System Settings". 
     3) Type `DCUI.Access` in the filter. 
     4) Click on the attribute to highlight it. 
     5) Click edit. 
     6) Set the `DCUI.Access` attribute to a comma-separated list of the  
         users who are allowed to override lockdown mode. 
     7) Click "OK". 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
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proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot of the DCUI.Access attribute list of users who can 
override lockdown mode, along with confirmation that all users are 
authorized VMware admins with the agency's CAP. 

 
 H.5.15 FINDING: SC-8. Transmission Confidentiality and Integrity: Test ID 

#ESXI6.7-36. Forged Transmits is not set to Reject on each vSwitch. 
 

 H.5.15 RECOMMENDATION: SC-8. Transmission Confidentiality and 
Integrity: Test ID #ESXI6.7-36. Set forged transmits to reject on each 
vswitch. One method to implement the recommended state is to run the 
following command(s) via the ESXi shell: 
 
# esxcli network vswitch standard policy security set -v vSwitch2 -f false. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing the rejected vSwitch Forged Transmits policy  
setting  with the agency's CAP. 

 
 H.5.16 FINDING: SC-8. Transmission Confidentiality and Integrity: Test ID 

#ESXI6.7-37. MAC Address Change is not set to Reject on each vSwitch. 
 

 H.5.16 RECOMMENDATION: SC-8. Transmission Confidentiality and 
Integrity: Test ID #ESXI6.7-37. Set the MAC address change to reject for 
each vswitch. One method to implement the recommended state is to run 
the following command(s) via the ESXi shell: 
 
# esxcli network vswitch standard policy security set -v vSwitch2 -m false. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot of the updated MAC address changes setting with the 
agency's CAP. 
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 H.5.17 FINDING: SC-8. Transmission Confidentiality and Integrity: Test ID 
#ESXI6.7-38. Promiscuous Mode is not set to Reject on each vSwitch. 
 

 H.5.17 RECOMMENDATION: SC-8. Transmission Confidentiality and 
Integrity: Test ID #ESXI6.7-38. Set the vSwitch Promiscuous Mode policy 
to reject.  One method to implement the recommended state is to run the 
following command(s) via the ESXi shell: 
 
# esxcli network vswitch standard policy security set -v vSwitch2 -p false. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing promiscuous mode is set to reject with the 
agency's CAP. 

 
 H.5.18 FINDING: CM-6. Configuration Settings: Test ID #ESXI6.7-40. 

VLANs are not unique to the virtual environment and conflict with upstream 
VLANs. 
 

 H.5.18 RECOMMENDATION: CM-6. Configuration Settings: Test ID 
#ESXI6.7-40. Change the VLAN values for port groups to non-reserved 
values. One method to implement the recommended state is using the 
vSphere Web Client:  
 
     1) Select the host. 
     2) On the Configure tab, click Networking, and select Virtual switches. 
     3) Select a standard switch from the list. 
     4) View the topology diagram of the switch, which shows the various  
         port groups associated with that switch. 
     5) For each port group on the vSwitch, verify and record the VLAN IDs  
         used. 
     6) If a VLAN ID change is needed, click the name of the port group in  
         the topology diagram of the virtual switch. 
     7) Click the "Edit settings" pencil icon under the topology diagram title. 
     8) In the Properties section, name the port group in the Network Label  
         text field. 
     9) Choose an existing VLAN ID drop-down menu or type in a new one. 
 
The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 



 
SECTION H                                                        FINDINGS AND RECOMMENDATIONS 

37  
 

Property of the IRS - Subject to federal disclosure and use restrictions 
 

taken and the agency's actual or planned implementation date, in the CAP 
provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 
 

 H.5.19 FINDING: AU-7. Audit Reduction and Report Generation: Test ID 
#ESXI6.7-42. Virtual Disributed Switch Netflow traffic is not sent to an 
authorized collector. 
 

 H.5.19 RECOMMENDATION: AU-7. Audit Reduction and Report 
Generation: Test ID #ESXI6.7-42. Set Virtual Distributed Switch Netflow 
traffic  to be sent to an authorized collector. One method to implement the 
recommended state is using the vSphere Web Client:  
 
     1) For each distributed switch 
     2) Go to "Configure" -> "Settings" -> "NetFlow". 
     3) Click "Edit" 
 
The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 

 
 H.5.20 FINDING: SC-5. Denial of Service Protection: Test ID #ESXI6.7-57. 

The VMsafe Agent Address is not configured correctly. 
 

 H.5.20 RECOMMENDATION: SC-5. Denial of Service Protection: Test ID 
#ESXI6.7-57. Configure the VMsafe Agent Address correctly. One method 
to implement the recommended state is to perform the following: 
 
     1) If the VM is not being protected by a VMsafe CPU/memory product,  
         remove `vmsafe.agentAddress` from the virtual machine configuration    
         file. 
     2) If the VM is being protected by a VMsafe CPU/Memory product, set   
        `vmsafe.agentAddress` to the correct value. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot of VMsafe Agent Address setting with the agency's 
CAP. 



 
SECTION H                                                        FINDINGS AND RECOMMENDATIONS 

38  
 

Property of the IRS - Subject to federal disclosure and use restrictions 
 

 H.5.21 FINDING: SC-5. Denial of Service Protection: Test ID #ESXI6.7-58. 
The VMsafe Agent Port is not configured correctly. 
 

 H.5.21 RECOMMENDATION: SC-5. Denial of Service Protection: Test ID 
#ESXI6.7-58. Configure the VMsafe Agent Port correctly. One method to 
implement the recommended state is to perform the following: 
 
     1) If the VM is not being protected by a VMsafe CPU/memory product,  
         remove `vmsafe.agentPort` from the virtual machine configuration file. 
     2) If the VM is being protected by a VMsafe CPU/Memory product, set   
        `vmsafe.agentPort` to the correct value. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot of VMsafe Agent Port setting with the agency's CAP. 

 
 H.5.22 FINDING: SC-5. Denial of Service Protection: Test ID #ESXI6.7-59. 

The VMsafe Agent is not configured correctly. 
 

 H.5.22 RECOMMENDATION: SC-5. Denial of Service Protection: Test ID 
#ESXI6.7-59. Configure the VMsafe Agent correctly. One method to 
implement the recommended state is to perform the following: 
 
     1) If the VM is not being protected by a VMsafe CPU/memory product,  
         remove `vmsafe.enable` from the virtual machine configuration file or  
         set it to a value of FALSE. 
     2) If the VM is being protected by a VMsafe CPU/Memory product, set    
        `vmsafe.enable` to the correct value. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot of VMsafe Agent setting with the agency's CAP. 

 
 H.5.23 FINDING: CM-5. Access Restrictions for Change: Test ID 

#ESXI6.7-60. Isolation Tools VM console copy and paste is not disabled. 
 



 
SECTION H                                                        FINDINGS AND RECOMMENDATIONS 

39  
 

Property of the IRS - Subject to federal disclosure and use restrictions 
 

 H.5.23 RECOMMENDATION: CM-5. Access Restrictions for Change: Test 
ID #ESXI6.7-60. Disable VM Console Copy operations. One method to 
implement the recommended state is to run the following PowerCLI 
command: 
 
# Add the setting to all VMs 
Get-VM | New-AdvancedSetting -Name "isolation.tools.copy.disable" -value 
$true. 
 
The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 

 
 H.5.24 FINDING: CM-5. Access Restrictions for Change: Test ID 

#ESXI6.7-61. Isolation Tools VM console drag and drop is not disabled. 
 

 H.5.24 RECOMMENDATION: CM-5. Access Restrictions for Change: Test 
ID #ESXI6.7-61. Disable VM Console Drag and Drop operations. One 
method to implement the recommended state is to run the following 
PowerCLI command: 
 
# Add the setting to all VMs 
Get-VM | New-AdvancedSetting -Name "isolation.tools.dnd.disable" -value 
$true. 
 
The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 

 
 H.5.25 FINDING: CM-5. Access Restrictions for Change: Test ID 

#ESXI6.7-62. Isolation Tools VM console and paste GUI options are not 
disabled. 
 

 H.5.25 RECOMMENDATION: CM-5. Access Restrictions for Change: Test 
ID #ESXI6.7-62. Disable VM Console GUI Options. One method to 
implement the recommended state is to run the following PowerCLI 
command: 
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# Add the setting to all VMs 
Get-VM | New-AdvancedSetting -Name 
"isolation.tools.setGUIOptions.enable" -value $false. 
 
The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 

 
 H.5.26 FINDING: CM-5. Access Restrictions for Change: Test ID 

#ESXI6.7-63. Isolation Tools VM console paste operations disable is not 
set to TRUE. 
 

 H.5.26 RECOMMENDATION: CM-5. Access Restrictions for Change: Test 
ID #ESXI6.7-63. Disable VM Console Paste operations. One method to 
implement the recommended state is to run the following PowerCLI 
command: 
 
# Add the setting to all VMs 
Get-VM | New-AdvancedSetting -Name "isolation.tools.paste.disable" -
value $true. 
 
The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 

 
 H.5.27 FINDING: CM-5. Access Restrictions for Change: Test ID 

#ESXI6.7-64. The virtual hosts use Virtual Network Computing (VNC) for 
remote connectivity to the ESXi host functions. 
 

 H.5.27 RECOMMENDATION: CM-5. Access Restrictions for Change: Test 
ID #ESXI6.7-64. Disable remote display using the VNC protocol. One 
method to implement the recommended state is to run the following 
PowerCLI command: 
 
# Add the setting to all VMs 
Get-VM | New-AdvancedSetting -Name "RemoteDisplay.vnc.enabled" -
value $false. 
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The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot of the "RemoteDisplay.vnc.enabled" setting with the 
agency's CAP. 

 
H.6 
  

FINDING: The STS managed Hitachi VSP G600 Storage Area Network 
(SAN) with hostnames 441807 and 441546 are not configured in 
compliance with IRS Publication 1075 standards. (Moderate) 
  

H.6  RECOMMENDATION: STS management should review and update 
each SAN to ensure it is configured securely. STS can accomplish this 
by using the following recommendations to address non-compliant 
items. 
  

Component Findings:  
 
 H.6.1 FINDING: AU-2. Audit Events: Test ID #SAN-25. Audit logs do not 

capture sufficient auditable events. 
 

 H.6.1 RECOMMENDATION: AU-2. Audit Events: Test ID #SAN-25. Log all 
required security-related events and ensure the following is included: 
 
     a) all unsuccessful login and authorization attempts. 
     b) all identification and authentication attempts. 
     c) all actions, connections and requests performed by privileged users  
     d) all actions, connections and requests performed by privileged  
         functions. 
     e) all changes to logical access control authorities 
     f) all system changes with the potential to compromise the integrity of    
        security policy configurations  
     g) the creation, modification and deletion of objects including files,  
        directories and user accounts. 
     h) the creation, modification and deletion of user accounts and group  
        accounts. 
     i) the creation, modification and deletion of user account and group     
        account privileges. 
     j) system startup and shutdown functions. 
 
The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
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taken and the agency's actual or planned implementation date, in the CAP 
provided with this report.  IRS will monitor completion against the agency's 
planned implementation date. 

 
 H.6.2 FINDING: AU-3.  Content of Audit Records:  Test ID #SAN-26.  

Content of audit records is not sufficient. 
 

 H.6.2 RECOMMENDATION: AU-3.  Content of Audit Records:  Test ID 
#SAN-26.  Ensure audit records capture, sufficient information to establish 
what events occurred, the sources of the events, which includes the 
following at a minimum:   
 
     1) Service timestamps and/or log datetime 
     2) User ID (if available), but do not log password used 
     3) Action/request attempted (particularly:  interface status changes,  
        changes to the system configuration, access list matches and/or     
        failures) 
     4) Success or failure of the action;  
     5) Date/time stamp of the event and Source address of the request.   
     6) Disabling of audit features or failures 
     7) Clearing of audit log files  
 
The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
provided with this report.  IRS will monitor completion against the agency's 
planned implementation date. 

 
H.7 
  

FINDING: The TennCare Tennessee Eligibility Determination System 
(TEDS) / Worker Portal Application is not configured in compliance with 
IRS Publication 1075 standards. (Significant) 
  

H.7  RECOMMENDATION: Agency management should review and update 
the Application to ensure it is configured securely. Agency can 
accomplish this by using the following recommendations to address 
non-compliant items. 
  

Component Findings:  
 
 H.7.1 FINDING: AU-2. Audit Events: Test ID #APP-16. Application does 

not adequately log all security-relevant events. 
 

 H.7.1 RECOMMENDATION: AU-2. Audit Events: Test ID #APP-16. Ensure 
the application adequately logs all security-relevant events (e.g., successful 
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and unsuccessful logons, logoff, all actions, connections and requests 
performed by privileged users). Configure the application to capture 
access, modification, deletion and movement of FTI by each unique user. 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a copy of the security policy regarding what is to be captured within 
the audit logs with the agency's CAP. 

 
 H.7.2 FINDING: AU-6.  Audit Review, Analysis, and Reporting:  Test ID 

#APP-20.  Administrators do not review logs on a weekly basis. 
 

 H.7.2 RECOMMENDATION: AU-6.  Audit Review, Analysis, and Reporting:  
Test ID #APP-20. Develop procedures to review application audit logs 
weekly for potential anomalies. The targeted implementation date for this 
recommendation is December 6, 2022, which is 6 months from the date of 
the closing conference. Please report the finding status, including the 
detailed actions proposed or taken and the agency's actual or planned 
implementation date, in the CAP provided with this report.  IRS will monitor 
completion against the agency's planned implementation date. To close 
this finding, please provide a copy of the audit review procedures that show 
that logs are reviewed weekly with the agency's CAP. 

 
 H.7.3 FINDING: SC-4. Information in Shared Resources: Test ID #APP-51. 

The UserID is stored and maintained within the cookie provided by the 
application. 
 

 H.7.3 RECOMMENDATION: SC-4. Information in Shared Resources: Test 
ID #APP-51. Configure the system to eliminate any identifying information 
in the application cookie. The targeted implementation date for this 
recommendation is December 6, 2022, which is 6 months from the date of 
the closing conference. Please report the finding status, including the 
detailed actions proposed or taken and the agency's actual or planned 
implementation date, in the CAP provided with this report.  IRS will monitor 
completion against the agency's planned implementation date.  To close 
this finding, please provide a screenshot of the updated cookie settings 
with the agency's CAP. 

 
H.8 
  

FINDING: The STS Microsoft Windows 10 Administrator Workstations 
with sampled hostnames AG0119WA009940, AG0119WA009953 and 
AG0319WA016542 are not configured in compliance with IRS 
Publication 1075 standards. (Significant) 
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H.8  RECOMMENDATION: STS management should review and update 
each Windows 10 workstation used to access FTI and/or manage FTI 
systems to ensure it is configured securely. STS can accomplish this by 
using the following recommendations to address non-compliant items. 
  

Component Findings:  
 
 H.8.1 FINDING: AC-6. Least Privilege: Test ID #Win10-036. The setting 

"Load and unload device drivers" is not set to "Administrators". 
 

 H.8.1 RECOMMENDATION: AC-6. Least Privilege: Test ID #Win10-036. 
Set "Load and unload device drivers" to "Administrators". One method to 
achieve the recommended configuration via GP:   
 
Set the following UI path to Administrators: Computer 
Configuration\Policies\Windows Settings\Security Settings\Local 
Policies\User Rights Assignment\Load and unload device drivers. 
 
The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 

 
 H.8.2 FINDING: CM-7. Least Functionality: Test ID #Win10-112. The 

security setting "Infrared monitor service (irmon)" has not been set to 
disabled. 
 

 H.8.2 RECOMMENDATION: CM-7. Least Functionality: Test ID  
#Win10-112. Set "Infrared monitor service (irmon)" to "Disabled". One 
method to achieve the recommended configuration via GP:   
 
Set the following UI path to: Disabled. Computer 
Configuration\Policies\Windows Settings\Security Settings\System 
Services\Infrared monitor service. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot of the setting and/or a comprehensive group policy 
result report (e.g., gpresult) with the agency's CAP. 
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 H.8.3 FINDING: AC-11. Session Lock: Test ID #Win10-204. The setting 
"MSS: (ScreenSaverGracePeriod) The time in seconds before the screen 
saver grace period expires (0 recommended)" is not set to "Enabled: 5 or 
fewer seconds". 
 

 H.8.3 RECOMMENDATION: AC-11. Session Lock: Test ID #Win10-204. 
Set "MSS: (ScreenSaverGracePeriod) The time in seconds before the 
screen saver grace period expires (0 recommended)" to "Enabled: 5 or 
fewer seconds". One method to achieve the recommended configuration 
via GP:   
 
Set the following UI path to Enabled: 5 or fewer seconds: Computer 
Configuration\Policies\Administrative Templates\MSS (Legacy)\MSS: 
(ScreenSaverGracePeriod) The time in seconds before the screen saver 
grace period expires (0 recommended). 
 
The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 

 
 H.8.4 FINDING: SC-7. Boundary Protection: Test ID #Win10-213. The 

setting "Prohibit connection to non-domain networks when connected to 
domain authenticated network" is not enabled. 
 

 H.8.4 RECOMMENDATION: SC-7. Boundary Protection: Test ID  
#Win10-213. Set "Prohibit connection to non-domain networks when 
connected to domain authenticated network" to "Enabled". One method to 
achieve the recommended configuration via GP:   
 
Set the following UI path to Enabled: Computer 
Configuration\Policies\Administrative Templates\Network\Windows 
Connection Manager\Prohibit connection to non-domain networks when 
connected to domain authenticated network. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot of the setting and/or a comprehensive group policy 
result report (e.g., gpresult) with the agency's CAP. 
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 H.8.5 FINDING: CM-7. Least Functionality: Test ID #Win10-300. The 
Configure Windows Defender SmartScreen has not been set to Enabled: 
Warn and prevent bypass. 
 

 H.8.5 RECOMMENDATION: CM-7. Least Functionality: Test ID  
#Win10-300. Set "Configure Windows Defender SmartScreen" to "Enabled: 
Warn and prevent bypass". One method to achieve the recommended 
configuration via GP:   
 
Set the following UI path to Enabled: Warn and prevent bypass: Computer 
Configuration\Policies\Administrative Templates\Windows 
Components\Windows Defender SmartScreen\Explorer\Configure 
Windows Defender SmartScreen. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot of the setting and/or a comprehensive group policy 
result report (e.g., gpresult) with the agency's CAP. 

 
H.9 
  

FINDING: The TennCare IBM HTTP WebSphere v 9.0.5.8 Web Server 
with the hostname ASH57SDCLW02017 is not configured in compliance 
with IRS Publication 1075 standards.  (Moderate) 
  

H.9  RECOMMENDATION: Agency management should review and update 
the Application to ensure it is configured securely. Agency can 
accomplish this by using the following recommendations to address 
non-compliant items. 
  

Component Findings:  
 
 H.9.1 FINDING: CM-6. Configuration Settings:  Test ID #WEB-20.  The 

web server uses port 8443. 
 

 H.9.1 RECOMMENDATION: CM-6. Configuration Settings:  Test ID  
#WEB-20. Configure the web server to use secure ports such as 80 and 
443. The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference.  
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
provided with this report.  IRS will monitor completion against the agency's 
planned implementation date. 
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H.10 
  

FINDING: The TennCare Oracle 19.14 Teds Database  with sampled 
hostnames AH57SDCLC02011, and AH57SDCLC02012 are not 
configured in compliance with IRS Publication 1075 standards. 
(Significant) 
  

H.10  RECOMMENDATION: TennCare management should review and 
update each Oracle 19.14  to ensure it is configured securely. TennCare 
can accomplish this by using the following recommendations to address 
non-compliant items. 
  

Component Findings:  
 
 H.10.1 FINDING: AC-8. System Use Notification: Test ID #ORAGEN-21. 

Warning banner does not exist. 
 

 H.10.1 RECOMMENDATION: AC-8. System Use Notification: Test ID 
#ORAGEN-21. Configure the database warning banner so that it is 
compliant with IRS publication 1075 guidelines. The warning banner is 
compliant if it contains the following four elements: 
 
     1) the system contains US government information 
     2) users actions are monitored and audited 
     3) unauthorized use of the system is prohibited 
     4) unauthorized use of the system is subject to criminal and civil  
         penalties  
 
The targeted implementation date for this recommendation is June 9, 2023, 
which is 12 months from the date of the closing conference. Please report 
the finding status, including the detailed actions proposed or taken and the 
agency's actual or planned implementation date, in the CAP provided with 
this report. IRS will monitor completion against the agency's planned 
implementation date. 

 
 H.10.2 FINDING: CM-6. Configuration Settings: Test ID #ORA19-04. The 

'GLOBAL_NAMES parameter' is not set to 'TRUE'. 
 

 H.10.2 RECOMMENDATION: CM-6. Configuration Settings: Test ID 
#ORA19-04. Set the GLOBAL_NAMES parameter to TRUE. One method 
to achieve the recommended state is to issue the following statement from 
the SQL command prompt: 
 
ALTER SYSTEM SET GLOBAL_NAMES = TRUE SCOPE = SPFILE;  
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The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing the GLOBAL_NAMES parameter value with 
the agency's CAP. 

 
 H.10.3 FINDING: AC-17. Remote Access: Test ID #ORA19-06. The 

'REMOTE_LISTENER' is not empty. 
 

 H.10.3 RECOMMENDATION: AC-17. Remote Access: Test ID  
#ORA19-06. Set the REMOTE_LISTENER parameter to a value of empty. 
One method to achieve the recommended state is to issue the following 
statement from the SQL command prompt: 
 
ALTER SYSTEM SET REMOTE_LISTENER = '' SCOPE = SPFILE;  
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing that the REMOTE_LISTENER parameter 
has been set to a value of empty with the agency's CAP. 

 
 H.10.4 FINDING: AC-3. Access Enforcement: Test ID #ORA19-07. The 

'REMOTE_LOGIN_PASSWORDFILE' is not set to 'NONE'. 
 

 H.10.4 RECOMMENDATION: AC-3. Access Enforcement: Test ID 
#ORA19-07. Set the REMOTE_LOGIN_PASSWORDFILE parameter to 
NONE. One method to achieve the recommended state is to issue the 
following statement from the SQL command prompt: 
 
ALTER SYSTEM SET REMOTE_LOGIN_PASSWORDFILE = 'NONE' 
SCOPE = SPFILE;  
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
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provide a screenshot showing the REMOTE_LOGIN_PASSWORDFILE 
parameter value with the agency's CAP. 

 
 H.10.5 FINDING: AU-12. Audit Generation: Test ID #ORA19-13. The 

'SEC_PROTOCOL_ERROR_TRACE_ACTION' is not set to 'LOG'. 
 

 H.10.5 RECOMMENDATION: AU-12. Audit Generation: Test ID  
#ORA19-13. Set the SEC_PROTOCOL_ERROR_TRACE_ACTION 
parameter to LOG. One method to achieve the recommended state is to 
issue the following statement from the SQL command prompt: 
 
ALTER SYSTEM SET 
SEC_PROTOCOL_ERROR_TRACE_ACTION=LOG SCOPE = SPFILE;  
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing the 
SEC_PROTOCOL_ERROR_TRACE_ACTION parameter value with the 
agency's CAP. 

 
 H.10.6 FINDING: AC-6. Least Privilege: Test ID #ORA19-16. The 

'_TRACE_FILES_PUBLIC' parameter is not set to 'FALSE'. 
 

 H.10.6 RECOMMENDATION: AC-6. Least Privilege: Test ID #ORA19-16. 
Set the _TRACE_FILES_PUBLIC parameter to FALSE. One method to 
achieve the recommended state is to issue the following statement from the 
SQL command prompt: 
 
ALTER SYSTEM SET "_trace_files_public" = FALSE SCOPE = SPFILE;  
 
The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 

 
 H.10.7 FINDING: AC-7. Unsuccessful Logon Attempts: Test ID  

#ORA19-18. The 'FAILED_LOGIN_ATTEMPTS' is not Less than or Equal 
to '3'. 
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 H.10.7 RECOMMENDATION: AC-7. Unsuccessful Logon Attempts: Test 
ID #ORA19-18. Set the FAILED_LOGIN_ATTEMPTS to less than or equal 
to 3. One method to achieve the recommended state is to issue the 
following statement from the SQL command prompt: 
 
ALTER PROFILE <profile_name> LIMIT FAILED_LOGIN_ATTEMPTS 3;  
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing the FAILED_LOGIN_ATTEMPTS parameter 
value with the agency's CAP. 

 
 H.10.8 FINDING: AC-7. Unsuccessful Logon Attempts: Test ID  

#ORA19-19. The 'PASSWORD_LOCK_TIME' parameter is not Greater 
than or Equal to '0.0104'. 
 

 H.10.8 RECOMMENDATION: AC-7. Unsuccessful Logon Attempts: Test 
ID #ORA19-19. Set the PASSWORD_LOCK_TIME parameter to greater 
than or equal to 15 Min. One method to achieve the recommended state is 
to issue the following from a SQL command prompt for each profile: 
 
ALTER PROFILE <profile_name> LIMIT PASSWORD_LOCK_TIME 
0.0104;  
 
The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 

 
 H.10.9 FINDING: IA-5. Authenticator Management : Test ID #ORA19-20. 

The 'PASSWORD_LIFE_TIME' parameter is not less than or Equal to '90' 
for normal users, and '60' for Privilege Accounts. 
 

 H.10.9 RECOMMENDATION: IA-5. Authenticator Management : Test ID 
#ORA19-20. Set the PASSWORD_LIFE_TIME parameter to less than or 
equal to 90 for normal users, and 60 for Privilege Accounts. One method to 
achieve the recommended state is to issue the following from a SQL 
command prompt for each profile: 
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Regular User's Accounts: 
ALTER PROFILE <profile_name> LIMIT PASSWORD_LIFE_TIME 90; 
 
Privilege Accounts: 
ALTER PROFILE <profile_name> LIMIT PASSWORD_LIFE_TIME 60; 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing the PASSWORD_LIFE_TIME parameter 
value for standard and privileged users with the agency's CAP. 

 
 H.10.10 FINDING: IA-5. Authenticator Management : Test ID #ORA19-23. 

The 'PASSWORD_GRACE_TIME' parameter is not Less than or Equal to 
'0'. 
 

 H.10.10 RECOMMENDATION: IA-5. Authenticator Management : Test ID 
#ORA19-23. Set the PASSWORD_GRACE_TIME parameter to less than 
or equal to 0. One method to achieve the recommended state is to issue 
the following statement from the SQL command prompt: 
 
ALTER PROFILE <profile_name> LIMIT PASSWORD_GRACE_TIME 0;  
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing the PASSWORD_GRACE_TIME parameter 
value with the agency's CAP. 

 
 H.10.11 FINDING: AC-10. Concurrent Session : Test ID #ORA19-25. The 

'SESSIONS_PER_USER' parameter is not Equal to '10'. 
 

 H.10.11 RECOMMENDATION: AC-10. Concurrent Session : Test ID 
#ORA19-25. Set the SESSIONS_PER_USER parameter to less than or 
equal to 0. One method to achieve the recommended state is to issue the 
following statement from the SQL command prompt: 
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ALTER PROFILE <profile_name> LIMIT SESSIONS_PER_USER 10;  
 
The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 

 
 H.10.12 FINDING: AC-12. Session Termination: Test ID #ORA19-26. The 

INACTIVE_ACCOUNT_TIME has not been set to 120 or less. 
 

 H.10.12 RECOMMENDATION: AC-12. Session Termination: Test ID 
#ORA19-26. Set the 'INACTIVE_ACCOUNT_TIME' to 120 or less. One 
method to achieve the recommended state is to issue the following 
statement from the SQL command prompt: 
 
ALTER PROFILE <profile_name> LIMIT INACTIVE_ACCOUNT_TIME 120;  
 
The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 

 
 H.10.13 FINDING: AC-6. Least Privilege: Test ID #ORA19-33. The 

'EXECUTE' privilege is not revoked from 'PUBLIC' on "Network" Packages. 
 

 H.10.13 RECOMMENDATION: AC-6. Least Privilege: Test ID #ORA19-33. 
Revoke EXECUTE from PUBLIC on Network Packages. One method to 
achieve the recommended state is to issue the following statement from the 
SQL command prompt: 
 
REVOKE EXECUTE ON DBMS_LDAP FROM PUBLIC; 
REVOKE EXECUTE ON UTL_INADDR FROM PUBLIC; 
REVOKE EXECUTE ON UTL_TCP FROM PUBLIC; 
REVOKE EXECUTE ON UTL_MAIL FROM PUBLIC; 
REVOKE EXECUTE ON UTL_SMTP FROM PUBLIC; 
REVOKE EXECUTE ON UTL_DBWS FROM PUBLIC; 
REVOKE EXECUTE ON UTL_ORAMTS FROM PUBLIC; 
REVOKE EXECUTE ON UTL_HTTP FROM PUBLIC; 
REVOKE EXECUTE ON HTTPURITYPE FROM PUBLIC;  
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The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing that the EXECUTE has been revoked from 
PUBLIC on network packages with the agency's CAP. 

 
 H.10.14 FINDING: AC-6. Least Privilege: Test ID #ORA19-34. The 

'EXECUTE' privilege is not revoked from 'PUBLIC' on 'File System' 
Packages. 
 

 H.10.14 RECOMMENDATION: AC-6. Least Privilege: Test ID #ORA19-34. 
Revoke EXECUTE from PUBLIC on File System Packages. One method to 
achieve the recommended state is to issue the following statement from the 
SQL command prompt: 
 
REVOKE EXECUTE ON DBMS_ADVISOR FROM PUBLIC; 
REVOKE EXECUTE ON DBMS_LOB FROM PUBLIC; 
REVOKE EXECUTE ON UTL_FILE FROM PUBLIC;  
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing that the EXECUTE has been revoked from 
PUBLIC on File System packages with the agency's CAP. 

 
 H.10.15 FINDING: AC-6. Least Privilege: Test ID #ORA19-35. The 

'EXECUTE' privilege is not revoked from 'PUBLIC' on 'Encryption' 
Packages. 
 

 H.10.15 RECOMMENDATION: AC-6. Least Privilege: Test ID #ORA19-35. 
Revoke EXECUTE from PUBLIC on Encryption Packages. One method to 
achieve the recommended state is to issue the following statement from the 
SQL command prompt: 
 
REVOKE EXECUTE ON DBMS_CRYPTO FROM PUBLIC; 
REVOKE EXECUTE ON DBMS_OBFUSCATION_TOOLKIT FROM 
PUBLIC; 
REVOKE EXECUTE ON DBMS_RANDOM FROM PUBLIC;  
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The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing that the EXECUTE has been revoked from 
PUBLIC on Encryption packages with the agency's CAP. 

 
 H.10.16 FINDING: AC-6. Least Privilege: Test ID #ORA19-36. The 

'EXECUTE' privilege is not revoked from 'PUBLIC' on 'Java' Packages. 
 

 H.10.16 RECOMMENDATION: AC-6. Least Privilege: Test ID #ORA19-36. 
Revoke EXECUTE from PUBLIC on Java Packages. One method to 
achieve the recommended state is to issue the following statement from the 
SQL command prompt: 
 
REVOKE EXECUTE ON DBMS_JAVA FROM PUBLIC; 
REVOKE EXECUTE ON DBMS_JAVA_TEST FROM PUBLIC;  
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing that the EXECUTE has been revoked from 
PUBLIC on Java packages with the agency's CAP. 

 
 H.10.17 FINDING: AC-6. Least Privilege: Test ID #ORA19-37. The 

'EXECUTE' privilege is not revoked from 'PUBLIC' on 'Job Scheduler' 
Packages. 
 

 H.10.17 RECOMMENDATION: AC-6. Least Privilege: Test ID #ORA19-37. 
Revoke EXECUTE from PUBLIC on Job Scheduler Packages. One method 
to achieve the recommended state is to issue the following statement from 
the SQL command prompt: 
 
REVOKE EXECUTE ON DBMS_JOB FROM PUBLIC; 
REVOKE EXECUTE ON DBMS_SCHEDULER FROM PUBLIC;  
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
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in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing that the EXECUTE has been revoked from 
PUBLIC on job scheduler packages with the agency's CAP. 

 
 H.10.18 FINDING: AC-6. Least Privilege: Test ID #ORA19-38. The 

'EXECUTE' privilege is not revoked from 'PUBLIC' on 'SQL Injection 
Helper' Packages. 
 

 H.10.18 RECOMMENDATION: AC-6. Least Privilege: Test ID #ORA19-38. 
Revoke EXECUTE from PUBLIC on SQL Injection Helper Packages. One 
method to achieve the recommended state is to issue the following 
statement from the SQL command prompt: 
 
REVOKE EXECUTE ON DBMS_SQL FROM PUBLIC; 
REVOKE EXECUTE ON DBMS_XMLGEN FROM PUBLIC; 
REVOKE EXECUTE ON DBMS_XMLQUERY FROM PUBLIC; 
REVOKE EXECUTE ON DBMS_XMLSAVE FROM PUBLIC; 
REVOKE EXECUTE ON DBMS_XMLSTORE FROM PUBLIC; 
REVOKE EXECUTE ON DBMS_AW FROM PUBLIC; 
REVOKE EXECUTE ON OWA_UTIL FROM PUBLIC; 
REVOKE EXECUTE ON DBMS_REDACT FROM PUBLIC;  
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing that the EXECUTE has been revoked from 
PUBLIC on SQL injection helper packages with the agency's CAP. 

 
 H.10.19 FINDING: AC-6. Least Privilege: Test ID #ORA19-40. 'ALL' Is not 

Revoked from Unauthorized 'GRANTEE' on 'AUD$'. 
 

 H.10.19 RECOMMENDATION: AC-6. Least Privilege: Test ID #ORA19-40. 
Revoke the ALL privilege from unauthorized GRANTEE on AUD$. One 
method to achieve the recommended state is to issue the following 
statement from the SQL command prompt: 
 
REVOKE ALL ON AUD$ FROM <grantee>;  
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
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proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing that the ALL privilege has been revoked from 
unauthorized GRANTEE on AUD$ with the agency's CAP. 

 
 H.10.20 FINDING: AC-6. Least Privilege: Test ID #ORA19-41. The 'DBA' 

role Is not Revoked from Unauthorized 'GRANTEE'. 
 

 H.10.20 RECOMMENDATION: AC-6. Least Privilege: Test ID #ORA19-41. 
Revoke ALL from Unauthorized GRANTEE on DBA_%.  One method to 
achieve the recommended state is to replace _`<Non-DBA/SYS grantee>`_ 
in the query below, with the Oracle login(s) or role(s) returned from the 
associated audit procedure and execute: 
 
REVOKE ALL ON <DBA_%> FROM <Non-DBA/SYS grantee>;  
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing that the DBA_% privilege has been revoked 
from unauthorized GRANTEE with the agency's CAP. 

 
 H.10.21 FINDING: AC-6. Least Privilege: Test ID #ORA19-42. The 'ALL' 

privilege is not revoked from 'Sensitive' Tables. 
 

 H.10.21 RECOMMENDATION: AC-6. Least Privilege: Test ID #ORA19-42. 
Revoke ALL from Sensitive Tables. One method to achieve the 
recommended state is to issue the following statement from the SQL 
commands prompt: 
 
REVOKE ALL ON SYS.CDB_LOCAL_ADMINAUTH$ FROM <grantee>; 
REVOKE ALL ON SYS.DEFAULT_PWD$ FROM <grantee>; 
REVOKE ALL ON SYS.ENC$ FROM <grantee>; 
REVOKE ALL ON SYS.HISTGRM$ FROM <grantee>; 
REVOKE ALL ON SYS.HIST_HEAD$ FROM <grantee>; 
REVOKE ALL ON SYS.LINK$ FROM <grantee>; 
REVOKE ALL ON SYS.PDB_SYNC$ FROM <grantee>; 
REVOKE ALL ON SYS.SCHEDULER$_CREDENTIAL FROM <grantee>; 
REVOKE ALL ON SYS.USER$ FROM <grantee>; 
REVOKE ALL ON SYS.USER_HISTORY$ FROM <grantee>; 
REVOKE ALL ON SYS.XS$VERIFIERS FROM <grantee>;  
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The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing that the ALL privilege has been revoked from 
sensitive tables with the agency's CAP. 

 
 H.10.22 FINDING: AC-6. Least Privilege: Test ID #ORA19-43. The 

'%ANY%' keyword is not revoked from Unauthorized 'GRANTEE'. 
 

 H.10.22 RECOMMENDATION: AC-6. Least Privilege: Test ID #ORA19-43. 
Revoke the %ANY% keyword from unauthorized GRANTEE. One method 
to achieve the recommended state is to issue the following statement from 
the SQL command prompt: 
 
REVOKE '<ANY Privilege>' FROM <grantee>;  
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing that the %ANY% keyword has been revoked 
from unauthorized GRANTEE with the agency's CAP. 

 
 H.10.23 FINDING: AC-6. Least Privilege: Test ID #ORA19-44. The 

'DBA_SYS_PRIVS.%' is not revoked from Unauthorized 'GRANTEE' with 
'ADMIN_OPTION' Set to 'YES'. 
 

 H.10.23 RECOMMENDATION: AC-6. Least Privilege: Test ID #ORA19-44. 
Revoke the DBA_SYS_PRIVS privilege from unauthorized GRANTEE and 
set the ADMIN_OPTION clause to YES. One method to achieve the 
recommended state is to issue the following statement from the SQL 
command prompt: 
 
REVOKE <privilege> FROM <grantee>;  
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
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the agency's planned implementation date. To close this finding, please 
provide a screenshot showing that DBA_SYS_PRIVS has been revoked 
from unauthorized GRANTEE with the agency's CAP. 

 
 H.10.24 FINDING: AC-6. Least Privilege: Test ID #ORA19-47. The 

'SELECT_ANY_DICTIONARY' privilege is not revoked from Unauthorized 
'GRANTEE'. 
 

 H.10.24 RECOMMENDATION: AC-6. Least Privilege: Test ID #ORA19-47. 
Revoke the SELECT_ANY_DICTIONARY privilege from unauthorized 
GRANTEE. One method to achieve the recommended state is to issue the 
following statement from the SQL command prompt: 
 
REVOKE SELECT ANY DICTIONARY FROM <grantee>;  
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing that the SELECT_ANY_DICTIONARY 
privilege has been revoked from unauthorized GRANTEE with the agency's 
CAP. 

 
 H.10.25 FINDING: AC-6. Least Privilege: Test ID #ORA19-48. The 

'SELECT ANY TABLE' privilege is not revoked from Unauthorized 
'GRANTEE'. 
 

 H.10.25 RECOMMENDATION: AC-6. Least Privilege: Test ID #ORA19-48. 
Revoke the SELECT ANY TABLE privilege from unauthorized GRANTEE. 
One method to achieve the recommended state is to issue the following 
statement from the SQL command prompt: 
 
REVOKE SELECT ANY TABLE FROM <grantee>;  
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing that the SELECT ANY TABLE privilege has 
been revoked from unauthorized GRANTEE with the agency's CAP. 
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 H.10.26 FINDING: AC-6. Least Privilege: Test ID #ORA19-49. The 'AUDIT 
SYSTEM' privilege is not revoked from Unauthorized 'GRANTEE'. 
 

 H.10.26 RECOMMENDATION: AC-6. Least Privilege: Test ID #ORA19-49. 
Revoke the AUDIT SYSTEM privilege from unauthorized GRANTEE. One 
method to achieve the recommended state is to issue the following 
statement from the SQL command prompt: 
 
REVOKE AUDIT SYSTEM FROM <grantee>;  
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing that the AUDIT SYSTEM privilege has been 
revoked from unauthorized GRANTEE with the agency's CAP. 

 
 H.10.27 FINDING: AC-6. Least Privilege: Test ID #ORA19-50. The 

'EXEMPT ACCESS POLICY' privilege is not Revoked from Unauthorized 
'GRANTEE'. 
 

 H.10.27 RECOMMENDATION: AC-6. Least Privilege: Test ID #ORA19-50. 
Revoke the EXEMPT ACCESS POLICY privilege from unauthorized 
GRANTEE. One method to achieve the recommended state is to issue the 
following statement from the SQL command prompt: 
 
REVOKE EXEMPT ACCESS POLICY FROM <grantee>;  
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing that the EXEMPT ACCESS POLICY 
privilege has been revoked from unauthorized GRANTEE with the agency's 
CAP. 

 
 H.10.28 FINDING: AC-6. Least Privilege: Test ID #ORA19-51. The 

'BECOME USER' privilege is Revoked from Unauthorized 'GRANTEE'. 
 

 H.10.28 RECOMMENDATION: AC-6. Least Privilege: Test ID #ORA19-51. 
Revoke the BECOME USER privilege from unauthorized GRANTEE. One 
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method to achieve the recommended state is to issue the following 
statement from the SQL command prompt: 
 
REVOKE BECOME USER FROM <grantee>;  
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing that the BECOME USER privilege has been 
revoked from unauthorized GRANTEE with the agency's CAP. 

 
 H.10.29 FINDING: AC-6. Least Privilege: Test ID #ORA19-52. The 

'CREATE_PROCEDURE' privilege is not revoked from Unauthorized 
'GRANTEE'. 
 

 H.10.29 RECOMMENDATION: AC-6. Least Privilege: Test ID #ORA19-52. 
Revoke the CREATE_PROCEDURE privilege from unauthorized 
GRANTEE. One method to achieve the recommended state is to issue the 
following statement from the SQL command prompt: 
 
REVOKE CREATE PROCEDURE FROM <grantee>;  
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing that the CREATE_PROCEDURE privilege 
has been revoked from unauthorized GRANTEE with the agency's CAP. 

 
 H.10.30 FINDING: AC-6. Least Privilege: Test ID #ORA19-53. The 'ALTER 

SYSTEM' privilege is not Revoked from Unauthorized 'GRANTEE'. 
 

 H.10.30 RECOMMENDATION: AC-6. Least Privilege: Test ID #ORA19-53. 
Revoke the ALTER SYSTEM privilege from unauthorized GRANTEE. One 
method to achieve the recommended state is to issue the following 
statement from the SQL command prompt: 
 
REVOKE ALTER SYSTEM FROM <grantee>;  
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The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing that the ALTER SYSTEM privilege has been 
revoked from unauthorized GRANTEE with the agency's CAP. 

 
 H.10.31 FINDING: AC-6. Least Privilege: Test ID #ORA19-56. The 

'GRANT ANY OBJECT PRIVILEGE' Is not Revoked from Unauthorized 
'GRANTEE'. 
 

 H.10.31 RECOMMENDATION: AC-6. Least Privilege: Test ID #ORA19-56. 
Revoke the GRANT ANY OBJECT privilege from unauthorized GRANTEE. 
One method to achieve the recommended state is to issue the following 
statement from the SQL command prompt: 
 
REVOKE GRANT ANY OBJECT PRIVILEGE FROM <grantee>;  
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing that the GRANT ANY OBJECT privilege has 
been revoked from unauthorized GRANTEE with the agency's CAP. 

 
 H.10.32 FINDING: AC-6. Least Privilege: Test ID #ORA19-58. The 

'GRANT ANY PRIVILEGE' Is not Revoked from Unauthorized 'GRANTEE'. 
 

 H.10.32 RECOMMENDATION: AC-6. Least Privilege: Test ID #ORA19-58. 
Revoke the GRANT ANY privilege from unauthorized GRANTEE. One 
method to achieve the recommended state is to issue the following 
statement from the SQL command prompt: 
 
REVOKE GRANT ANY PRIVILEGE FROM <grantee>;  
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
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provide a screenshot showing that the GRANT ANY privilege has been 
revoked from unauthorized GRANTEE with the agency's CAP. 

 
 H.10.33 FINDING: AC-6. Least Privilege: Test ID #ORA19-59. The 

'SELECT_CATALOG_ROLE' Is not Revoked from Unauthorized 
'GRANTEE'. 
 

 H.10.33 RECOMMENDATION: AC-6. Least Privilege: Test ID #ORA19-59. 
Revoke the SELECT_CATALOG_ROLE privilege from unauthorized 
GRANTEE. One method to achieve the recommended state is to issue the 
following statement from the SQL command prompt: 
 
REVOKE SELECT_CATALOG_ROLE FROM <grantee>;  
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing that the SELECT_CATALOG_ROLE 
privilege has been revoked from unauthorized GRANTEE with the agency's 
CAP. 

 
 H.10.34 FINDING: AC-6. Least Privilege: Test ID #ORA19-61. The 'DBA' 

role Is not Revoked from Unauthorized 'GRANTEE'. 
 

 H.10.34 RECOMMENDATION: AC-6. Least Privilege: Test ID #ORA19-61. 
Revoke the DBA privilege from unauthorized GRANTEE. One method to 
achieve the recommended state is to issue the following statement from the 
SQL command prompt: 
 
REVOKE DBA FROM <grantee>;  
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing that the DBA privilege has been revoked 
from unauthorized GRANTEE with the agency's CAP. 
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H.11 
  

FINDING: The TennCare Red Hat Enterprise Linux 7.9 ESB, 
Application, and Database Host Servers with sampled hostnames 
ah57sdcla02135, ah57ndcla02063, ah57sdcla02135 and 
ah57sdclw02039 are not configured in compliance with IRS Publication 
1075 standards. (Significant) 
  

H.11  RECOMMENDATION: TennCare management should review and 
update each RHEL server used to access, store, process, transmit, 
and/or protect FTI to ensure it is configured securely. TennCare can 
accomplish this by using the following recommendations to address 
non-compliant items. 
  

Component Findings:  
 
 H.11.1 FINDING: CM-7. Least Functionality: Test ID #RHL7-02. The nodev 

option has not been set on the /tmp partition. 
 

 H.11.1 RECOMMENDATION: CM-7. Least Functionality: Test ID  
#RHL7-02. Set the nodev option on the /tmp partition to ensure that users 
cannot attempt to create block or character special devices in `/tmp`. One 
method to achieve the recommended state is to execute the following 
command(s): 
 
Edit the `/etc/fstab` file and add `nodev` to the fourth field (mounting 
options) for the `/tmp` partition.  
 
Run the following command to remount `/tmp`: 
 
# mount -o remount,nodev /tmp.\\\ 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing nodev option settings on the /tmp partition 
with the agency's CAP. 

 
 H.11.2 FINDING: CM-7. Least Functionality: Test ID #RHL7-03. The nosuid 

option has not been set on the /tmp partition. 
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 H.11.2 RECOMMENDATION: CM-7. Least Functionality: Test ID  
#RHL7-03. Set the nosuid option on the /tmp partition to ensure that users 
cannot create `setuid` files in `/tmp` . One method to achieve the 
recommended state is to execute the following command(s): 
 
Edit the `/etc/fstab` file and add `nosuid` to the fourth field (mounting 
options) for the `/tmp` partition.  
 
Run the following command to remount `/tmp`: 
 
# mount -o remount,nosuid /tmp. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing nosuid option settings on the /tmp partition 
with the agency's CAP. 

 
 H.11.3 FINDING: CM-7. Least Functionality: Test ID #RHL7-04. The 

noexec option has not been set on the /tmp partition. 
 

 H.11.3 RECOMMENDATION: CM-7. Least Functionality: Test ID  
#RHL7-04. Set the noexec option on the /tmp partition to ensure that users 
cannot run executable binaries from `/tmp`. One method to achieve the 
recommended state is to execute the following command(s): 
 
Edit the `/etc/fstab` file and add `noexec` to the fourth field (mounting 
options) for the `/tmp` partition.  
 
Run the following command to remount `/tmp`: 
# mount -o remount,noexec /tmp. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing noexec option settings on the /tmp partition 
with the agency's CAP. 
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 H.11.4 FINDING: CM-6. Configuration Settings: Test ID #RHL7-15. Sticky 
Bit has not been set on all World-Writable directories. 
 

 H.11.4 RECOMMENDATION: CM-6. Configuration Settings: Test ID 
#RHL7-15. Remove sticky bit on all world-writable directories to prevent 
user ability to delete or rename files in world writable directories (such as 
`/tmp` ) that are owned by another user. One method to achieve the 
recommended state is to execute the following command(s): 
 
# df --local -P | awk '{if (NR!=1) print $6}' | xargs -I '{}' find '{}' -xdev -type d 
\( -perm -0002 -a ! -perm -1000 \) 2>/dev/null | xargs -I '{}' chmod a+t '{}'. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing  sticky bit on all world-writable directories 
with the agency's CAP. 

 
 H.11.5 FINDING: SI-7. Software, Firmware and Information Integrity: Test 

ID #RHL7-28. AIDE has not been installed to provide modification 
information on the system. 
 

 H.11.5 RECOMMENDATION: SI-7. Software, Firmware and Information 
Integrity: Test ID #RHL7-28. Install and configure AIDE file integrity 
checking to prevent or limit the exposure of accidental or malicious 
misconfigurations or modified binaries. One method to achieve the 
recommended state is to execute the following command(s): 
 
# dnf install aide 
 
Configure AIDE as appropriate for your environment. Consult the AIDE 
documentation for options. 
 
Initialize AIDE: 
 
Run the following commands: 
 
# aide --init 
# mv /var/lib/aide/aide.db.new.gz /var/lib/aide/aide.db.gz. 
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The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing AIDE installed settings with the agency's 
CAP. 

 
 H.11.6 FINDING: SI-7. Software, Firmware and Information Integrity: Test 

ID #RHL7-29. AIDE is not configured to sweep the filesystem on a regular 
basis. 
 

 H.11.6 RECOMMENDATION: SI-7. Software, Firmware and Information 
Integrity: Test ID #RHL7-29. Regularly check filesystem integrity to 
determine on a regular basis if critical files have been changed in an 
unauthorized fashion. One method to achieve the recommended state is to 
execute the following command(s):  
 
# crontab -u root -e 
 
Add the following line to the crontab: 
 
0 5 * * * /usr/sbin/aide --check. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing results of the "# crontab -u root -e" command 
with the agency's CAP. 

 
 H.11.7 FINDING: AC-3. Access Enforcement: Test ID #RHL7-30. 

/etc/grub.conf file does not have correct permissions. 
 

 H.11.7 RECOMMENDATION: AC-3. Access Enforcement: Test ID  
#RHL7-30. Configure permissions on the bootloader config file in order to 
prevent non-root users from seeing the boot parameters or changing them. 
One method to achieve the recommended state is to execute the following 
command(s): 
 
# chown root:root /boot/grub2/grub.cfg 
# chmod og-rwx /boot/grub2/grub.cfg  
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# chown root:root /boot/grub2/grubenv 
# chmod og-rwx /boot/grub2/grubenv. 
 
The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 

 
 H.11.8 FINDING: SC-28. Memory Protection: Test ID #RHL7-33. Core 

Dumps have not been restricted. 
 

 H.11.8 RECOMMENDATION: SC-28. Memory Protection: Test ID  
#RHL7-33. Restrict core dumps to prevent users from overriding the soft 
variable. If core dumps are required, consider setting limits for user groups 
(see `limits.conf(5)` ). In addition, setting the `fs.suid_dumpable` variable to 
0 will prevent setuid programs from dumping core. One method to achieve 
the recommended state is to execute the following command(s): 
 
Add the following line to `/etc/security/limits.conf` or a 
`/etc/security/limits.d/*` file: 
hard core 0 
 
Set the following parameter in `/etc/sysctl.conf` or a `/etc/sysctl.d/*` file: 
fs.suid_dumpable = 0 
 
Run the following command to set the active kernel parameter: 
# sysctl -w fs.suid_dumpable=0 
 
If systemd-coredump is installed: 
edit `/etc/systemd/coredump.conf` and add/modify the following lines: 
 
Storage=none 
ProcessSizeMax=0 
 
Run the command: 
systemctl daemon-reload. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
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provide a screenshot showing settings of the `fs.suid_dumpable` variable 
with the agency's CAP. 

 
 H.11.9 FINDING: SI-16. Memory Protection: Test ID #RHL7-35. Virtual 

memory has not been randomized. 
 

 H.11.9 RECOMMENDATION: SI-16. Memory Protection: Test ID  
#RHL7-35. Enable address space layout randomization (ASLR) to make it 
difficult to write memory page exploits as the memory placement will be 
consistently shifting. One method to achieve the recommended state is to 
execute the following command(s):  
 
Set the following parameter in `/etc/sysctl.conf` or a `/etc/sysctl.d/*` file: 
kernel.randomize_va_space = 2 
 
Run the following command to set the active kernel parameter: 
# sysctl -w kernel.randomize_va_space=2. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing Enabled address space layout 
randomization (ASLR) settings with the agency's CAP. 

 
 H.11.10 FINDING: CM-7. Least Functionality: Test ID #RHL7-64. Mail 

transfer agents have not been set to Local-Only Mode. 
 

 H.11.10 RECOMMENDATION: CM-7. Least Functionality: Test ID  
#RHL7-64. Configure the mail transfer agent for local-only mode. One 
method to achieve the recommended state is to execute the following 
command(s): 
 
Edit `/etc/postfix/main.cf` and add the following line to the RECEIVING 
MAIL section. If the line already exists, change it to look like the line below: 
 
inet_interfaces = loopback-only 
 
Run the following command to restart `postfix` 
# systemctl restart postfix.  
 
 
 



 
SECTION H                                                        FINDINGS AND RECOMMENDATIONS 

69  
 

Property of the IRS - Subject to federal disclosure and use restrictions 
 

The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing configured mail transfer agent for local-only 
mode settings with the agency's CAP. 

 
 H.11.11 FINDING: CM-7. Least Functionality: Test ID #RHL7-77. telnet-

server has not been removed from the system. 
 

 H.11.11 RECOMMENDATION: CM-7. Least Functionality: Test ID  
#RHL7-77. Disable the telnet client. One method for implementing the 
recommended state is to run the following command to uninstall telnet : 
 
# yum remove telnet. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot of the output provided from executing the yum 
remove telnet command with the agency's CAP. 

 
 H.11.12 FINDING: CM-7. Least Functionality: Test ID #RHL7-80. IP 

Forwarding has not been disabled. 
 

 H.11.12 RECOMMENDATION: CM-7. Least Functionality: Test ID  
#RHL7-80. Disable the use of IP forwarding to ensure that a system with 
multiple interfaces (for example, a hard proxy), will never be able to forward 
packets, and therefore never serve as a router. One method to achieve the 
recommended state is to execute the following command(s): 
 
# grep -Els "^\s*net\.ipv4\.ip_forward\s*=\s*1" /etc/sysctl.conf 
/etc/sysctl.d/*.conf /usr/lib/sysctl.d/*.conf /run/sysctl.d/*.conf | while read 
filename; do sed -ri "s/^\s*(net\.ipv4\.ip_forward\s*)(=)(\s*\S+\b).*$/# 
*REMOVED* \1/" $filename; done; sysctl -w net.ipv4.ip_forward=0; sysctl -
w net.ipv4.route.flush=1 
 
# grep -Els "^\s*net\.ipv6\.conf\.all\.forwarding\s*=\s*1" /etc/sysctl.conf 
/etc/sysctl.d/*.conf /usr/lib/sysctl.d/*.conf /run/sysctl.d/*.conf | while read 
filename; do sed -ri 
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"s/^\s*(net\.ipv6\.conf\.all\.forwarding\s*)(=)(\s*\S+\b).*$/# *REMOVED* \1/" 
$filename; done; sysctl -w net.ipv6.conf.all.forwarding=0; sysctl -w 
net.ipv6.route.flush=1. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing disabled IP forwarding settings with the 
agency's CAP. 

 
 H.11.13 FINDING: CM-7. Least Functionality: Test ID #RHL7-81. Send 

Packet Redirects have not been disabled. 
 

 H.11.13 RECOMMENDATION: CM-7. Least Functionality: Test ID  
#RHL7-81. Disable packet redirect sending. One method to achieve the 
recommended state is to execute the following command(s): 
 
Set the following parameters in `/etc/sysctl.conf` or a `/etc/sysctl.d/*` file: 
 
net.ipv4.conf.all.send_redirects = 0 
net.ipv4.conf.default.send_redirects = 0 
 
Run the following commands to set the active kernel parameters: 
# sysctl -w net.ipv4.conf.all.send_redirects=0 
# sysctl -w net.ipv4.conf.default.send_redirects=0 
# sysctl -w net.ipv4.route.flush=1. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing disabled packet redirect sending settings 
with the agency's CAP. 

 
 H.11.14 FINDING: SC-7. Boundary Protection: Test ID #RHL7-82. Source 

Routed Packet Acceptance has not been disabled. 
 

 H.11.14 RECOMMENDATION: SC-7. Boundary Protection: Test ID 
#RHL7-82. Do not accept source routed packets. One method to achieve 
the recommended state is to execute the following command(s):  
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Set the following parameters in `/etc/sysctl.conf` or a `/etc/sysctl.d/*` file: 
 
net.ipv4.conf.all.accept_source_route = 0 
net.ipv4.conf.default.accept_source_route = 0 
net.ipv6.conf.all.accept_source_route = 0 
net.ipv6.conf.default.accept_source_route = 0 
 
Run the following commands to set the active kernel parameters: 
# sysctl -w net.ipv4.conf.all.accept_source_route=0 
# sysctl -w net.ipv4.conf.default.accept_source_route=0 
# sysctl -w net.ipv6.conf.all.accept_source_route=0 
# sysctl -w net.ipv6.conf.default.accept_source_route=0 
# sysctl -w net.ipv4.route.flush=1 
# sysctl -w net.ipv6.route.flush=1. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing disabled "accept_source_route = 0" sending 
settings with the agency's CAP. 

 
 H.11.15 FINDING: SC-7. Boundary Protection: Test ID #RHL7-83. ICMP 

redirect messages are not being rejected. 
 

 H.11.15 RECOMMENDATION: SC-7. Boundary Protection: Test ID 
#RHL7-83. Reject ICMP redirect messages. One method to achieve the 
recommended state is to execute the following command(s):  
 
Set the following parameters in `/etc/sysctl.conf` or a `/etc/sysctl.d/*` file: 
 
net.ipv4.conf.all.accept_redirects = 0 
net.ipv4.conf.default.accept_redirects = 0 
net.ipv6.conf.all.accept_redirects = 0 
net.ipv6.conf.default.accept_redirects = 0 
 
Run the following commands to set the active kernel parameters: 
# sysctl -w net.ipv4.conf.all.accept_redirects=0 
# sysctl -w net.ipv4.conf.default.accept_redirects=0 
# sysctl -w net.ipv6.conf.all.accept_redirects=0 
# sysctl -w net.ipv6.conf.default.accept_redirects=0 
# sysctl -w net.ipv4.route.flush=1 
# sysctl -w net.ipv6.route.flush=1. 



 
SECTION H                                                        FINDINGS AND RECOMMENDATIONS 

72  
 

Property of the IRS - Subject to federal disclosure and use restrictions 
 

The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing "net.ipv4.conf.all.accept_redirects = 0" 
rejecting ICMP redirect messages settings with the agency's CAP. 

 
 H.11.16 FINDING: SC-7. Boundary Protection: Test ID #RHL7-84. ICMP 

secure redirect messages are not being rejected. 
 

 H.11.16 RECOMMENDATION: SC-7. Boundary Protection: Test ID 
#RHL7-84. Reject secure ICMP redirect messages. One method to achieve 
the recommended state is to execute the following command(s):  
 
Set the following parameters in `/etc/sysctl.conf` or a `/etc/sysctl.d/*` file: 
 
net.ipv4.conf.all.secure_redirects = 0 
net.ipv4.conf.default.secure_redirects = 0 
 
Run the following commands to set the active kernel parameters: 
# sysctl -w net.ipv4.conf.all.secure_redirects=0 
# sysctl -w net.ipv4.conf.default.secure_redirects=0 
# sysctl -w net.ipv4.route.flush=1. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing parameters in `/etc/sysctl.conf` or a 
`/etc/sysctl.d/*` file settings with the agency's CAP. 

 
 H.11.17 FINDING: SC-8. Transmission Confidentiality and Integrity : Test 

ID #RHL7-85. Logging is not being performed on the system. 
 

 H.11.17 RECOMMENDATION: SC-8. Transmission Confidentiality and 
Integrity : Test ID #RHL7-85. Log suspicious packets to allow an 
administrator to investigate the possibility that an attacker is sending 
spoofed packets to their system. One method to achieve the recommended 
state is to execute the following command(s): Set the following parameters 
in `/etc/sysctl.conf` or a `/etc/sysctl.d/*` file: 
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net.ipv4.conf.all.log_martians = 1 
net.ipv4.conf.default.log_martians = 1 
 
Run the following commands to set the active kernel parameters: 
# sysctl -w net.ipv4.conf.all.log_martians=1 
# sysctl -w net.ipv4.conf.default.log_martians=1 
# sysctl -w net.ipv4.route.flush=1. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing parameters in `/etc/sysctl.conf` or a 
`/etc/sysctl.d/*` file with the agency's CAP. 

 
 H.11.18 FINDING: SC-5. Denial of Service Protection: Test ID #RHL7-86. 

Ignore Broadcast Requests has not been enabled. 
 

 H.11.18 RECOMMENDATION: SC-5. Denial of Service Protection: Test ID 
#RHL7-86. Ignore broadcast ICMP requests to prevent Smurf attacks. One 
method to achieve the recommended state is to execute the following 
command(s): Run the following command to restore the default parameters 
and set the active kernel parameters: 
 
# grep -Els "^\s*net\.ipv4\.icmp_echo_ignore_broadcasts\s*=\s*0" 
/etc/sysctl.conf /etc/sysctl.d/*.conf /usr/lib/sysctl.d/*.conf /run/sysctl.d/*.conf 
| while read filename; do sed -ri 
"s/^\s*(net\.ipv4\.icmp_echo_ignore_broadcasts\s*)(=)(\s*\S+\b).*$/# 
*REMOVED* \1/" $filename; done; sysctl -w 
net.icmp_echo_ignore_broadcasts=1; sysctl -w net.ipv4.route.flush=1. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing parameters in `/etc/sysctl.conf` or a 
`/etc/sysctl.d/*` file with the agency's CAP. 

 
 H.11.19 FINDING: SC-5. Denial of Service Protection: Test ID #RHL7-87. 

Ignore bogus ICMP Requests has not been enabled. 
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 H.11.19 RECOMMENDATION: SC-5. Denial of Service Protection: Test ID 
#RHL7-87. Ignore bogus ICMP responses. One method to achieve the 
recommended state is to execute the following command(s):  
 
# grep -Els "^\s*net\.ipv4\.icmp_ignore_bogus_error_responses\s*=\s*0" 
/etc/sysctl.conf /etc/sysctl.d/*.conf /usr/lib/sysctl.d/*.conf /run/sysctl.d/*.conf 
| while read filename; do sed -ri 
"s/^\s*(net\.ipv4\.icmp_ignore_bogus_error_responses\s*)(=)(\s*\S+\b).*$/# 
*REMOVED* \1/" $filename; done; sysctl -w 
net.ipv4.icmp_ignore_bogus_error_responses=1; sysctl -w 
net.ipv4.route.flush=1. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing parameters in  `/etc/sysctl.conf` or a 
`/etc/sysctl.d/*` file with the agency's CAP. 

 
 H.11.20 FINDING: SC-5. Denial of Service Protection: Test ID #RHL7-88. 

Reverse Path Filtering has not been enabled. 
 

 H.11.20 RECOMMENDATION: SC-5. Denial of Service Protection: Test ID 
#RHL7-88. Enable Reverse Path Filtering. One method to achieve the 
recommended state is to execute the following command(s): Run the 
following command to restore the default `net.ipv4.conf.all.rp_filter = 1` 
parameter and set the active kernel parameter: 
 
# grep -Els "^\s*net\.ipv4\.conf\.all\.rp_filter\s*=\s*0" /etc/sysctl.conf 
/etc/sysctl.d/*.conf /usr/lib/sysctl.d/*.conf /run/sysctl.d/*.conf | while read 
filename; do sed -ri 
"s/^\s*(net\.ipv4\.net.ipv4.conf\.all\.rp_filter\s*)(=)(\s*\S+\b).*$/# 
*REMOVED* \1/" $filename; done; sysctl -w net.ipv4.conf.all.rp_filter=1; 
sysctl -w net.ipv4.route.flush=1 
 
Set the following parameter in /etc/sysctl.conf or a /etc/sysctl.d/* file: 
net.ipv4.conf.default.rp_filter=1 
 
Run the following commands to set the active kernel parameter: 
# sysctl -w net.ipv4.conf.default.rp_filter=1 
# sysctl -w net.ipv4.route.flush=1. 
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The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing parameters in   `/etc/sysctl.conf` or a 
`/etc/sysctl.d/*` file with the agency's CAP. 

 
 H.11.21 FINDING: SC-8. Transmission Confidentiality and Integrity : Test 

ID #RHL7-89. TCP SYN Cookies has not been enabled. 
 

 H.11.21 RECOMMENDATION: SC-8. Transmission Confidentiality and 
Integrity : Test ID #RHL7-89. Enable TCP SYN Cookies.  One method to 
achieve the recommended state is to execute the following command(s):  
 
# grep -Els "^\s*net\.ipv4\.tcp_syncookies\s*=\s*[02]*" /etc/sysctl.conf 
/etc/sysctl.d/*.conf /usr/lib/sysctl.d/*.conf /run/sysctl.d/*.conf | while read 
filename; do sed -ri "s/^\s*(net\.ipv4\.tcp_syncookies\s*)(=)(\s*\S+\b).*$/# 
*REMOVED* \1/" $filename; done; sysctl -w net.ipv4.tcp_syncookies=1; 
sysctl -w net.ipv4.route.flush=1. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing parameters in    `/etc/sysctl.conf` or a 
`/etc/sysctl.d/*` file with the agency's CAP. 

 
 H.11.22 FINDING: CM-7. Least Functionality: Test ID #RHL7-90. IPv6 

Router Advertisements have not been disabled. 
 

 H.11.22 RECOMMENDATION: CM-7. Least Functionality: Test ID  
#RHL7-90. Configure the system to reject IPv6 router advertisements. One 
method to achieve the recommended state is to execute the following 
command(s): Set the following parameters in `/etc/sysctl.conf` or a 
`/etc/sysctl.d/*` file: 
 
net.ipv6.conf.all.accept_ra = 0 
net.ipv6.conf.default.accept_ra = 0 
 
Run the following commands to set the active kernel parameters: 
# sysctl -w net.ipv6.conf.all.accept_ra=0 
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# sysctl -w net.ipv6.conf.default.accept_ra=0 
# sysctl -w net.ipv6.route.flush=1. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing parameters in    `/etc/sysctl.conf` or a 
`/etc/sysctl.d/*` file with the agency's CAP. 

 
 H.11.23 FINDING: CM-7. Least Functionality: Test ID #RHL7-91. IPv6 

Redirect Acceptance have not been disabled. 
 

 H.11.23 RECOMMENDATION: CM-7. Least Functionality: Test ID  
#RHL7-91. Do not accept IPv6 redirects. One method to achieve the 
recommended state is to execute the following command(s): Set the 
following parameters in `/etc/sysctl.conf` or a `/etc/sysctl.d/*` file: 
 
net.ipv6.conf.all.accept_ra = 0 
net.ipv6.conf.default.accept_ra = 0 
 
Run the following commands to set the active kernel parameters: 
# sysctl -w net.ipv6.conf.all.accept_ra=0 
# sysctl -w net.ipv6.conf.default.accept_ra=0 
# sysctl -w net.ipv6.route.flush=1. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing parameters in  `/etc/sysctl.conf` or a 
`/etc/sysctl.d/*` file 
with the agency's CAP. 

 
 H.11.24 FINDING: AC-3. Access Enforcement: Test ID #RHL7-94. 

/etc/hosts.allow has not been configured appropriately. 
 

 H.11.24 RECOMMENDATION: AC-3. Access Enforcement: Test ID 
#RHL7-94. Configure the /etc/hosts.allow file. One method to achieve the 
recommended state is to execute the following command(s):  
Run the following command to create /etc/hosts.allow : 
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# echo "ALL: /, /, ..." >/etc/hosts.allow 
 
where each / combination (for example, "192.168.1.0/255.255.255.0") 
represents one network block in use by your organization that requires 
access to this system. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot of the /etc/hosts.deny blacklist settings with the 
agency's CAP. 

 
 H.11.25 FINDING: AC-3. Access Enforcement: Test ID #RHL7-95. 

/etc/hosts.deny has not been configured appropriately. 
 

 H.11.25 RECOMMENDATION: AC-3. Access Enforcement: Test ID 
#RHL7-95. Configure permissions on the /etc/hosts.deny file. One method 
to achieve the recommended state is to execute the following command(s):  
 
Run the following command to create /etc/hosts.deny : 
# echo "ALL: ALL" >> /etc/hosts.deny. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot of the /etc/hosts.allow permission and ownership 
settings with the agency's CAP. 

 
 H.11.26 FINDING: AC-3. Access Enforcement: Test ID #RHL7-103. 

IPTables is not configured with a default deny policy. 
 

 H.11.26 RECOMMENDATION: AC-3. Access Enforcement: Test ID 
#RHL7-103. Configure the default deny firewall policy. One method to 
achieve the recommended state is to execute the following command(s):  
 
Run the following commands to implement a default DROP policy: 
# iptables -P INPUT DROP 
# iptables -P OUTPUT DROP 
# iptables -P FORWARD DROP. 
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The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot of the iptables settings with the agency's CAP. 

 
 H.11.27 FINDING: AU-6. Audit Review, Analysis and Reporting: Test ID 

#RHL7-107. Systems logs are not being rotated. 
 

 H.11.27 RECOMMENDATION: AU-6. Audit Review, Analysis and 
Reporting: Test ID #RHL7-107. Configure logrotate to keep log files smaller 
and more manageable. One method to achieve the recommended state is 
to execute the following command(s):  
 
Edit `/etc/logrotate.conf` and `/etc/logrotate.d/*` to ensure logs are rotated 
according to site policy. 
 
The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 

 
 H.11.28 FINDING: AU-2. Audit Events: Test ID #RHL7-115. syslog-ng has 

not been turned on. 
 

 H.11.28 RECOMMENDATION: AU-2. Audit Events: Test ID #RHL7-115. 
Enable the syslog-ng service. One method to achieve the recommended 
state is to execute the following command(s): 
 
# chkconfig syslog-ng on. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot of the syslog-ng service settings with the agency's 
CAP. 
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 H.11.29 FINDING: AU-2. Audit Events: Test ID #RHL7-116. /etc/syslog-
ng/syslog-ng.conf has not been configured appropriately. 
 

 H.11.29 RECOMMENDATION: AU-2. Audit Events: Test ID #RHL7-116. 
Configure the /etc/syslog-ng/syslog-ng.conf file.  One method to achieve 
the recommended state is to execute the following command(s): 
 
Edit the log lines in the /etc/syslog-ng/syslog-ng.conf file as appropriate for 
your environment: 
 
log { source(src); source(chroots); filter(f_console); destination(console); }; 
log { source(src); source(chroots); filter(f_console); destination(xconsole); }; 
log { source(src); source(chroots); filter(f_newscrit); destination(newscrit); }; 
log { source(src); source(chroots); filter(f_newserr); destination(newserr); }; 
log { source(src); source(chroots); filter(f_newsnotice); 
destination(newsnotice); }; 
log { source(src); source(chroots); filter(f_mailinfo); destination(mailinfo); }; 
log { source(src); source(chroots); filter(f_mailwarn); destination(mailwarn); 
}; 
log { source(src); source(chroots); filter(f_mailerr); destination(mailerr); }; 
log { source(src); source(chroots); filter(f_mail); destination(mail); }; 
log { source(src); source(chroots); filter(f_acpid); destination(acpid); 
flags(final); }; 
log { source(src); source(chroots); filter(f_acpid_full); destination(devnull); 
flags(final); }; 
log { source(src); source(chroots); filter(f_acpid_old); destination(acpid); 
flags(final); }; 
log { source(src); source(chroots); filter(f_netmgm); destination(netmgm); 
flags(final); }; 
log { source(src); source(chroots); filter(f_local); 
destination(localmessages); }; 
log { source(src); source(chroots); filter(f_messages); 
destination(messages); }; 
log { source(src); source(chroots); filter(f_iptables); destination(firewall); }; 
log { source(src); source(chroots); filter(f_warn); destination(warn); }; 
 
Run the following command to reload the syslog-ng configuration: 
 
# pkill -HUP syslog-ng. 
 
The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
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provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 

 
 H.11.30 FINDING: AC-3. Access Enforcement: Test ID #RHL7-123. 

User/Group Owner or File permissions on /etc/crontab have not been 
configured appropriately. 
 

 H.11.30 RECOMMENDATION: AC-3. Access Enforcement: Test ID 
#RHL7-123. Configure permissions on the /etc/crontab to 600 or less. One 
method to achieve the recommended state is to execute the following 
command(s): 
 
# chown root:root /etc/crontab 
# chmod og-rwx /etc/crontab. 
 
The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 

 
 H.11.31 FINDING: AC-3. Access Enforcement: Test ID #RHL7-124. 

User/Group Owner or File permissions on /etc/cron.hourly have not been 
configured appropriately. 
 

 H.11.31 RECOMMENDATION: AC-3. Access Enforcement: Test ID 
#RHL7-124. Configure ownership and permission settings on the 
/etc/cron.hourly file to 700 or less. One method to achieve the 
recommended state is to execute the following command(s): 
 
# chown root:root /etc/cron.hourly 
# chmod og-rwx /etc/cron.hourly. 
 
The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 

 
 H.11.32 FINDING: AC-3. Access Enforcement: Test ID #RHL7-125. 

User/Group Owner or File permissions on /etc/cron.daily have not been 
configured appropriately. 
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 H.11.32 RECOMMENDATION: AC-3. Access Enforcement: Test ID 
#RHL7-125. Configure ownership and permission settings on the 
/etc/cron.daily file to 700 or less. One method to achieve the recommended 
state is to execute the following command(s): 
 
# chown root:root /etc/cron.daily 
# chmod og-rwx /etc/cron.daily. 
 
The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 

 
 H.11.33 FINDING: AC-3. Access Enforcement: Test ID #RHL7-126. 

User/Group Owner or File permissions on /etc/cron.weekly have not been 
configured appropriately. 
 

 H.11.33 RECOMMENDATION: AC-3. Access Enforcement: Test ID 
#RHL7-126. Configure ownership and permission settings on the 
/etc/cron.weekly file to 700 or less. One method to achieve the 
recommended state is to execute the following command(s): 
 
# chown root:root /etc/cron.weekly 
# chmod og-rwx /etc/cron.weekly. 
 
The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 

 
 H.11.34 FINDING: AC-3. Access Enforcement: Test ID #RHL7-127. 

User/Group Owner or File permissions on /etc/cron.monthly have not been 
configured appropriately. 
 

 H.11.34 RECOMMENDATION: AC-3. Access Enforcement: Test ID 
#RHL7-127. Configure ownership and permission settings on the 
/etc/cron.monthly file. One method to achieve the recommended state is to 
execute the following command(s):: 
 
# chown root:root /etc/cron.monthly 
# chmod og-rwx /etc/cron.monthly 
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The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 

 
 H.11.35 FINDING: AC-3. Access Enforcement: Test ID #RHL7-128. 

User/Group Owner or File permissions on /etc/cron.d have not been 
configured appropriately. 
 

 H.11.35 RECOMMENDATION: AC-3. Access Enforcement: Test ID 
#RHL7-128. Configure ownership and permission settings on the 
/etc/cron.d file. One method to achieve the recommended state is to 
execute the following command(s):  
 
# chown root:root /etc/cron.d 
# chmod og-rwx /etc/cron.d. 
 
The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 

 
 H.11.36 FINDING: AC-3. Access Enforcement: Test ID #RHL7-129. at/cron 

has not been restricted to authorized users or has excessive permissions 
on its configuration files. 
 

 H.11.36 RECOMMENDATION: AC-3. Access Enforcement: Test ID 
#RHL7-129. Restrict at/cron to authorized users only. One method to 
achieve the recommended state is to execute the following command(s): 
Run the following commands to remove `/etc/cron.deny` and `/etc/at.deny` 
and create and set permissions and ownership for `/etc/cron.allow` and 
`/etc/at.allow`: 
 
# rm /etc/cron.deny 
# rm /etc/at.deny 
# touch /etc/cron.allow 
# touch /etc/at.allow 
# chmod og-rwx /etc/cron.allow 
# chmod og-rwx /etc/at.allow 
# chown root:root /etc/cron.allow 
# chown root:root /etc/at.allow. 
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The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing `cron.allow` file settings with the agency's 
CAP. 

 
 H.11.37 FINDING: CM-7. Least Functionality: Test ID #RHL7-131. SSH v2 

is not being utilized on the system. 
 

 H.11.37 RECOMMENDATION: CM-7. Least Functionality: Test ID  
#RHL7-131. Set SSH Protocol to '2'. One method to achieve the 
recommended state is to execute the following command(s):  
 
Edit the /etc/ssh/sshd_config file to set the parameter as follows: 
Protocol 2. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot of the allowed SSH Protocols in the 
/etc/ssh/sshd_config' file with the agency's CAP. 

 
 H.11.38 FINDING: CM-6. Configuration Settings: Test ID #RHL7-132. 

LogLevel has not been set to INFO. 
 

 H.11.38 RECOMMENDATION: CM-6. Configuration Settings: Test ID 
#RHL7-132. Set SSH LogLevel to 'INFO' since it SSH provides several 
logging levels with varying amounts of verbosity. One method to achieve 
the recommended state is to execute the following command(s): 
 
Edit the `/etc/ssh/sshd_config` file to set the parameter as follows: 
LogLevel INFO. 
 
The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 
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 H.11.39 FINDING: AC-3. Access Enforcement: Test ID #RHL7-133. SSH 
X11 forwarding has not been disabled. 
 

 H.11.39 RECOMMENDATION: AC-3. Access Enforcement: Test ID 
#RHL7-133. Disable SSH X11 forwarding. One method to achieve the 
recommended state is to execute the following command(s): 
 
Edit the /etc/ssh/sshd_config file to set the parameter as follows: 
X11Forwarding no. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot of the X11 forwarding setting in the 
/etc/ssh/sshd_config file with the agency's CAP. 

 
 H.11.40 FINDING: AC-3. Access Enforcement: Test ID #RHL7-134. SSH 

MaxAuthTries has not been set to 3 or less. 
 

 H.11.40 RECOMMENDATION: AC-3. Access Enforcement: Test ID 
#RHL7-134. Set MaxAuthTries to '3.' since the logout record can eliminate 
those users who disconnected, which helps narrow the field. One method 
to achieve the recommended state is to execute the following command(s): 
 
Edit the `/etc/ssh/sshd_config` file to set the parameter as follows: 
 
MaxAuthTries 3. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing `/etc/ssh/sshd_config'  file settings with the 
agency's CAP. 

 
 H.11.41 FINDING: AC-3. Access Enforcement: Test ID #RHL7-136. SSH 

HostbasedAuthentication has not been set to No. 
 

 H.11.41 RECOMMENDATION: AC-3. Access Enforcement: Test ID 
#RHL7-136. Disable SSH HostbasedAuthentication to provide an additional 
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layer of protection. One method to achieve the recommended state is to 
execute the following command(s): 
 
Edit the `/etc/ssh/sshd_config` file to set the parameter as follows: 
 
HostbasedAuthentication no. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing `/etc/ssh/sshd_config` file settings with the 
agency's CAP. 

 
 H.11.42 FINDING: SC-7. Boundary Protection: Test ID #RHL7-138. SSH 

PermitEmptyPasswords has not been set to No. 
 

 H.11.42 RECOMMENDATION: SC-7. Boundary Protection: Test ID 
#RHL7-138. Disable SSH PermitEmptyPasswords. One method to achieve 
the recommended state is to execute the following command(s): 
 
Edit the `/etc/ssh/sshd_config` file to set the parameter as follows: 
 
PermitEmptyPasswords no. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing `/etc/ssh/sshd_config' file settings with the 
agency's CAP. 

 
 H.11.43 FINDING: AC-12. Session Termination: Test ID #RHL7-142. Login 

timeout has not been configured to meet IRS Requirements. 
 

 H.11.43 RECOMMENDATION: AC-12. Session Termination: Test ID 
#RHL7-142. Set SSH LoginGraceTime to one minute or less to minimize 
the risk of successful brute force attacks to the SSH server. One method to 
achieve the recommended state is to execute the following command(s): 
 
Edit the `/etc/ssh/sshd_config` file to set the parameter as follows: 
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LoginGraceTime 60.  
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing LoginGrace time has been set to 60 or less 
with the agency's CAP. 

 
 H.11.44 FINDING: IA-5. Authenticator Management : Test ID #RHL7-145. 

Current password parameters do not meet IRS requirements. 
 

 H.11.44 RECOMMENDATION: IA-5. Authenticator Management : Test ID 
#RHL7-145. Configure the password creation requirements to protect 
systems from being hacked through brute force methods by requiring eight 
characters or more and IRS compliant complexity settings. One method to 
achieve the recommended state is to execute the following command(s): 
 
Edit the file `/etc/security/pwquality.conf` and add or modify the following 
line for password length to conform to site policy 
 
minlen = 8 
Edit the file `/etc/security/pwquality.conf` and add or modify the following 
line for password complexity to conform to site policy 
minclass = 4 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing `/etc/pam.d/password-auth` file settings with 
the agency's CAP. 

 
 H.11.45 FINDING: AC-7. Unsuccessful Logon Attempts: Test ID  

#RHL7-146. Lockout for failed password attempts has not been configured 
per IRS requirements. 
 

 H.11.45 RECOMMENDATION: AC-7. Unsuccessful Logon Attempts: Test 
ID #RHL7-146. Configure the lockout for failed password attempts to 
mitigate brute force password attacks against the systems. One method to 
achieve the recommended state is to execute the following command(s): 
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Run the following to update the `system-auth` and `password-auth` files. 
This script will update/add the deny=3 and unlock_time=900 options.  
 
This script should be modified as needed to follow local site policy. 
CP=$(authselect current | awk 'NR == 1 {print $3}' | grep custom/) 
for FN in system-auth password-auth; do 
[[ -n $CP ]] && PTF=/etc/authselect/$CP/$FN || PTF=/etc/authselect/$FN 
[[ -n $(grep -E '^\s*auth\s+required\s+pam_faillock.so\s+.*deny=\S+\s*.*$' 
$PTF) ]] && sed -ri '/pam_faillock.so/s/deny=\S+/deny=3/g' $PTF || sed -ri 
's/^\^\s*(auth\s+required\s+pam_faillock\.so\s+)(.*[^{}])(\{.*\}|)$/\1\2 deny=3 
\3/' $PTF 
[[ -n $(grep -E 
'^\s*auth\s+required\s+pam_faillock.so\s+.*unlock_time=\S+\s*.*$' $PTF) ]] 
&& sed -ri '/pam_faillock.so/s/unlock_time=\S+/unlock_time=900/g' $PTF || 
sed -ri 's/^\s*(auth\s+required\s+pam_faillock\.so\s+)(.*[^{}])(\{.*\}|)$/\1\2 
unlock_time=900 \3/' $PTF 
done authselect apply-changes. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing `/etc/pam.d/password-auth` file settings with 
the agency's CAP. 

 
 H.11.46 FINDING: AC-2. Account Management : Test ID #RHL7-149. 

System accounts may be accessed by regular users. 
 

 H.11.46 RECOMMENDATION: AC-2. Account Management : Test ID 
#RHL7-149. Restrict login privileges for system accounts.  One method to 
achieve the recommended state is to execute the following command(s): 
 
Set the shell for any accounts returned by the audit script to/sbin/nologin`: 
# usermod -s /sbin/nologin  
 
The following script will automatically set all user shells required 
to/sbin/nologin` and lock the sync` ,shutdown` , and halt` users: 
 
#!/bin/bash 
for user inawk -F: '($3 < 1000) {print $1 }' /etc/passwd` ; do 
if [ $user != "root" ]; then 
usermod -L $user 
if [ $user != "sync" ] && [ $user != "shutdown" ] & then 



 
SECTION H                                                        FINDINGS AND RECOMMENDATIONS 

88  
 

Property of the IRS - Subject to federal disclosure and use restrictions 
 

usermod -s /sbin/nologin $user 
fi 
fi 
done 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot of the /sbin/nologin file settings with the agency's 
CAP. 

 
 H.11.47 FINDING: AC-2. Account Management : Test ID #RHL7-152. 

Password Expiration has not been configured per IRS requirements. 
 

 H.11.47 RECOMMENDATION: AC-2. Account Management : Test ID 
#RHL7-152. Set password expiration to 90 days or less. One method to 
achieve the recommended state is to execute the following command(s): 
 
Set the `PASS_MAX_DAYS` parameter to conform to site policy in 
`/etc/login.defs`: 
 
PASS_MAX_DAYS 90 or 60 for admins 
 
Modify user parameters for all users with a password set to match: 
 
chage --maxdays 90 (or 60 for admins).  
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing `/etc/login.defs` file settings with the 
agency's CAP. 

 
 H.11.48 FINDING: IA-5. Authenticator Management : Test ID #RHL7-156. 

Password expiration warning days have not been configured per IRS 
requirements. 
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 H.11.48 RECOMMENDATION: IA-5. Authenticator Management : Test ID 
#RHL7-156. Require all passwords to have an IRS compliant (60 days 
admins, and 90 days standard users) expiration. 
 
The targeted implementation date for this recommendation is June 9, 2023, 
which is 12 months from the date of the closing conference. Please report 
the finding status, including the detailed actions proposed or taken and the 
agency's actual or planned implementation date, in the CAP provided with 
this report. IRS will monitor completion against the agency's planned 
implementation date. 

 
 H.11.49 FINDING: CM-7. Least Functionality: Test ID #RHL7-165. There 

are World Writable files on the system. 
 

 H.11.49 RECOMMENDATION: CM-7. Least Functionality: Test ID  
#RHL7-165. Confirm that world writable films do not exist since World 
writable files may also indicate an incorrectly written script or program that 
could potentially be the cause of a larger compromise to the system's 
integrity. Removing write access for the "other" category ( `chmod o-w ` ) is 
advisable, but always consult relevant vendor documentation to avoid 
breaking any application dependencies on a given file. 
 
The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 

 
 H.11.50 FINDING: AC-2. Account Management : Test ID #RHL7-166. 

There are Un-owned files and Directories on the system. 
 

 H.11.50 RECOMMENDATION: AC-2. Account Management : Test ID 
#RHL7-166. Locate files that are owned by users or groups not listed in the 
system configuration files, and reset the ownership of these files to some 
active user on the system as appropriate. 
 
The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 
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 H.11.51 FINDING: AC-2. Account Management : Test ID #RHL7-167. 
There are Un-grouped Files and Directories. 
 

 H.11.51 RECOMMENDATION: AC-2. Account Management : Test ID 
#RHL7-167. Locate files that are owned by users or groups not listed in the 
system configuration files, and reset the ownership of these files to some 
active user on the system as appropriate. 
 
The targeted implementation date for this recommendation is March 6, 
2023, which is 9 months from the date of the closing conference. Please 
report the finding status, including the detailed actions proposed or taken 
and the agency's actual or planned implementation date, in the CAP 
provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 

 
 H.11.52 FINDING: AC-2. Account Management : Test ID #RHL7-175. The 

root PATH has not been set correctly. 
 

 H.11.52 RECOMMENDATION: AC-2. Account Management : Test ID 
#RHL7-175. Confirm that the root PATH is set correctly to prevent an 
attacker from gaining superuser access by forcing an administrator 
operating as `root` to execute a Trojan horse program. Correct or justify 
any items discovered in the Audit step. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot showing root PATH settings with the agency's CAP. 

 
 H.11.53 FINDING: AC-2. Account Management: Test ID #RHL7-186. There 

are duplicate GID's on the system. 
 

 H.11.53 RECOMMENDATION: AC-2. Account Management: Test ID 
#RHL7-186. Delete all duplicate GIDs for accountability and to ensure 
appropriate access protections. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
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the agency's planned implementation date. To close this finding, please 
provide a screenshot showing GIDs file with the agency's CAP. 

 
H.12 
  

FINDING: The TennCare Microsoft Windows 10 End User and 
Administrator Workstations with sampled hostname DC5719WA034178 
is not configured in compliance with IRS Publication 1075 standards. 
(Significant) 
  

H.12  RECOMMENDATION: TennCare management should review and 
update each Windows 10 workstation used to access FTI and/or 
manage FTI systems to ensure it is configured securely. TennCare can 
accomplish this by using the following recommendations to address 
non-compliant items. 
  

Component Findings:  
 
 H.12.1 FINDING: AU-8. Time Stamps: Test ID #Win10-019. The setting 

"Change the system time" is not set to "Administrators, "Local Service". 
 

 H.12.1 RECOMMENDATION: AU-8. Time Stamps: Test ID #Win10-019. 
Set "Change the system time" to "Administrators, LOCAL SERVICE". One 
method to achieve the recommended configuration via GP:   
 
Set the following UI path to Administrators, LOCAL SERVICE: 
Computer Configuration\Policies\Windows Settings\Security Settings\Local 
Policies\User Rights Assignment\Change the system time. 
 
The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 
 

 H.12.2 FINDING: AC-6. Least Privilege: Test ID #Win10-036. The setting 
"Load and unload device drivers" is not set to "Administrators". 
 

 H.12.2 RECOMMENDATION: AC-6. Least Privilege: Test ID #Win10-036. 
Set "Load and unload device drivers" to "Administrators". One method to 
achieve the recommended configuration via GP:   
 
Set the following UI path to Administrators: Computer 
Configuration\Policies\Windows Settings\Security Settings\Local 
Policies\User Rights Assignment\Load and unload device drivers. 
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The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 

 
 H.12.3 FINDING: CM-7. Least Functionality: Test ID #Win10-112. The 

security setting "Infrared monitor service (irmon)" has not been set to 
disabled. 
 

 H.12.3 RECOMMENDATION: CM-7. Least Functionality: Test ID  
#Win10-112. Set "Infrared monitor service (irmon)" to "Disabled". One 
method to achieve the recommended configuration via GP:   
 
Set the following UI path to: Disabled. Computer 
Configuration\Policies\Windows Settings\Security Settings\System 
Services\Infrared monitor service. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot of the setting and/or a comprehensive group policy 
result report (e.g., gpresult) with the agency's CAP. 

 
 H.12.4 FINDING: AC-11. Session Lock: Test ID #Win10-204. The setting 

"MSS: (ScreenSaverGracePeriod) The time in seconds before the screen 
saver grace period expires (0 recommended)" is not set to "Enabled: 5 or 
fewer seconds". 
 

 H.12.4 RECOMMENDATION: AC-11. Session Lock: Test ID #Win10-204. 
Set "MSS: (ScreenSaverGracePeriod) The time in seconds before the 
screen saver grace period expires (0 recommended)" to "Enabled: 5 or 
fewer seconds". One method to achieve the recommended configuration 
via GP:   
 
Set the following UI path to Enabled: 5 or fewer seconds: Computer 
Configuration\Policies\Administrative Templates\MSS (Legacy)\MSS: 
(ScreenSaverGracePeriod) The time in seconds before the screen saver 
grace period expires (0 recommended). 
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The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 

 
 H.12.5 FINDING: CM-7. Least Functionality: Test ID #Win10-300. The 

Configure Windows Defender SmartScreen has not been set to Enabled: 
Warn and prevent bypass. 
 

 H.12.5 RECOMMENDATION: CM-7. Least Functionality: Test ID  
#Win10-300. Set "Configure Windows Defender SmartScreen" to "Enabled: 
Warn and prevent bypass". One method to achieve the recommended 
configuration via GP:   
 
Set the following UI path to Enabled: Warn and prevent bypass: Computer 
Configuration\Policies\Administrative Templates\Windows 
Components\Windows Defender SmartScreen\Explorer\Configure 
Windows Defender SmartScreen. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot of the setting and/or a comprehensive group policy 
result report (e.g., gpresult) with the agency's CAP. 

 
 H.12.6 FINDING: SI-2. Flaw Remediation: Test ID #Win10-323. The Select 

when Feature Updates are received option has not been set to Enabled: 
Current Branch for Business, 180 days. 
 

 H.12.6 RECOMMENDATION: SI-2. Flaw Remediation: Test ID  
#Win10-323. Set "Select when Preview Builds and Feature Updates are 
received" to "Enabled: Semi-Annual Channel, 180 or more days". One 
method to achieve the recommended configuration via GP:   
 
Set the following UI path to Enabled: Semi-Annual Channel, 180 or more 
days: Computer Configuration\Policies\Administrative Templates\Windows 
Components\Windows Update\Windows Update for Business\Select when 
Preview Builds and Feature Updates are received. 
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The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot of the setting and/or a comprehensive group policy 
result report (e.g., gpresult) with the agency's CAP. 

 
H.13 
  

FINDING: The Deloitte Microsoft Windows 10 Workstations with 
sampled hostnames usdalnmoma2, usausobenavide1 and 
usnshdeepakkum2 are not configured in compliance with IRS 
Publication 1075 standards. (Significant) 
  

H.13  RECOMMENDATION: Deloitte management should review and update 
each Windows 10 workstation used to access FTI and/or manage FTI 
systems to ensure it is configured securely. Deloitte can accomplish this 
by using the following recommendations to address non-compliant 
items. 
  

Component Findings:  
 
 H.13.1 FINDING: AU-8. Time Stamps: Test ID #Win10-019. The setting 

"Change the system time" is not set to "Administrators, "Local Service". 
 

 H.13.1 RECOMMENDATION: AU-8. Time Stamps: Test ID #Win10-019. 
Set "Change the system time" to "Administrators, LOCAL SERVICE". One 
method to achieve the recommended configuration via GP:   
 
Set the following UI path to Administrators, LOCAL SERVICE: 
Computer Configuration\Policies\Windows Settings\Security Settings\Local 
Policies\User Rights Assignment\Change the system time. 
 
The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 

 
 H.13.2 FINDING: AC-6. Least Privilege: Test ID #Win10-027. The setting 

"Deny access to this computer from the network" does not include "Guests, 
Local account". 
 



 
SECTION H                                                        FINDINGS AND RECOMMENDATIONS 

95  
 

Property of the IRS - Subject to federal disclosure and use restrictions 
 

 H.13.2 RECOMMENDATION: AC-6. Least Privilege: Test ID #Win10-027. 
Set "Deny access to this computer from the network" to include "Guests, 
Local account". One method to achieve the recommended configuration via 
GP:   
 
Set the following UI path to include Guests, Local account: Computer 
Configuration\Policies\Windows Settings\Security Settings\Local 
Policies\User Rights Assignment\Deny access to this computer from the 
network. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot of the setting and/or a comprehensive group policy 
result report (e.g., gpresult) with the agency's CAP. 

 
 H.13.3 FINDING: AC-6. Least Privilege: Test ID #Win10-028. The setting 

"Deny log on as a batch job" does not include "Guests". 
 

 H.13.3 RECOMMENDATION: AC-6. Least Privilege: Test ID #Win10-028. 
Set "Deny log on as a batch job" to include "Guests". One method to 
achieve the recommended configuration via GP:   
 
Set the following UI path to include Guests: Computer 
Configuration\Policies\Windows Settings\Security Settings\Local 
Policies\User Rights Assignment\Deny log on as a batch job. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot of the setting and/or a comprehensive group policy 
result report (e.g., gpresult) with the agency's CAP. 

 
 H.13.4 FINDING: AC-6. Least Privilege: Test ID #Win10-029. The setting 

"Deny log on as a Service" does not include "Guests". 
 

 H.13.4 RECOMMENDATION: AC-6. Least Privilege: Test ID #Win10-029. 
Set "Deny log on as a service" to include "Guests". One method to achieve 
the recommended configuration via GP:   
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Set the following UI path to include Guests: Computer 
Configuration\Policies\Windows Settings\Security Settings\Local 
Policies\User Rights Assignment\Deny log on as a service. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot of the setting and/or a comprehensive group policy 
result report (e.g., gpresult) with the agency's CAP. 

 
 H.13.5 FINDING: AC-6. Least Privilege: Test ID #Win10-030. The setting 

"Deny log on locally" does not include "Guests". 
 

 H.13.5 RECOMMENDATION: AC-6. Least Privilege: Test ID #Win10-030. 
Set "Deny log on locally" to include "Guests". One method to achieve the 
recommended configuration via GP:   
 
Set the following UI path to include Guests: Computer 
Configuration\Policies\Windows Settings\Security Settings\Local 
Policies\User Rights Assignment\Deny log on locally.  
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot of the setting and/or a comprehensive group policy 
result report (e.g., gpresult) with the agency's CAP. 

 
 H.13.6 FINDING: AC-6. Least Privilege: Test ID #Win10-031. The setting 

"Deny log on through Remote Desktop Services" does not include "Guests, 
Local account". 
 

 H.13.6 RECOMMENDATION: AC-6. Least Privilege: Test ID #Win10-031. 
Set "Deny log on through Remote Desktop Services" to include "Guests, 
Local account". One method to achieve the recommended configuration via 
GP:   
 
Set the following UI path to include Guests, Local account: Computer 
Configuration\Policies\Windows Settings\Security Settings\Local 
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Policies\User Rights Assignment\Deny log on through Remote Desktop 
Services. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot of the setting and/or a comprehensive group policy 
result report (e.g., gpresult) with the agency's CAP. 

 
 H.13.7 FINDING: AC-6. Least Privilege: Test ID #Win10-038. The setting 

"Manage auditing and security log" is not set to "Administrators". 
 

 H.13.7 RECOMMENDATION: AC-6. Least Privilege: Test ID #Win10-038. 
Set "Manage auditing and security log" to "Administrators". One method to 
achieve the recommended configuration via GP:   
 
Set the following UI path to Administrators: Computer 
Configuration\Policies\Windows Settings\Security Settings\Local 
Policies\User Rights Assignment\Manage auditing and security log. 
 
The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 

 
 H.13.8 FINDING: CM-6. Configuration Settings: Test ID #Win10-048. The 

setting "Accounts: Administrator account status" is not disabled. 
 

 H.13.8 RECOMMENDATION: CM-6. Configuration Settings: Test ID 
#Win10-048. Set "Accounts: Administrator account status" to "Disabled". 
One method to achieve the recommended configuration via GP:   
 
Set the following UI path to Disabled: Computer 
Configuration\Policies\Windows Settings\Security Settings\Local 
Policies\Security Options\Accounts: Administrator account status. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
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in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot of the setting and/or a comprehensive group policy 
result report (e.g., gpresult) with the agency's CAP. 

 
 H.13.9 FINDING: SC-8. Transmission Confidentiality and Integrity: Test ID 

#Win10-093. The setting "Network Security: Configure encryption types 
allowed for Kerberos" is not set to "RC4_HMAC_MD5 / 
AES128_HMAC_SHA1 / AES256_HMAC_SHA1 / Future encryption 
types". 
 

 H.13.9 RECOMMENDATION: SC-8. Transmission Confidentiality and 
Integrity: Test ID #Win10-093. Set "Network security: Configure encryption 
types allowed for Kerberos" to "AES128_HMAC_SHA1, 
AES256_HMAC_SHA1, Future encryption types". One method to achieve 
the recommended configuration via GP:   
 
Set the following UI path to AES128_HMAC_SHA1, 
AES256_HMAC_SHA1, Future encryption types: Computer 
Configuration\Policies\Windows Settings\Security Settings\Local 
Policies\Security Options\Network security: Configure encryption types 
allowed for Kerberos. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot of the setting and/or a comprehensive group policy 
result report (e.g., gpresult) with the agency's CAP. 

 
 H.13.10 FINDING: CM-7. Least Functionality: Test ID #Win10-112. The 

security setting "Infrared monitor service (irmon)" has not been set to 
disabled. 
 

 H.13.10 RECOMMENDATION: CM-7. Least Functionality: Test ID  
#Win10-112. Set "Infrared monitor service (irmon)" to "Disabled". One 
method to achieve the recommended configuration via GP:   
 
Set the following UI path to: Disabled. Computer 
Configuration\Policies\Windows Settings\Security Settings\System 
Services\Infrared monitor service. 
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The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot of the setting and/or a comprehensive group policy 
result report (e.g., gpresult) with the agency's CAP. 

 
 H.13.11 FINDING: SC-7. Boundary Protection: Test ID #Win10-131. The 

setting "Windows Firewall: Domain: Inbound connections" is not set to 
"Block (default)". 
 

 H.13.11 RECOMMENDATION: SC-7. Boundary Protection: Test ID 
#Win10-131. Set "Windows Firewall: Domain: Inbound connections" to 
"Block (default)". One method to achieve the recommended configuration 
via GP:  Set the following UI path to Block (default): 
 
Computer Configuration\Policies\Windows Settings\Security 
Settings\Windows Firewall with Advanced Security\Windows Firewall with 
Advanced Security\Windows Firewall Properties\Domain Profile\Inbound 
connections 
 
The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 

 
 H.13.12 FINDING: IA-5. Authenticator Management: Test ID #Win10-190. 

The 'Password Settings: Password Length' has not been set to '8 or more 
character(s).' 
 

 H.13.12 RECOMMENDATION: IA-5. Authenticator Management: Test ID 
#Win10-190. Set "Password Settings: Password Length" to "Enabled: 15 or 
more". One method to achieve the recommended configuration via GP:   
 
Set the following UI path to Enabled, and configure the Password Length 
option to 8 or more: Computer Configuration\Policies\Administrative 
Templates\LAPS\Password Settings. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
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proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot of the setting and/or a comprehensive group policy 
result report (e.g., gpresult) with the agency's CAP. 

 
 H.13.13 FINDING: CM-3. Configuration Change Control: Test ID  

#Win10-223. The Turn off downloading of print drivers over HTTP has not 
been set to enabled. 
 

 H.13.13 RECOMMENDATION: CM-3. Configuration Change Control: Test 
ID #Win10-223. Set "Turn off downloading of print drivers over HTTP" to 
"Enabled". One method to achieve the recommended configuration via GP:   
 
Set the following UI path to Enabled: Computer 
Configuration\Policies\Administrative Templates\System\Internet 
Communication Management\Internet Communication settings\Turn off 
downloading of print drivers over HTTP. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot of the setting and/or a comprehensive group policy 
result report (e.g., gpresult) with the agency's CAP. 

 
 H.13.14 FINDING: SI-11. Error Handling: Test ID #Win10-251. The setting 

"Allow Telemetry" is not set to "Enabled: 0 - Security [Enterprise Only]". 
 

 H.13.14 RECOMMENDATION: SI-11. Error Handling: Test ID #Win10-251. 
Set "Allow Telemetry" to "Enabled: 0 - Security [Enterprise Only]" or 
"Enabled: 1 - Basic". One method to achieve the recommended 
configuration via GP:   
 
Set the following UI path to Enabled: 0 - Security [Enterprise Only] or 
Enabled: 1 - Basic: Computer Configuration\Policies\Administrative 
Templates\Windows Components\Data Collection and Preview 
Builds\Allow Telemetry. 
 
The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
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provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 

 
 H.13.15 FINDING: CM-3. Configuration Change Control: Test ID  

#Win10-273. The setting "Prevent the usage of OneDrive for file storage" is 
not enabled. 
 

 H.13.15 RECOMMENDATION: CM-3. Configuration Change Control: Test 
ID #Win10-273. Set "Prevent the usage of OneDrive for file storage" to 
"Enabled". One method to achieve the recommended configuration via GP:   
 
Set the following UI path to Enabled: Computer 
Configuration\Policies\Administrative Templates\Windows 
Components\OneDrive\Prevent the usage of OneDrive for file storage. 
 
The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 

 
 H.13.16 FINDING: CM-6. Configuration Settings: Test ID #Win10-294. The 

Turn on behavior monitoring has not been set to enabled. 
 

 H.13.16 RECOMMENDATION: CM-6. Configuration Settings: Test ID 
#Win10-294. Set "Turn on behavior monitoring" to "Enabled". One method 
to achieve the recommended configuration via GP:   
 
Set the following UI path to Enabled: Computer 
Configuration\Policies\Administrative Templates\Windows 
Components\Windows Defender Antivirus\Real-Time Protection\Turn on 
behavior monitoring. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot of the setting and/or a comprehensive group policy 
result report (e.g., gpresult) with the agency's CAP. 
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 H.13.17 FINDING: CM-6. Configuration Settings: Test ID #Win10-298. The 
Configure Attack Surface Reduction rules: Set the state for each ASR rule 
has not  been configured. 
 

 H.13.17 RECOMMENDATION: CM-6. Configuration Settings: Test ID 
#Win10-298. Set "Configure Attack Surface Reduction rules: Set the state 
for each ASR rule" is "configured". One method to achieve the 
recommended configuration via GP:   
 
Set the following UI path so that 26190899-1602-49e8-8b27-
eb1d0a1ce869, 3b576869-a4ec-4529-8536-b80a7769e899, 5beb7efe-
fd9a-4556-801d-275e5ffc04cc, 75668c1f-73b5-4cf0-bb93-3ecf5cb7cc84, 
7674ba52-37eb-4a4f-a9a1-f0f9a1619a2c, 92e97fa1-2edf-4476-bdd6-
9dd0b4dddc7b, 9e6c4e1f-7d60-472f-ba1a-a39ef669e4b2, b2b3f03d-6a65-
4f7b-a9c7-1c7ef74a9ba4, be9ba2d9-53ea-4cdc-84e5-9b1eeee46550, 
d3e037e1-3eb8-44c8-a917-57927947596d and d4f940ab-401b-4efc-aadc-
ad5f3c50688a are each set to a value of 1: Computer 
Configuration\Policies\Administrative Templates\Windows 
Components\Windows Defender Antivirus\Windows Defender Exploit 
Guard\Attack Surface Reduction\Configure Attack Surface Reduction rules: 
Set the state for each ASR rule. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot of the setting and/or a comprehensive group policy 
result report (e.g., gpresult) with the agency's CAP. 

 
 H.13.18 FINDING: CM-7. Least Functionality: Test ID #Win10-302. The 

"Prevent bypassing Windows Defender SmartScreen prompts for files" has 
not been set to enabled. 
 

 H.13.18 RECOMMENDATION: CM-7. Least Functionality: Test ID  
#Win10-302. Set "Prevent bypassing Windows Defender SmartScreen 
prompts for files" to "Enabled". One method to achieve the recommended 
configuration via GP:   
 
Set the following UI path to Enabled: Computer 
Configuration\Policies\Administrative Templates\Windows 
Components\Windows Defender SmartScreen\Microsoft Edge\Prevent 
bypassing Windows Defender SmartScreen prompts for files. 
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The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot of the setting and/or a comprehensive group policy 
result report (e.g., gpresult) with the agency's CAP. 

 
 H.13.19 FINDING: CM-7. Least Functionality: Test ID #Win10-305. The 

Allow Windows Ink Workspace option has not been set to Enabled: On, but 
disallow access above lock OR Disabled but not Enabled: On. 
 

 H.13.19 RECOMMENDATION: CM-7. Least Functionality: Test ID  
#Win10-305. Set "Allow Windows Ink Workspace" to "Enabled: On, but 
disallow access above lock" OR "Disabled" but not "Enabled: On". One 
method to achieve the recommended configuration via GP:   
 
Set the following UI path to Enabled: On, but disallow access above lock 
OR Disabled: Computer Configuration\Policies\Administrative 
Templates\Windows Components\Windows Ink Workspace\Allow Windows 
Ink Workspace. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot of the setting and/or a comprehensive group policy 
result report (e.g., gpresult) with the agency's CAP. 
 

 H.13.20 FINDING: CM-3. Configuration Change Control: Test ID  
#Win10-318. The setting "Configure Automatic Updates" is not enabled. 
 

 H.13.20 RECOMMENDATION: CM-3. Configuration Change Control: Test 
ID #Win10-318. Set "Configure Automatic Updates" to "Enabled". One 
method to achieve the recommended configuration via GP:   
 
Set the following UI path to Enabled: Computer 
Configuration\Policies\Administrative Templates\Windows 
Components\Windows Update\Configure Automatic Updates. 
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The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot of the setting and/or a comprehensive group policy 
result report (e.g., gpresult) with the agency's CAP. 

 
 H.13.21 FINDING: CM-6. Configuration Settings: Test ID #Win10-319. The 

setting "Configure Automatic Updates: Scheduled install day" is not set to 
"0 - Every day". 
 

 H.13.21 RECOMMENDATION: CM-6. Configuration Settings: Test ID 
#Win10-319. Set "Configure Automatic Updates: Scheduled install day" to 
"0 - Every day". One method to achieve the recommended configuration via 
GP:   
 
Set the following UI path to 0 - Every day: Computer 
Configuration\Policies\Administrative Templates\Windows 
Components\Windows Update\Configure Automatic Updates: Scheduled 
install day. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot of the setting and/or a comprehensive group policy 
result report (e.g., gpresult) with the agency's CAP. 

 
 H.13.22 FINDING: CM-6. Configuration Settings: Test ID #Win10-321. The 

"'Remove access to "Pause updates" feature has not been set to enabled. 
 

 H.13.22 RECOMMENDATION: CM-6. Configuration Settings: Test ID 
#Win10-321. Set "Remove access to "Pause updates" feature" to 
"Enabled". One method to achieve the recommended configuration via GP:   
 
Set the following UI path to Enabled: Computer 
Configuration\Policies\Administrative Templates\Windows 
Components\Windows Update\Remove access to "Pause updates" feature. 
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The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot of the setting and/or a comprehensive group policy 
result report (e.g., gpresult) with the agency's CAP. 

 
 H.13.23 FINDING: SI-2. Flaw Remediation: Test ID #Win10-323. The 

Select when Feature Updates are received option has not been set to 
Enabled: Current Branch for Business, 180 days. 
 

 H.13.23 RECOMMENDATION: SI-2. Flaw Remediation: Test ID  
#Win10-323. Set "Select when Preview Builds and Feature Updates are 
received" to "Enabled: Semi-Annual Channel, 180 or more days". One 
method to achieve the recommended configuration via GP:   
 
Set the following UI path to Enabled: Semi-Annual Channel, 180 or more 
days: Computer Configuration\Policies\Administrative Templates\Windows 
Components\Windows Update\Windows Update for Business\Select when 
Preview Builds and Feature Updates are received. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot of the setting and/or a comprehensive group policy 
result report (e.g., gpresult) with the agency's CAP. 

 
 H.13.24 FINDING: SI-2. Flaw Remediation: Test ID #Win10-324. The 

Select when Quality Updates are received option has not been set to 
Enabled: 0 days. 
 
 

 H.13.24 RECOMMENDATION: SI-2. Flaw Remediation: Test ID  
#Win10-324. Set "Select when Quality Updates are received" to "Enabled: 
0 days". One method to achieve the recommended configuration via GP:   
 
Set the following UI path to Enabled:0 days: Computer 
Configuration\Policies\Administrative Templates\Windows 
Components\Windows Update\Windows Update for Business\Select when 
Quality Updates are received. 
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The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot of the setting and/or a comprehensive group policy 
result report (e.g., gpresult) with the agency's CAP. 

 
 H.13.25 FINDING: CM-6. Configuration Settings: Test ID #Win10-325. The 

setting "Enable screen saver" is not enabled. 
 

 H.13.25 RECOMMENDATION: CM-6. Configuration Settings: Test ID 
#Win10-325. Set "Enable screen saver" to "Enabled". One method to 
achieve the recommended configuration via GP:   
 
Set the following UI path to Enabled: User 
Configuration\Policies\Administrative Templates\Control 
Panel\Personalization\Enable screen saver. 
 
The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 

 
 H.13.26 FINDING: CM-6. Configuration Settings: Test ID #Win10-326. The 

setting "Force specific screen saver: Screen saver executable name" is not 
set to "Enabled: scrnsave.scr". 
 

 H.13.26 RECOMMENDATION: CM-6. Configuration Settings: Test ID 
#Win10-326. Set "Force specific screen saver: Screen saver executable 
name" to "Enabled: scrnsave.scr". One method to achieve the 
recommended configuration via GP:   
 
Set the following UI path to Enabled: scrnsave.scr: User 
Configuration\Policies\Administrative Templates\Control 
Panel\Personalization\Force specific screen saver. 
 
The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
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provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 

 
 H.13.27 FINDING: AC-11. Session Lock: Test ID #Win10-327. The setting 

"Password protect the screen saver" is not enabled. 
 

 H.13.27 RECOMMENDATION: AC-11. Session Lock: Test ID #Win10-327. 
Set "Password protect the screen saver" to "Enabled". One method to 
achieve the recommended configuration via GP:   
 
Set the following UI path to Enabled: User 
Configuration\Policies\Administrative Templates\Control 
Panel\Personalization\Password protect the screen saver. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot of the setting and/or a comprehensive group policy 
result report (e.g., gpresult) with the agency's CAP. 

 
 H.13.28 FINDING: AC-11. Session Lock: Test ID #Win10-328. The setting 

"Screen saver timeout" is not set to "Enabled: 900 seconds or fewer, but 
not 0". 
 

 H.13.28 RECOMMENDATION: AC-11. Session Lock: Test ID #Win10-328. 
Set "Screen saver timeout" to "Enabled: 900 seconds or fewer, but not 0". 
One method to achieve the recommended configuration via GP:   
 
Set the following UI path to Enabled: 900 or fewer, but not 0: User 
Configuration\Policies\Administrative Templates\Control 
Panel\Personalization\Screen saver timeout. 
 
The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 

 
 H.13.29 FINDING: CM-6. Configuration Settings: Test ID #Win10-329. The 

setting 'turn off toast notifications on the lock screen" is not enabled. 
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 H.13.29 RECOMMENDATION: CM-6. Configuration Settings: Test ID 
#Win10-329. Set "Turn off toast notifications on the lock screen" to 
"Enabled". One method to achieve the recommended configuration via GP:   
 
Set the following UI path to Enabled: User 
Configuration\Policies\Administrative Templates\Start Menu and 
Taskbar\Notifications\Turn off toast notifications on the lock screen. 
 
The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 

 
 H.13.30 FINDING: CM-6. Configuration Settings: Test ID #Win10-330. The 

setting "Do not preserve zone information in file attachments" is not 
disabled. 
 

 H.13.30 RECOMMENDATION: CM-6. Configuration Settings: Test ID 
#Win10-330. Set "Do not preserve zone information in file attachments" to 
"Disabled". One method to achieve the recommended configuration via GP:   
 
Set the following UI path to Disabled: User 
Configuration\Policies\Administrative Templates\Windows 
Components\Attachment Manager\Do not preserve zone information in file 
attachments. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot of the setting and/or a comprehensive group policy 
result report (e.g., gpresult) with the agency's CAP. 
 

 H.13.31 FINDING: CM-6. Configuration Settings: Test ID #Win10-331. The 
setting "Notify antivirus programs when opening attachments" is not 
enabled. 
 

 H.13.31 RECOMMENDATION: CM-6. Configuration Settings: Test ID 
#Win10-331. Set "Notify antivirus programs when opening attachments" to 
"Enabled". One method to achieve the recommended configuration via GP:   
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Set the following UI path to Enabled: User 
Configuration\Policies\Administrative Templates\Windows 
Components\Attachment Manager\Notify antivirus programs when opening 
attachments. 
 
The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 

 
 H.13.32 FINDING: CM-6. Configuration Settings: Test ID #Win10-332. The 

"Configure Windows spotlight on lock screen" has not been set to disable. 
 

 H.13.32 RECOMMENDATION: CM-6. Configuration Settings: Test ID 
#Win10-332. Set "Configure Windows spotlight on lock screen" to 
Disabled". One method to achieve the recommended configuration via GP:   
 
Set the following UI path to Disabled: User 
Configuration\Policies\Administrative Templates\Windows 
Components\Cloud Content\Configure Windows spotlight on lock screen. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot of the setting and/or a comprehensive group policy 
result report (e.g., gpresult) with the agency's CAP. 

 
 H.13.33 FINDING: CM-6. Configuration Settings: Test ID #Win10-333. The 

setting "Prevent users from sharing files within their profile" is not enabled. 
 

 H.13.33 RECOMMENDATION: CM-6. Configuration Settings: Test ID 
#Win10-333. Set "Do not suggest third-party content in Windows spotlight" 
to "Enabled". One method to achieve the recommended configuration via 
GP:   
 
Set the following UI path to Enabled: User 
Configuration\Policies\Administrative Templates\Windows 
Components\Cloud Content\Do not suggest third-party content in Windows 
spotlight. 
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The targeted implementation date for this recommendation is  
March 6, 2023, which is 9 months from the date of the closing conference. 
Please report the finding status, including the detailed actions proposed or 
taken and the agency's actual or planned implementation date, in the CAP 
provided with this report. IRS will monitor completion against the agency's 
planned implementation date. 

 
 H.13.34 FINDING: CM-6. Configuration Settings: Test ID #Win10-334. The 

"Prevent users from sharing files within their profile" has not  been enabled. 
 

 H.13.34 RECOMMENDATION: CM-6. Configuration Settings: Test ID 
#Win10-334. Set "Prevent users from sharing files within their profile." to 
"Enabled". One method to achieve the recommended configuration via GP:   
 
Set the following UI path to Enabled: User 
Configuration\Policies\Administrative Templates\Windows 
Components\Network Sharing\Prevent users from sharing files within their 
profile. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
provide a screenshot of the setting and/or a comprehensive group policy 
result report (e.g., gpresult) with the agency's CAP. 

 
 H.13.35 FINDING: CM-6. Configuration Settings: Test ID #Win10-335. The 

setting "Always install with elevated privileges" is not disabled. 
 

 H.13.35 RECOMMENDATION: CM-6. Configuration Settings: Test ID 
#Win10-335. Set "Always install with elevated privileges" to "Disabled". 
One method to achieve the recommended configuration via GP:   
 
Set the following UI path to Disabled: User 
Configuration\Policies\Administrative Templates\Windows 
Components\Windows Installer\Always install with elevated privileges. 
 
The targeted implementation date for this recommendation is  
December 6, 2022, which is 6 months from the date of the closing 
conference. Please report the finding status, including the detailed actions 
proposed or taken and the agency's actual or planned implementation date, 
in the CAP provided with this report. IRS will monitor completion against 
the agency's planned implementation date. To close this finding, please 
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provide a screenshot of the setting and/or a comprehensive group policy 
result report (e.g., gpresult) with the agency's CAP. 
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Operational Procedures Regarding Reserve Slots in 
CHOICES Groups 2 and 3 
  



Operational Procedures for 
CHOICES Group 2 and Group 3 Reserve Capacity 

March 31, 2023 
 

Pursuant to STC #33.d.iv. A, (“Reserve Capacity”) of the Special Terms and Conditions set forth 
in the current TennCare Section 1115 demonstration waiver, the state will reserve a specified 
number of slots in CHOICES Group 2 for: 
 

• Individuals being discharged from a Nursing Facility (NF); and 
• Individuals being discharged from an acute care setting who are in imminent risk 

of being placed in a NF setting absent the provision of Home and Community Based 
Services (HCBS). 

 
Once all other available (i.e., unreserved) slots have been filled, individuals who meet specified 
criteria (including new applicants seeking to establish Medicaid eligibility in an institutional 
category as well as current SSI-eligible individuals seeking enrollment into CHOICES Group 2) 
may be enrolled into Reserve Capacity slots in accordance with the following procedures: 
 

• The Area Agency on Aging and Disability (AAAD) or the Managed Care Organization 
(MCO), as applicable, must complete and submit a Reserve Capacity Enrollment 
Justification form to the TennCare Division of Long-Term Services and Supports (LTSS), 
along with supporting documentation. 

 
• The Reserve Capacity Enrollment Justification form will require confirmation of the 

NF or hospital, as applicable, from which the person is being discharged, and in the case 
of a hospital discharge, a written explanation of the applicant's circumstances that 
warrant the immediate provision of NF services unless HCBS are immediately 
available.  This explanation will include such factors as: 

o The reason for the acute care stay 
o The current medical status of the individual 
o Specific types of assistance needed by the individual upon discharge (medical as 

well as functional) 
o A description of the applicant's natural support system as it relates to discharge 

needs 
 

• The TennCare Division of LTSS will review the form and supporting documentation in 
order to determine whether the person meets specified criteria for enrollment into a 
Reserve Capacity slot. 

 
• If documentation is sufficient to demonstrate that the individual meets specified 

criteria for a Reserve Capacity slot, TennCare will notify the submitting entity and 
proceed with the enrollment process, including determination of categorical/financial 
eligibility (for new Medicaid applicants) and application of federal post-eligibility 



provisions. 
 

• If documentation is not sufficient to demonstrate that the individual meets specified 
criteria for a Reserve Capacity slot, TennCare will notify the submitting entity and place 
the person on a waiting list for Group 2 until other (i.e., unreserved) capacity is 
available.  TennCare will provide notice of the determination to the applicant, which 
will include the right to request a fair hearing regarding any valid factual dispute 
pertaining to the state's decision. 

 
Since June 30, 2015, as a budget reduction item, eligibility for CHOICES Group 3 was limited to 
those SSI recipients who did not meet Nursing Facility level of care but who were determined to 
be at risk of institutionalization.  Effective October 1, 2022, the state re-opened enrollment to 
the CHOICES At Risk Demonstration Group up to an enrollment target of 1,750 new enrollees.  All 
1,750 slots are Reserve Capacity slots in CHOICES Group 3 for individuals who do not meet 
institutional level of care and who do not receive SSI, but who meet at risk level of care and 
Institutional Medicaid (IM) standards. 
 
Once all CHOICES Group 3 Reserve Capacity slots have been filled, individuals who qualify for 
enrollment into CHOICES Group 3 Reserve Capacity will be placed on the waiting list for CHOICES 
Group 3 until there is a Reserve Capacity slot available. 
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Operational Procedures for 
Employment and Community First CHOICES  

Reserve Capacity 
March 31, 2023 

 
Pursuant to STC #34.d.iv.A (“Reserve Capacity”) of the Special Terms and Conditions set forth in the 
TennCare III Section 1115 demonstration waiver, the state reserves a specified number of slots in 
Employment and Community First (ECF) CHOICES for: 
 

• Individuals with an intellectual disability who have an aging caregiver, as defined in State law; 
• Individuals in emergent circumstances as defined in TennCare rule; 
• Individuals with multiple complex health conditions as defined in TennCare rule; 
• Individuals with significant medical or behavioral needs who require services available in 

ECF CHOICES to sustain current family living arrangements; and 
• Individuals requiring planned transition to community living due to the caregiver’s poor 

and declining health. 
 
These groups were identified in partnership with stakeholders including: 

• The Arc of Tennessee; 
• The Tennessee Council on Developmental Disabilities; 
• The Tennessee Disability Coalition; 
• Disability Rights Tennessee (Protection and Advocacy); and 
• The Statewide Independent Living Council of Tennessee. 

 
For DY 2016 of the TennCare II demonstration, the state reserved 350 slots within the ECF CHOICES 
Groups 4, 5, 6 Enrollment Targets.  Due to limited availability of new state appropriations for DY 2017, 
DY 2018, and DY 2019 of the TennCare II demonstration, and to further develop the capacity of 
community  providers to deliver home- and community-based services and supports, all increases in the 
Enrollment Targets for ECF CHOICES Groups 4, 5, and 6 during DY 17, DY 18, and DY 19 were Reserve 
Capacity slots (a total of 1,250 Reserve Capacity slots across the three approved ECF CHOICES Groups).  
In addition, all slots in ECF Groups 7 and 8 are considered to be Reserve Capacity slots (including the 50 
slots added during DY 19—a total of up to 1,300 Reserve Capacity slots across all ECF CHOICES groups). 
 
An additional 300 Reserve Capacity slots were added effective July 1, 2021, for a total of up to 1,600 
Reserve Capacity slots across all ECF CHOICES groups.  An additional 2,000 Reserve Capacity slots were 
added effective September 22, 2021, to ECF CHOICES Groups 4, 5, and 6.  The distribution of these slots 
reflects 400 additional slots in Group 4, 1,275 additional in Group 5, and 325 additional slots in Group 6.  
Effective July 1, 2022, an additional 300 Reserve Capacity slots were added to ECF CHOICES Groups 4, 5, 
6, 7, and 8.  The distribution of these slots reflects 15 additional slots in Group 4, 60 additional slots in 
Group 5, 200 additional slots in Group 6, 10 additional slots in Group 7, and 15 additional slots in Group 
8.  Of the 15 slots allocated for Group 8, a total of 5 were assigned to Group 7, and 10 were reallocated 
to Group 6 at the 1:1.5 ratio, assigning an additional 15 slots to Group 6.  The total number of Reserve 
Capacity slots in ECF CHOICES as of 7/1/22 is 3,897.5. 
 
 
 
 



Reserve capacity groups established at the program’s outset include: 
 

Individuals with an intellectual disability who have an aging caregiver, as defined in state law  
Pursuant to state law (TCA § 33-5-112), individuals who have an intellectual disability and have aging 
caregivers (currently defined by Tennessee statute as caregivers age 75 or older) will be eligible for 
enrollment into ECF CHOICES, subject to Medicaid and program eligibility criteria. 
 
Individuals in emergent circumstances as defined in TennCare rule 
An emergent situation will be defined as one that meets one or more of the criteria below and for which 
enrollment into ECF CHOICES is the most appropriate course, as determined through an interagency 
committee review process, including both TennCare and the Department of Intellectual and 
Developmental Disabilities (DIDD).  The review will include consideration of other options, including the 
relative costs of such options.  Discharge from another service system (DCS, DMHSAS, etc.) shall not be 
deemed an emergent situation unless other emergent criteria are met and unless diligent and timely 
efforts to plan and prepare for discharge and to facilitate transition to community living without long-
term services and supports available in ECF CHOICES have been made, and it is determined through the 
interagency committee review process that enrollment in ECF CHOICES is the most appropriate way to 
provide needed supports. 
 
Emergent criteria shall be as follows: 

• The person’s primary caregiver is recently deceased and there is no other caregiver available 
to provide needed long-term supports. 

• The person’s primary caregiver is permanently incapacitated and there is no other caregiver 
available to provide needed long-term supports. 

• Services/supports in ECF CHOICES are urgently needed because of the recent loss of the 
person’s living arrangement, including (as applicable) caregiver supports provided in that living 
arrangement that will not be available to the person going forward. 

• There is clear evidence of serious abuse, neglect, or exploitation in the current living 
arrangement; the person must move from the living arrangement to prevent further abuse, 
neglect, or exploitation; and there is no alternative living arrangement available. 

• Enrollment into ECF CHOICES is necessary in order to facilitate transition out of a long-term 
care institution, i.e., a NF or a private or public ICF/IID into a more integrated community-based 
setting. 

• The person is being discharged from an acute care setting and is at imminent risk of being placed 
in a NF setting absent the provision of HCBS or has applied for admission to a NF and been 
determined via the Pre-Admission Screening and Resident Review (PASRR) process to be 
inappropriate for NF placement.  TennCare may require confirmation of the NF or hospital 
discharge and, in the case of hospital discharge, written explanation of the applicant’s 
circumstances that warrant the immediate provision of NF services unless HCBS are 
immediately available. 

• An adult’s transition upon aging out of state custody, discharge from an inpatient psychiatric 
hospital (including regional mental health institute), or release from incarceration is contingent 
on the availability of services and supports in ECF because other appropriate services/supports 
are not available, and the services available in ECF (including covered physical and behavioral 
health services) will be sufficient to safely meet the person’s needs in the community. 

• The person is an adult age 21 or older enrolled in ECF CHOICES Group 4 (Essential Family 
Supports), ECF CHOICES Group 5 (Essential Supports for Employment and Independent Living), 



or the Section 1915(c) Self-Determination Waiver and has recently experienced a significant 
change in needs or circumstances.  TennCare has determined via a Safety Determination that 
the person can no longer be safely served within the array of benefits available in ECF CHOICES 
Group 4 (Essential Family Supports) or 5 (Essential Supports for Employment and Independent 
Living) or the Self-Determination Waiver, as applicable, and the person meets NF level of care, 
and must be transitioned to ECF CHOICES Group 6 in order to sustain community living in the 
most integrated setting. 

• The health, safety, or welfare of the person or others is in immediate and ongoing risk of serious 
harm or danger; other interventions including Behavioral Health Crisis Prevention, Intervention 
and Stabilization services, where applicable, have been tried but were not successful in 
minimizing the risk of serious harm to the person or others without additional services available 
in ECF CHOICES; and the situation cannot be resolved absent the provision of such services 
available in ECF CHOICES. 

 
Individuals with multiple complex health conditions as defined in TennCare rule 
Reserve capacity will be established for a limited number of individuals who have multiple complex 
chronic or acquired health conditions that present significant barriers or challenges to employment and 
community integration, and who are in urgent need of supports in order to maintain the current living 
arrangement and delay or prevent the need for more expensive services, and for which enrollment into 
ECF CHOICES is the most appropriate way to provide needed supports, as determined through an 
interagency committee review process, including both TennCare and DIDD.  The review will include 
consideration of other options, including the relative costs of such options. 
 
Additional reserve capacity groups identified in partnership with stakeholders since the program’s 
implementation include: 
 

Individuals with significant medical or behavioral needs who require such supports to sustain current 
family living arrangements 
Reserve capacity will be established for a limited number of individuals living at home with family who 
have significant medical or behavioral support needs that family caregivers are struggling to meet, and 
the sustainability of the current living arrangement is at significant risk.  Services available through ECF 
CHOICES would help to support and sustain the current living arrangement and the continuation of natural 
caregiving supports, delaying the need for more expensive services. 
 
Individuals requiring planned transition to community living due to the caregiver’s poor and declining 
health 
Reserve capacity will be established for a limited number of adults age 21 and older living at home with 
family whose primary caregiver is in poor and declining health, placing the long-term sustainability of the 
current living arrangement at significant risk.  Planned transition to community living in the most 
independent and integrated setting appropriate is needed in order to avoid a potential crisis situation in 
the near future. 
 
Individuals with a developmental disability who have an aging caregiver, as defined in state law  
Pursuant to state law (TCA § 33-5-112), individuals who have a developmental disability and have aging 
caregivers (currently defined by Tennessee statute as caregivers age 80 or older) will be eligible for 
enrollment into Employment and Community First CHOICES, subject to Medicaid and program eligibility 
criteria. 



 
 
Reserve capacity groups related to ECF CHOICES Groups 7 and 8 
All slots in Groups 7 and 8 are reserve capacity slots.  Enrollment into these slots proceeds in accordance 
with eligibility and enrollment criteria set forth in STC 34 (Operations of Employment and Community 
First (ECF) CHOICES) of the approved 1115 demonstration or in state rule. 
 
Reserve capacity slots may be held in the appropriate ECF CHOICES Group (4, 5, or 6) for individuals ready 
for transition from Group 7 or 8, as applicable. 
 
Reserve capacity slots funded through Tennessee’s Initial HCBS Spending Plan and Narrative pursuant 
to Section 9817 of the ARP 
The 2,000 slots funded through the ARP FMAP funds were targeted to serve those individuals who were 
actively seeking services, were waiting to receive services the longest, and who did not meet 
employment-related prioritization criteria—based on information gathered during the referral or any 
subsequent intake or review process.  All 2,000 slots were subsequently filled. As they are vacated, these 
slots will be repurposed as reserve capacity slots. 
 
Operational Procedures: 
 

Unlike reserve capacity slots established for CHOICES Group 2 participants, reserve capacity slots in ECF 
CHOICES will be used as persons meeting specified criteria are identified and determined eligible to enroll. 
 
Reserve capacity slots may be set aside for certain groups as defined herein, e.g., individuals with an 
intellectual or developmental disability who have an aging caregiver, as defined and required under state 
law, children aging out of state custody, individuals transitioning out of Group 7 or 8, etc. 
 
Except for individuals with an intellectual or developmental disability who have an aging caregiver, as 
defined in state law, individuals transitioning into Groups 4, 5, or 6 from Groups 7 or 8, and those 
individuals who meet the criteria defined for enrollment into slots funded by the ARP Enhanced HCBS 
FMAP, review and selection of persons who meet criteria for reserve capacity slots in any ECF CHOICES 
Group will be determined by an interagency review committee, including both TennCare and DIDD.  
Except as provided above, a potential applicant for ECF CHOICES may apply for enrollment into a reserve      
capacity slot only if determined through the interagency committee review process that applicable 
reserve capacity criteria are met, and that enrollment into ECF CHOICES is the most appropriate way to 
provide needed supports.  Such review shall include consideration of other options, including the relative   
costs of such options. 
 
TennCare will require confirmation that an Applicant meets applicable reserve capacity criteria.  Except 
for individuals with an intellectual or developmental disability who have an aging caregiver, as defined 
in state law, individuals transitioning into Groups 4, 5, or 6 from Groups 7 or 8, and those individuals who 
meet the criteria defined for enrollment into slots funded by the ARP Enhanced HCBS FMAP, 
documentation shall be provided via a form developed by TennCare, along with medical evidence that 
is submitted by the MCO or DIDD, as applicable, to the interagency review committee. 
 
Except as provided above, only Applicants determined by the interagency review committee to meet 
specified reserve capacity criteria (including new Applicants seeking to establish eligibility in the ECF 
CHOICES 217-Like Group or the Interim ECF CHOICES At-Risk Group as well as current SSI-eligible 



individuals seeking enrollment into ECF CHOICES) may be enrolled into reserve capacity slots. 
 
Once all reserve capacity slots set aside for a particular purpose have been filled, persons who meet such 
criteria shall not proceed with the enrollment process except as provided in STC 34.d.iv.B or C, but shall 
remain on the Referral List for ECF CHOICES, unless they qualify to enroll in an open priority group. 
 
Except as provided in STC 34.d.iv.B or C, if a Potential Applicant does not meet criteria for a reserve 
capacity slot, the Potential Applicant shall not proceed with the enrollment process, but shall remain on 
the referral list for ECF CHOICES. 
 
For purposes of transparency, reserve capacity criteria, including the operational procedures pertaining 
thereto, are set forth in TennCare Rule 1200-13-01 through the rulemaking process, recognizing that the 
rulemaking processes may lag the initial availability of these slots to enroll additional individuals as 
appropriate. 
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Operational Procedures for 
Katie Beckett and Medicaid Diversion Groups’ 

Reserve Capacity 
March 31, 2023 

 
Pursuant to STC #35.c.ii.A. (“Reserve Capacity”) of the Special Terms and Conditions set forth in 
the current TennCare III Section III5 demonstration waiver, the state may reserve slots in Katie 
Beckett (Part A) and Medicaid Diversion (Part B) groups for: 

• Children with the highest level of need; 
• Children awaiting discharge from an institution; and, 
• Children who are at imminent risk of being placed in an institutional setting absent the 

provision of home- and community-based services. 
 
Pursuant to state law, Katie Beckett Part A targets and prioritizes enrollment of children with the 
most significant disabilities or complex medical needs who meet institutional level of care (LOC).  
There are 2 institutional LOC tiers for Part A, Tier 1 and Tier 2.   

• Tier 1 is for children with the most complex needs and disabilities.  There are 2 types of 
Tier 1 institutional LOC. 

o Tier 1 – Medical Institutional LOC 
o Tier 1 – Behavioral Institutional LOC 

• Tier 2 is for children who also meet institutional level of care, but their needs are not as 
significant as children who meet Tier 1 criteria.  There are 3 standards for Tier 2 
Institutional LOC, and the child must meet only one of these standards to meet Tier 2: 

o Medical 
o Behavioral 
o Functional 

 
Currently, all available slots in Katie Beckett (Part A) are reserve capacity.  Children are enrolled 
into available Katie Beckett Part A program slots in accordance with prioritization criteria set forth 
in state rule.  Once all Katie Beckett (Part A) slots have been filled, children who qualify for 
enrollment into Katie Beckett (Part A) shall not proceed with the enrollment process into Part A, 
but shall remain on the waiting list for Katie Beckett (Part A) until there is a Part A slot available.1   
 
The first 50 reserve capacity slots are set aside specifically for children who meet the Tier 1 LOC 
prioritization criteria.  The purpose is to ensure that children with the most significant medical 
needs and disabilities can be enrolled into Katie Beckett (Part A).  If a child determined to meet 
medical eligibility for Katie Beckett (Part A) does not meet the criteria for one of these 50 reserve 
capacity slots and no other Part A reserve capacity slots are available, the child may not proceed 
with the enrollment process, but shall remain on the waiting list for Katie Beckett (Part A) unless 
there is a slot available for which the child meets reserve capacity criteria. 
 

 
1 The child may qualify to enroll in Part B until a Part A slot is available.  If the child meets criteria for the Continued 
Eligibility Group, the child may be enrolled in the Continued Eligibility group until a Part A slot is available. 



Enrollment into Medicaid Diversion (Part B) shall proceed on a first come, first serve basis.  There 
are no reserve capacity slots in Medicaid Diversion (Part B).  
 
For purposes of transparency, reserve capacity criteria, including the operational procedures 
pertaining thereto, are set forth in TennCare Rule 1200-13-01 through the rulemaking process. 
 



 
 
 
 
 
 
 
Attachment H: 
Compliance Measures for Specified HCBS 
Requirements 
  



COMPLIANCE WITH HCBS REGULATIONS – March 31, 2023 
 

Regulation Topic Actions 
42 CFR 
440.180(a) 

Description and 
requirements for HCBS  

1. Attachments E, H, and L of the approved 
TennCare demonstration and the state Rules 
for TennCare Long-Term Care Programs 
(1200-13-01) define the HCBS benefits that 
are available through the CHOICES, 
Employment and Community First CHOICES, 
and Katie Beckett programs and delineate 
when services may be provided to a CHOICES, 
Employment and Community First CHOICES, 
or Katie Beckett member.  Where 
appropriate, service definitions identify 
“services not included” as specified in 42 CFR 
440.180(c)(3).  TennCare Rules are available 
for review at 
https://publications.tnsosfiles.com/rules/120
0/1200-13/1200-13-01.20230313.pdf   

2. The Contractor Risk Agreement between the 
Division of TennCare and each Managed Care 
Organization delineates HCBS available to 
CHOICES, Employment and Community First 
CHOICES, and Katie Beckett1 enrollees, the 
scope of such services, and contractor 
requirements for the authorization and 
initiation of such services.  The Contractor 
Risk Agreement also sets forth reporting 
requirements by which TennCare monitors 
the Managed Care Organizations’ compliance 
and penalties as needed to remediate non-
compliance.  A sample contract is available for 
review at 
https://www.tn.gov/content/dam/tn/tenncar
e/documents/MCOStatewideContract.pdf.  

3. Provider Agreements between the Managed 
Care Organizations and network providers 
delineate the type and scope of services that 
each provider may deliver and requirements 
for qualified staff.   

 
1 Kate Beckett (Part A) enrollees are assigned to only one of the three MCOs: BlueCare.  While all three MCOs may 
serve children in the Continued Eligibility Group, an HCBS wraparound benefit is not provided. 

https://publications.tnsosfiles.com/rules/1200/1200-13/1200-13-01.20230313.pdf
https://publications.tnsosfiles.com/rules/1200/1200-13/1200-13-01.20230313.pdf
https://www.tn.gov/content/dam/tn/tenncare/documents/MCOStatewideContract.pdf
https://www.tn.gov/content/dam/tn/tenncare/documents/MCOStatewideContract.pdf


Regulation Topic Actions 
42 CFR 
441.301(c); 
(1) 
(2) 
(3) 
(4) 
(5) 
(6) 

Contents of request for 
a waiver: 
(1) Person-centered 
planning process 
(2) Person-centered 
service plan 
(3) Review of the 
person-centered 
service plan 
(4) Home and 
community-based 
settings 
(5) Settings that are not 
home and community-
based 
(6) Home and 
community-based 
settings: compliance 
and transition 

1. The Contractor Risk Agreement between the 
Division of TennCare and each Managed Care 
Organization delineates requirements for the 
person-centered planning process.  A sample 
contract is available for review at the link 
provided above. 

2. The Contractor Risk Agreement between the 
Division of TennCare and each Managed Care 
Organization delineates requirements for the 
person-centered support plan.  MCOs use a 
person-centered support plan template 
prescribed by TennCare.  The Contractor Risk 
Agreement also sets forth reporting 
requirements by which TennCare monitors 
the Managed Care Organizations’ compliance 
and penalties as needed to remediate non-
compliance. 

3. The Division of TennCare conducts routine 
audits of enrollee records to ensure 
compliance with the person-centered 
planning requirements.  Penalties as needed 
to remediate non-compliance are delineated 
in the Contractor Risk Agreement.  Additional 
quality monitoring and improvement 
strategies for person-centered planning are 
set forth in the integrated Quality 
Improvement Strategy, a copy of which is 
Attachment L to this report. 

4. [Applicable to (4)-(6) of the Regulation] 
Tennessee’s required Statewide Transition 
Plan (STP) received final approval from CMS 
on April 13, 2016.  The STP delineates the 
state’s process for assuring compliance with 
the HCBS settings rule, including the method 
for assuring Medicaid-reimbursed HCBS are 
provided in compliant settings; the process 
for determining settings that are not home 
and community-based in nature; and the 
transition process, which encompasses 
transition to compliance, as well as transition 
of individuals from a non-compliant setting to 
a compliant setting of their choice, when 
applicable.  The plan was updated as of July 



Regulation Topic Actions 
31, 2018, to reflect completion of the 
heightened scrutiny review process, including 
public comments regarding the posting of 
settings for which evidence has been 
submitted to CMS.  By the original March 17, 
2019, compliance date, all outstanding site-
specific transition plans were fully 
implemented, bringing ALL of the sites 
identified in Tennessee’s heightened scrutiny 
evidence package into compliance.  The 
state’s progress in implementing the STP and 
achieving full compliance is detailed in the 
document entitled Statewide Transition Plan 
Quarterly Status Report, April 2019, and which 
was previously submitted to CMS.  All 
documents mentioned are available here:  
https://www.tn.gov/tenncare/long-term-
services-supports/transition-plan-documents-
for-new-federal-home-and-community-based-
services-rules.html 
 
In addition to achieving initial compliance 
with the HCBS settings rule, TennCare and 
contracted entities ensure that all provider 
settings maintain compliance with the HCBS 
Settings Rule on an ongoing basis.  As outlined 
in the Statewide Transition Plan, TennCare 
amended its Contractor Risk Agreement (CRA) 
with the MCOs to include HCBS Settings Rule 
language effective January 1, 2015.  
Additional amendments became effective July 
1, 2015, including the process for ensuring 
compliance with the HCBS Settings Rule prior 
to credentialing and re-credentialing 
providers.  Prior to executing a provider 
agreement with any HCBS provider seeking 
Medicaid reimbursement, the MCOs are 
required under the CRA to verify that the 
provider is compliant with the HCBS Settings 
Rule using checklists approved by TennCare.  
The CRA has been amended to extend this 
credentialing and re-credentialing compliance 
review requirement to Employment and 

https://www.tn.gov/tenncare/long-term-services-supports/transition-plan-documents-for-new-federal-home-and-community-based-services-rules.html
https://www.tn.gov/tenncare/long-term-services-supports/transition-plan-documents-for-new-federal-home-and-community-based-services-rules.html
https://www.tn.gov/tenncare/long-term-services-supports/transition-plan-documents-for-new-federal-home-and-community-based-services-rules.html
https://www.tn.gov/tenncare/long-term-services-supports/transition-plan-documents-for-new-federal-home-and-community-based-services-rules.html


Regulation Topic Actions 
Community First CHOICES providers as well as 
Katie Beckett providers.  On July 1, 2022, the 
Department of Intellectual and Development 
Disabilities (DIDD) assumed responsibility for 
the credentialing and re-credentialing of 
Employment and Community First CHOICES 
providers as outlined in the most recent 
Interagency Agreement between DIDD and 
the Division of TennCare.  Prior to 
credentialing or re-credentialing an 
Employment and Community First CHOICES 
provider, DIDD is required to verify that all 
HCBS settings where Medicaid-reimbursed 
services are provided are compliant with the 
HCBS Settings Rule.   
 
In response to CMS’s request for additional 
information regarding the state’s STP on May 
24, 2022, TennCare submitted a summary of 
the following on November 3, 2022: (1) a 
description of how the state’s oversight 
systems have been modified to embed the 
regulatory criteria into ongoing operations; 
(2) a description of how the state assesses 
providers for initial compliance and conducts 
ongoing monitoring for continued 
compliance; and (3) a description of a 
beneficiary’s recourse to notify the state of 
provider non-compliance and how the state 
addresses beneficiary feedback. 
 
On July 1, 2016, the CRA was amended to 
require the MCOs to create settings 
compliance committees to conduct reviews of 
person-centered support plans and behavior 
support plans, as applicable, that include 
restrictive interventions, as well as all 
proposed or emergency right restrictions and 
restraints not contained in a person-centered 
support plan or behavior support plan.  The 
committees must review any information 
from the provider’s human rights committee, 
as applicable, identify and address potential 



Regulation Topic Actions 
compliance concerns, make 
recommendations regarding less restrictive 
interventions or referrals for appropriate 
services, and ensure informed consent for any 
restrictions.  Settings compliance committees 
must also periodically review data regarding 
the use of interventions to determine ongoing 
effectiveness and whether such restrictions 
should be discontinued, review and make 
recommendations to the prescribing 
professional regarding potential instances of 
inappropriate utilization of psychotropic 
medications, review and make 
recommendations regarding complaints 
received pertaining to restrictive 
interventions or settings compliance 
concerns, and ensure that any proposed 
restriction, including restrictions in provider-
owned or controlled residential settings, is 
the least restrictive viable alternative and is 
not excessive.  TennCare also requires the 
MCOs to provide quarterly updates to 
TennCare on committee recommendations 
and actions. 
 
To monitor compliance at the individual level, 
a Care or Support Coordinator, as applicable 
to the particular program, conducts an 
Individual Experience Assessment (IEA) 
Survey, a tool developed by TennCare using 
the HCBS Settings Rule Exploratory Questions 
from CMS.  The survey is intended to measure 
each individual’s level of awareness of and 
access to rights provided in the HCBS Settings 
Rule, freedom to make informed decisions, 
community integration, privacy requirements, 
and other member experience expectations.  
IEAs are completed upon initial service 
initiation, as part of the member’s annual 
Person-Centered Support Plan (PCSP) review, 
within 30 days of a change in the mental or 
physical status of a member that impacts 
modifications/restrictions in place and 



Regulation Topic Actions 
anytime a change in residence or provider 
occurs for a person receiving residential 
services.  This data is entered into an 
electronic system that TennCare uses to 
aggregate and analyze data by MCO and by 
provider.  Currently, the MCOs are required to 
review IEA survey responses for all Medicaid 
recipients receiving HCBS and investigate each 
“No” response that indicates a potential rights 
restriction and ensure timely remediation of 
any potential compliance concern.  This data 
is reported in the CHOICES Quarterly IEA 
Remediation Report and an ECF CHOICES IEA 
Remediation Report from each MCO on a 
quarterly basis.  DIDD provides an IEA 
Remediation Report for the 1915(c) waiver 
members.  The report requires the MCOs and 
DIDD to investigate these responses to 
determine if the restriction indicated has 
gone through the HCBS Settings Rule 
modifications procedure, and the restriction is 
appropriately included in the member’s 
Person-Centered Support Plan.  If the 
restriction has not gone through the 
modification process and is not supported in 
the person-centered support plan, the MCOs 
remediate the individual concerns by working 
with the provider and the person supported 
and his or her representative, if applicable.  In 
addition, as part of ongoing monitoring of 
compliance with the HCBS Settings Rule, the 
MCOs are required to identify trends relating 
to member concerns with particular providers 
or provider settings and report those issues to 
TennCare along with steps for remediation to 
address those concerns.  TennCare’s review 
and analysis of this data informs targeted 
technical assistance as well as overall ongoing 
systems transformation efforts. 

42 CFR 
441.302; 
(a) 
(c) 

State assurances: 
 
(a)  Health and Welfare 
(c)  Evaluation of need 

1. The state Rules for TennCare Long-Term Care 
Programs (1200-13-01) define the standards 
for HCBS providers.  These Rules are available 
for review at  
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(d) 
(g) 
(j) 

(d)  Alternatives 
(g)  Institutionalization 
absent waiver 
(j)  Day treatment or 
partial hospitalization 

https://publications.tnsosfiles.com/rules/120
0/1200-13/1200-13-01.20230313.pdf   

2. The Contractor Risk Agreement between the 
Division of TennCare and each Managed Care 
Organization includes:  

a. Reportable Event Reporting and 
Monitoring requirements; 

b. Mandatory elements for all provider 
agreements; 

c. Credentialing requirements to ensure 
a network of qualified providers for 
CHOICES and Katie Beckett; 

d. Requirements pertaining to initial and 
annual Level of Care assessments; 

e. Mandatory elements of a CHOICES, 
Employment and Community First 
CHOICES, or Katie Beckett assessment 
and person-centered support plan, 
including risk assessment/planning, as 
applicable; and  

f. Maximum timelines for the 
assessment, development of the 
person-centered support plan, and 
service initiation for potential and new 
CHOICES, Employment and 
Community First CHOICES, or Katie 
Beckett members. 

3. The Interagency Agreement between the 
Division of TennCare and DIDD includes 
credentialing requirements to ensure a 
network of qualified Employment and 
Community First CHOICES providers. 

4. Provider Agreements between the Managed 
Care Organizations and network providers 
include critical incident reporting 
requirements.  

5. Provider Agreements between DIDD and 
Katie Beckett Part B providers include critical 
incident reporting requirements.   

6. Cost neutrality calculations ensure that an 
individual’s needs can be met safely and 
effectively at a cost that is less than or equal 
to care provided in a NF.  If the individual’s 

https://publications.tnsosfiles.com/rules/1200/1200-13/1200-13-01.20230313.pdf
https://publications.tnsosfiles.com/rules/1200/1200-13/1200-13-01.20230313.pdf
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needs cannot safely and effectively be met 
with HCBS at a cost that is less than or equal 
to the same Level of Care in a NF, the 
individual is eligible for—and may elect to 
receive services in—a NF. 

7. Level of Care is confirmed for each CHOICES, 
Employment and Community First CHOICES, 
and Katie Beckett member through standard 
PAE (PreAdmission Evaluation or Level of 
Care application) processes, requirements for 
supporting medical documentation, and 
annual recertification to verify Level of Care 
requirements continue to be met. 

8. Freedom of Choice education appears in 
materials used by the single point of entry, 
and in the Freedom of Choice election form 
(applicable for CHOICES), member handbook, 
and TennCare website. 

9. Please refer to the integrated Quality 
Improvement Strategy in Attachment L of this 
report for a list of measures used to verify 
the state Assurances. 

42 CFR 
441.303; 
(a) 
(c) 
(d) 
(e) 

Supporting 
documentation 
required: 
(a) Description of 
safeguards 
(c) Description of 
agency plan for 
evaluation 
(d) Description of plan 
to inform enrollees 
(e) Description of post-
eligibility treatment of 
income 

1. Level of Care eligibility for CHOICES, 
Employment and Community First CHOICES, 
and Katie Beckett (Part A) is determined 
through the completion and review of a PAE 
(Level of Care application).  On an annual 
basis, each member’s PAE must be reviewed 
by the Managed Care Organization or DIDD, 
as applicable, to verify that the individual 
continues to meet Level of Care.    

2. Please refer to the integrated Quality 
Improvement Strategy in Attachment L of this 
report for a list of measures used to verify the 
State Assurances.  These data are reported to 
CMS annually.   

3. The state Rules for the Department of Health, 
Division of Healthcare Facilities delineate 
specific licensure requirements for nursing 
facilities, assisted care living facilities, and 
Adult Care Homes-Level 2.    
https://publications.tnsosfiles.com/rules/120
0/1200-08/1200-08.htm The state Rules for 

https://publications.tnsosfiles.com/rules/1200/1200-08/1200-08.htm
https://publications.tnsosfiles.com/rules/1200/1200-08/1200-08.htm
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the Department of Intellectual and 
Developmental disabilities delineate specific 
licensure requirements for Community Living 
Supports, as defined in the three-page 
document following this table. 

4. Post-eligibility treatment of income is 
delineated in State Rules for TennCare 
Technical and Financial Eligibility (1200-13-
20).  These Rules are available for review at 
https://publications.tnsosfiles.com/rules/120
0/1200-13/1200-13-20.20220811.pdf   

42 CFR 
441.310 

Limits on Federal 
financial participation 

1. The Contractor Risk Agreement between the 
Division of TennCare and the Managed Care 
Organizations allows the Managed Care 
Organizations to contract only with licensed 
facilities that are eligible to participate in 
Medicaid.    

2. Managed Care Organizations may not provide 
reimbursement for Room and Board, as is 
delineated in state Rules for TennCare Long-
Term Care Programs (1200-13-01-.02). 

3. CHOICES and Katie Beckett services do not 
include prevocational, educational, or 
supported employment services.  Where 
appropriate, Employment and Community 
First CHOICES service definitions specify that 
services may not be provided under the 
Employment and Community First CHOICES 
program if such benefits would be available 
either under special education and related 
services as defined in section 602 of the 
Education of the Handicapped Act (20 U.S.C. 
1401) or under vocational rehabilitation 
services available to the individual through a 
program funded under section 110 of the 
Rehabilitation Act of 1973 (29 U.S.C. 730). 
 

  

https://publications.tnsosfiles.com/rules/1200/1200-13/1200-13-20.20220811.pdf
https://publications.tnsosfiles.com/rules/1200/1200-13/1200-13-20.20220811.pdf


 
Licensure and Quality Oversight of Community Living Supports 

and Community Living Supports-Family Model Providers 
 
Providers of Community Living Supports (CLS) and Community Living Supports-Family Model 
(CLS-FM) in CHOICES and Employment and Community First CHOICES are licensed by the 
Department of Intellectual and Developmental Disabilities (DIDD) pursuant to statutory 
requirements set forth in Tennessee Code Annotated, Title 33, and in Chapter 0465-02 of the 
Rules of the Department of Intellectual and Developmental Disabilities, including: 
 

0465-02-11 MINIMUM PROGRAM REQUIREMENTS FOR INTELLECTUAL AND 
DEVELOPMENTAL DISABILITIES RESIDENTIAL HABILITATION FACILITIES/SERVICES 
 
0465-02-13 MINIMUM PROGRAM REQUIREMENTS FOR INTELLECTUAL AND 
DEVELOPMENTAL DISABILITIES PLACEMENT SERVICES  
 
0465-02-15 MINIMUM PROGRAM REQUIREMENTS FOR INTELLECTUAL DISABILITIES 
SEMI-INDEPENDENT LIVING SERVICES and 0465-02-16 MINIMUM PROGRAM 
REQUIREMENTS FOR DEVELOPMENTAL DISABILITIES SEMI-INDEPENDENT LIVING 
SERVICES 
 
0465-02-18 MINIMUM PROGRAM REQUIREMENTS FOR INTELLECTUAL AND 
DEVELOPMENTAL DISABILITIES SUPPORTED LIVING SERVICES  
 

The specific type of licensure depends on the level of support need/reimbursement for 
individuals living in the home, as well as certain factors that are explicit in the statutory and 
regulatory requirements.  For example: 
 

o The CLS1 and CLS2 provider is licensed by the Department of Intellectual and 
Developmental Disabilities (DIDD) for Intellectual Disabilities or Developmental 
Disabilities Semi-Independent Living Services in accordance with licensure regulations.  

 
This is the licensure type for Semi-Independent Living services currently provided under 
the State’s Section 1915(c) waiver authority for individuals with intellectual and 
developmental disabilities.  CLS 1 and CLS 2 benefits are comparable to the Semi-
Independent Living benefit currently provided under the State’s Section 1915(c) waiver 
authority to individuals with intellectual and developmental disabilities. 

 
o The CLS3 provider is licensed for Intellectual and Developmental Disabilities Supported 

Living Services or Residential Habilitation Facilities/Services by the Department of 
Intellectual and Developmental Disabilities (DIDD) in accordance with licensure 
requirements. 

 



This is the licensure type for Supported Living and Residential Habilitation services, 
including Medical Residential services, currently provided under the State’s Section 
1915(c) waiver authority for individuals with intellectual and developmental disabilities. 

 
The levels of support for Community Living Supports-Family Model are the same, but all 
are delivered in an adult foster home setting where the person lives in the home of a 
family who is the paid caregiver.   

 
o The CLS-FM provider is licensed by the Department of Intellectual and Developmental 

Disabilities (DIDD) as Intellectual and Developmental Disabilities Placement Services. 
 

This is the licensure type for providers of Family Model Residential Services currently 
provided under the State’s Section 1915(c) waiver authority for individuals with 
intellectual and developmental disabilities. 

  
Licensure standards establish the minimum standards that facilities must meet in order to be 
licensed.  These include background checks for all staff. 
 
Additional program and quality requirements are set forth in TennCare rules, MCO contracts, and 
provider agreements.   
 
In addition to annual licensure surveys, TennCare contracts with the Department of Intellectual 
and Developmental Disabilities (DIDD), the operating agency for the state’s three Section 1915(c) 
waivers for individuals with intellectual disabilities, to conduct quality monitoring surveys of 
providers of CLS and CLS-FM services.  TennCare has built on a well-developed quality strategy 
to establish performance measures and processes for discovery, remediation, and ongoing data 
analysis and quality improvement regarding CLS services.  In addition to providing data specific 
to the quality of these services offered in the CHOICES and Employment and Community First 
CHOICES programs, this ensures that TennCare has a comprehensive perspective of quality 
performance and strategies for quality improvement across the LTSS system as a whole.   
 
In addition to annual licensure surveys and annual quality monitoring surveys, MCO Care or 
Support Coordinators are required to conduct periodic onsite visits of each person receiving CLS 
or CLS-FM services, including specific monitoring specified by TennCare, to ensure that services 
are being provided appropriately and that the members’ needs are met.   
 
TennCare contracts with Area Agencies on Agency and Disability to ensure the availability of 
Ombudsman services for individuals receiving CLS and CLS-FM services.  This includes periodic in-
person assessment of the quality of services being received, as well as the member’s satisfaction 
with the services and with quality of life, using a standardized assessment tool.  
 
Finally, TennCare participates in National Core Indicators – Aging and Disability™ (NCI-AD) survey 
to assess quality of life, community integration, and person-centered services for the members 
in the CHOICES program.  TennCare also participates in the National Core Indicators™ In-Person 



Survey (NCI-IPS) to assess quality of life, community integration, and person-centered services 
for Employment and Community First CHOICES members.  Both survey processes use a 
standardized assessment tool to monitor quality of services and quality outcomes for seniors and 
adults with physical disabilities and individuals with I/DD receiving HCBS, including those in CLS 
and CLS-FM settings.  
 



 
 

 
 
 
 
 
 
 
Attachment I:  
Health and Welfare of HCBS Participants 
  



 
 

Waiver operations are in compliance.  The state system assures HCBS participants’ health and 
welfare in multiple ways.  Through an annual member record review, TennCare reviews and 
ensures that each member has annual education on abuse, neglect, and exploitation.  
Additionally, TennCare receives monthly reports on all reportable events that were investigated, 
and a quarterly analysis report from the Tennessee Department of Intellectual and 
Developmental Disabilities (DIDD) and the Managed Care Organizations (MCOs), which tracks 
and trends all the reportable events.   
 
Reportable Events and data are tracked and trended by DIDD, the MCOs, and providers in the 
One Aligned Reportable Event Management System for all LTSS programs, including CHOICES 
(Groups 2 & 3), Employment and Community First CHOICES, and Katie Beckett.  MCOs and DIDD, 
in collaboration with TennCare and providers, evaluate the trended data to address and prevent 
future instances of abuse, neglect, exploitation, and unexplained death.   
 
The state continues all efforts to ensure the health and welfare of persons served across all LTSS 
programs.  CHOICES and ECF CHOICES providers report Reportable Events to DIDD using an 
aligned Reportable Event Form.  These providers are required to be trained on completing Tier 2 
Reportable Event Investigations.  Since January 1, 2022, Reportable Event Management is fully 
aligned under the subject matter expertise of DIDD and TennCare jointly.    
 
Systems: 

• Data describing investigations is entered on an ongoing basis into the DIDD Incident and 
Investigation (I&I) Database.  Monthly reports are generated by DIDD and submitted to 
TennCare.  They include data describing substantiated investigations concluded during 
the month and investigations for which an extension beyond thirty (30) days was granted, 
including the type of allegation, the reason for the extension, and the date the 
investigation was completed. 

• MCOs continue to be required to maintain LTSS Distinction as part of their NCQA 
Accreditation process.  One of the core areas is case management, which requires the 
implementation and ongoing maintenance of a critical incident management system to 
promptly report, track, and follow up on incidents such as abuse, neglect, and 
exploitation. 
 

Reports: 
• HCBS Settings Committee Reports are completed quarterly for the 1115 waiver programs 

by the MCOs.  These reports include the total number of proposed or emergency rights 
restrictions or restraints reviewed during the quarter that are not part of a plan of care or 
PCSP or BSP, the total number of periodic data reviews regarding interventions, the total 
number of reviews of psychotropic medications conducted during the quarter, the total 
number of complaints regarding restrictive interventions or settings compliance concerns 
received and reviewed during the quarter, and a summary of the outcomes of such 
reviews, including actions pertaining to individual members or providers or to broader 
systemic improvements. 



 
 

• Quarterly IEA Remediation Reports are submitted for the 1115 waiver program by each 
MCO.  These reports capture how each instance of provider non-compliance with the 
Final Settings Rule is remediated. 

• Reportable Event Management Monthly Reports track all reportable event incidents by 
event type, setting, the provider/staff accused of being responsible, whether the event 
was substantiated, and the remediation type.   

• Reportable Event Quarterly Analysis report includes a narrative describing the MCO’s 
analysis of reportable events for the reporting period, including trends and patterns; 
opportunities for improvement; and strategies implemented by the MCO to reduce the 
occurrence of incidents and improve quality. 

• Emergency Department (ED) Utilization Quarterly Report of 1115 members evaluates 
members who have ED visits.  The report allows TennCare to follow up with the MCOs to 
investigate members who have frequent ED visits. 

 
 
Audits: 

• 1115 Existing Member Record Reviews are conducted annually.  These record reviews 
include performance measures related to education of members on the identification and 
reporting of suspected abuse.  

• The CHOICES and ECF CHOICES Reportable Event Audit reviews reportable events for 
proper reporting within timeframes as outlined in the Contractor Risk Agreement. 
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Executive Summary 
Medicaid managed care organizations (MCOs) are required to 
report a full Healthcare Effectiveness Data and Information Set 
(HEDIS) as a part of the accreditation mandates in Tennessee. The 
HEDIS requirement is an integral part of the accreditation process 
of the National Committee for Quality Assurance (NCQA). In 
2006, Tennessee became the first state in the nation requiring all 
MCOs to become accredited by NCQA, an independent, not-for-
profit organization that assesses and scores MCO performance on 
important dimensions of care and service in a broad range of health 
issues. 

More than 90% of health plans in America use the HEDIS tool 
because its standardized measures of MCO performance allow 
comparisons to national averages and benchmarks as well as 
between a state’s MCOs, and over time. The Consumer 
Assessment of Healthcare Providers and Systems (CAHPS) set of 
standardized surveys is included in HEDIS to measure members’ 
satisfaction with their care. This MY2021 Annual HEDIS/CAHPS 
Report—Following the MY2021 National Benchmark Release 
(FNB) summarizes the results for the MCOs contracting with the 

Division of TennCare (TennCare), the Medicaid program in 
Tennessee.  

For an overview of the performance of TennCare’s MCOs, the 
Statewide Performance section provides a calculated weighted 
average of the scores of all those reporting. MCO-specific measures 
are presented in the Individual Plan Performance section. Weighted 
average performances of Tennessee’s MCOs since 2017 on certain 
measures are presented in the HEDIS Trending section. Beginning 
in HEDIS MY2021, the results for the Children’s Health Insurance 
Plan (CHIP), CoverKids, are included in the overall statewide rates. 

Appendix A contains a comprehensive table of plan-specific results 
for HEDIS MY2021 Utilization Measures. The tables in Appendix 
B reveal populations reported by MCOs in member months by age 
and sex for HEDIS MY2021. Appendix C includes plan-specific 
results for Measures Collected Using Electronic Clinical Data  
Systems (ECDS) and Long-Term Services and Supports (LTSS) 
measures.
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Background 
HEDIS Measures—Domains of Care 
HEDIS is an important tool designed to ensure the public has the 
information needed to reliably compare the performance of 
managed healthcare plans. Standardized methodologies 
incorporating statistically valid samples of members ensure the 
integrity of measure reporting and help purchasers make more 
reliable, relevant comparisons between health plans. HEDIS 
measures are subject to a NCQA HEDIS Compliance Audit that 
must be conducted by an NCQA-certified HEDIS Compliance 
Auditor under the auspices of an NCQA-licensed organization. 
This ensures the integrity of the HEDIS collection and 
calculation process at each MCO through an overall information 
systems capabilities assessment, followed by an evaluation of 
the ability to comply with HEDIS specifications. 

HEDIS MY2021 assesses care across health systems, access to 
and satisfaction with healthcare services, and specific utilization 
through more than 90 measures (Commercial, Medicare and 
Medicaid) across six domains of care: 

♦ Effectiveness of Care
♦ Access/Availability of Care
♦ Utilization and Risk-Adjusted Utilization
♦ Experience of Care (CAHPS Survey Results)
♦ Health Plan Descriptive Information
♦ Measures Collected Using Electronic Clinical Data 

Systems (ECDS)

The following brief descriptions of selected HEDIS measures were 
extracted from NCQA’s HEDIS Measurement Year 2020 and 
Measurement Year 2021 Volume 2: Technical Specifications, 
which includes additional information related to each measure. The 
measures presented in this report reflect data submitted from the 
following domains of care: Effectiveness of Care, 
Access/Availability of Care, Experience of Care, Utilization and 
Risk-Adjusted Utilization, Health Plan Descriptive Information, 
and ECDS. Additional LTSS measures are also included. The 
following measures and stratifications will no longer be 
collected or used by NCQA following MY2021: 

♦ Childhood Immunization Status: Combination rates 2, 4, 
5, 6, 8 and 9.

♦ Plan All-Cause Readmissions: The 18–64 Medicare
Skilled Nursing Facility (SNF) reporting strata.

♦ Enrollment by Product Line: Binary gender
stratifications. Rationale: removal of binary gender
stratifications, which will allow a more inclusive count of
the organization’s total membership.

Effectiveness of Care Measures 
The measures in the Effectiveness of Care domain assess the 
quality of clinical care delivered within an MCO. They address 
how well the MCO delivers widely accepted preventive services 
and recommended screening for common diseases. 
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The domain also includes some measures for overuse and patient 
safety and addresses four major aspects of clinical care: 
1. How well the MCO delivers preventive services and keeps

members healthy.
2. Whether members are offered the most up-to-date treatments

for acute episodes of illness and get better.
3. How well the MCO delivers care and assistance with coping 

to members with chronic diseases.
4. Whether members can get appropriate tests.
Effectiveness of Care measures are grouped into more specific
clinical categories, which may change slightly year to year:
♦ Prevention and Screening
♦ Respiratory Conditions
♦ Cardiovascular Conditions
♦ Diabetes
♦ Behavioral Health
♦ Overuse/Appropriateness
♦ Measures collected through the CAHPS Health Plan

Survey.
Note: Only clinical categories with Medicaid measures are noted here.

Only certain measures from these categories are presented in this 
report, which does not include the additional category in this 
domain specific to Medicare. For some measures, eligible 
members cannot have more than one gap in continuous 
enrollment of up to 45 days during the measurement year (MY) 
and members in hospice (General Guideline 20) are excluded. 

Prevention and Screening 
Immunization measures follow guidelines for immunizations 
from the Centers for Disease Control and Prevention and the 
Advisory Committee on Immunization Practices (ACIP). HEDIS 
implements changes (e.g., new recommendations) after three 
years, to account for the measures’ look-back period and to allow 
the industry time to adapt to new guidelines. 

Weight Assessment and Counseling for Nutrition and 
Physical Activity for Children/Adolescents (WCC) 
WCC measures the percentage of members 3 to 17 years of age 
who had an outpatient visit with a primary care practitioner (PCP) 
or obstetrician-gynecologist (OB-GYN) and who had evidence of 
three indicators: BMI percentile documentation, and counseling 
for nutrition and physical activity during the MY. 
Note: Because BMI norms for youth vary with age and gender, this measure evaluates 
whether BMI percentile is assessed rather than an absolute BMI value. 

For WCC, a total rate and two age stratifications are reported for 
each indicator: 

♦ 3–11 years ♦ 12–17 years

Childhood Immunization Status (CIS) 
CIS assesses the percentage of children who became two years of 
age during the MY and who had four diphtheria, tetanus, and 
acellular pertussis vaccines (DTaP); three inactivated polio 
vaccines (IPV); one measles, mumps, and rubella vaccine (MMR); 
three Haemophilus influenzae type B vaccines (HiB); three 
hepatitis B (HepB) vaccines; one chicken pox/varicella zoster 
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vaccine (VZV); four pneumococcal conjugate vaccines (PCV); one 
hepatitis A (HepA) vaccine; two or three rotavirus vaccines (RV); 
and two influenza vaccines (Flu) by their second birthday. 

The measure calculates a rate for each vaccine and separate 
combinations. Note that combinations 2, 4, 5, 6, 8, and 9 have 
been retired for MY2021 but are reflected in Table CIS as the 
combinations appear for MY2020. 

Table CIS. Combination Vaccinations for Childhood 
Immunization Status (CIS) 
# DTaP IPV MMR HiB HepB VZV PCV HepA RV Flu 

2       

3       

4         

5         

6         

7          

8          

9          

10           

Note: CIS follows the Centers for Disease Control and Prevention and ACIP guidelines for 
immunizations. 

Immunizations for Adolescents (IMA) 
IMA measures the percentage of adolescents 13 years of age who 
had one dose of meningococcal vaccine, one dose of tetanus, 
diphtheria toxoids, and acellular pertussis (Tdap) vaccine, and 
have completed the human papillomavirus (HPV) vaccine series 
by their 13th birthday. The measure calculates a rate for each 

vaccine and two combination rates: meningococcal and Tdap/Td; 
and meningococcal, Tdap/Td and HPV. 

Lead Screening in Children (LSC) 
LSC assesses the percentage of children who were two years of 
age during the MY and had one or more capillary or venous lead 
blood tests for lead poisoning on or before the second birthday. 
Both the date the test was performed, and the result/finding must 
be documented in the medical record. 

Breast Cancer Screening (BCS) 
BCS measures the percentage of female members 50 to 74 years 
of age during the MY who had a mammogram to screen for 
breast cancer on or between October 1 two years prior to the 
MY, and through December 31 of the MY. 

Cervical Cancer Screening (CCS) 
CCS measures the percentage of women 21 to 64 years of age 
during the MY who were screened for cervical cancer using 
either of the following criteria: 

♦ Women age 21–64 who had cervical cytology performed 
within the last three years

♦ Women age 30–64 who had cervical high-risk human 
papillomavirus (hrHPV) testing performed within the
last five years

♦ Women age 30–64 who had cervical cytology/hrHPV co-
testing performed within the last five years
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Chlamydia Screening in Women (CHL) 
CHL assesses the percentage of women 16 to 24 years of age 
who were identified as sexually active and who had at least one 
test for chlamydia during the MY. This measure calculates a 
total rate as well as two age stratifications:  

♦ Women age 16–20 ♦ Women age 21–24

Respiratory Conditions 
Appropriate Testing for Pharyngitis (CWP) 
CWP measures the percentage of episodes for members ages 
three years and older where the member was diagnosed with 
pharyngitis, dispensed an antibiotic, and received a group A 
streptococcus (strep) test for the episode that occurred during the 
intake period between July 1 of the year prior to the MY and 
June 30 of the MY. A higher rate represents better performance 
(i.e., appropriate testing). 

Use of Spirometry Testing in the Assessment and 
Diagnosis of COPD (SPR) 
SPR reports the percentage of members 40 years of age and older 
with a new diagnosis during the intake period or newly active 
chronic obstructive pulmonary disease (COPD) who received 
appropriate spirometry testing to confirm the diagnosis. The first 
COPD diagnosis must have occurred during the intake period 
between July 1 of the year prior to the MY and June 30 of the 
MY. 

Pharmacotherapy Management of COPD Exacerbation 
(PCE) 
PCE assesses the percentage of COPD exacerbations for 
members 40 years of age and older who had an acute inpatient 
(IP) discharge or emergency department (ED) visit on or 
between January 1 and November 30 of the MY and who were 
dispensed appropriate medications. Two rates are reported: 

♦ Dispensed a systemic corticosteroid (or evidence of an 
active prescription) within 14 days of the event

♦ Dispensed a bronchodilator (or evidence of an active
prescription) within 30 days of the event

Note: The eligible population for this measure is based on acute IP discharges and ED 
visits, not on members. It is possible for the denominator to include multiple events for the 
same individual. 

Asthma Medication Ratio (AMR) 
AMR assesses the percentage of members 5 to 64 years of age 
who were identified as having persistent asthma and had a ratio 
of controller medications to total asthma medications of 0.50 or 
greater during the MY. This measure calculates a total rate as 
well as four age stratifications:  

♦ 5–11 years
♦ 12–18 years

♦ 19–50 years
♦ 51–64 years
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Cardiovascular Conditions 
Controlling High Blood Pressure (CBP) 
CBP reports the percentage of members 18 to 85 years of age who 
had a diagnosis of hypertension and whose blood pressure (BP) 
was adequately controlled (<140/90 mm Hg) during the MY. 

Persistence of Beta-Blocker Treatment after a Heart 
Attack (PBH) 
PBH measures the percentage of members 18 years of age and 
older during the MY who were hospitalized and discharged from 
July 1 of the year prior to the MY to June 30 of the MY with a 
diagnosis of acute myocardial infarction and who received 
persistent beta-blocker treatment for six months (at least 135 
days of treatment within 180-day interval) after discharge. 

Statin Therapy for Patients with Cardiovascular Disease 
(SPC) 
SPC reports the percentage of members identified as having 
clinical atherosclerotic cardiovascular disease (ASCVD) and 
who met the following criteria: 

♦ Received Statin Therapy—Members who were dispensed
at least one high- or moderate-intensity statin medication 
during the MY.

♦ Statin Adherence 80%—Members who remained on a 
high- or moderate-intensity statin medication for at least
80% of the treatment period.

For SPC, a total rate and two stratifications of gender and age 
(as of December 31 of the MY) are reported: 

♦ Males 21–75 years ♦ Females 40–75 years

Cardiac Rehabilitation (CRE) 
CRE measures the percentage of members 18 years and older 
who attended cardiac rehabilitation following a qualifying 
cardiac event, including myocardial infarction, percutaneous 
coronary intervention, coronary artery bypass grafting, heart and 
heart/lung transplantation or heart valve repair/replacement. 
Four rates are reported: 

♦ Initiation—The percentage of members who attended 
two or more sessions of cardiac rehabilitation within 30 
days after a qualifying event.

♦ Engagement 1—The percentage of members who
attended 12 or more sessions of cardiac rehabilitation
within 90 days after a qualifying event.

♦ Engagement 2—The percentage of members who
attended 24 or more sessions of cardiac rehabilitation
within 180 days after a qualifying event.

♦ Achievement—The percentage of members who attended
36 or more sessions of cardiac rehabilitation within 180 
days after a qualifying event.

The measure is reported as a total rate as well as two age 
stratifications: 
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♦ 18–64 years ♦ 65 years and older

Note: Rates for adults ≥65 years are Medicare provisions excluded in this report along with 
the total rate, which includes this age group. 

Diabetes 
Comprehensive Diabetes Care (CDC) 
The CDC composite of six rates measures an MCO’s performance 
on clinical management in aspects of diabetic care through the 
percentage of a single sample of diabetic members (type I and type 
II) 18 to 75 years of age who met the criteria by having the
following during the MY:

♦ Hemoglobin A1c (HbA1c) blood test
♦ Poorly controlled diabetes (HbA1c >9.0%)

Note: a lower rate indicates better performance (i.e., low rates of 
poor control indicate better care)

♦ Controlled diabetes (most recent HbA1c <8.0%)
♦ Eye exam (retinal)
♦ Medical attention for nephropathy*
♦ Controlled blood pressure (<140/90 mm Hg).

* Medicare product line only

Kidney Health Evaluation for Patients with Diabetes 
(KED) 
KED reports the percentage of members 18–85 years of age with 
diabetes (type I and type II) who received a kidney health 
evaluation, defined by an estimated glomerular filtration rate 
(eGFR) and a urine albumin-creatinine ratio (uACR), during the 
measurement year. The measure is reported as a total rate as well 
as three age stratifications: 

♦ 18–64 years
♦ 65–74 years

♦ 75–85 years

Note: Rates for adults ≥65 years are Medicare provisions excluded in this report along with 
the total rate, which includes this age group. 

Statin Therapy for Patients with Diabetes (SPD) 
SPD reports the percentage of members 40 to 75 years of age 
with diabetes during the MY who do not have ASCVD and met 
the following criteria reported as two rates: 

♦ Received Statin Therapy—Members who were dispensed 
at least one statin medication of any intensity during the 
MY.

♦ Statin Adherence 80%—Members who remained on a 
statin medication of any intensity for at least 80% of the
treatment period.

Behavioral Health 
Antidepressant Medication Management (AMM) 
AMM measures the percentage of members 18 years of age and 
older who were treated with antidepressant medication, had a 
diagnosis of major depression and who remained on an 
antidepressant medication treatment. Two rates are reported: 

♦ Effective Acute Phase Treatment—The percentage who 
remained on an antidepressant medication for at least 84 
days (12 weeks).

♦ Effective Continuation Phase Treatment—The percentage
who remained on an antidepressant medication for at least 
180 days (6 months).
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Follow-Up Care for Children Prescribed ADHD 
Medication (ADD) 
ADD assesses the percentage of children newly prescribed 
attention-deficit/hyperactivity disorder (ADHD) medication 
who had at least three follow-up care visits within a 10-month 
period, one of these visits must have been within 30 days of the 
earliest ambulatory prescription dispensed for ADHD 
medication, at which time the member must have been 6 to 12 
years of age. Two rates are reported: 

♦ Initiation Phase—The percentage who had one follow-
up visit with a practitioner with prescribing authority 
during the 30-day Initiation Phase.

♦ Continuation and Maintenance Phase—The percentage 
who remained on the medication for at least 210 days and 
who, in addition to the Initiation Phase follow-up, had at
least two follow-up visits with a practitioner within 270 
days (nine months) of the end of the Initiation Phase.

Follow-Up after Hospitalization for Mental Illness (FUH) 
FUH examines continuity of care for mental illness through the 
percentage of discharges for members six years of age and older 
who were hospitalized for treatment of selected mental illness or 
intentional self-harm diagnoses and who had a follow-up visit 
with a mental health provider. Two rates are reported as the 
percentage of discharges for which the member received follow-
up within the following: 

♦ 7 days after discharge ♦ 30 days after discharge

This measure is reported as a total rate as well as three age 
stratifications: 

♦ 6–17 years
♦ 18–64 years

♦ 65 years and older

Note: Rates for adults ≥65 years are Medicare provisions excluded in this report along with 
the total rate, which includes this age group. 

Follow-Up After Emergency Department Visit for Mental 
Illness (FUM) 
FUM is the percentage of ED visits for members six years of age 
and older with a principal diagnosis of mental illness or 
intentional self-harm, who had a follow-up visit for mental 
illness. Two rates are reported as the percentage of ED visits for 
which the member received follow-up within the following: 

♦ 7 days of ED visit ♦ 30 days of ED visit

This measure is reported as a total rate as well as three age 
stratifications: 

♦ 6–17 years
♦ 18–64 years

♦ 65 years and older

Note: Rates for adults ≥65 years are Medicare provisions excluded in this report along with 
the total rate, which includes this age group. 

Follow-Up after High-Intensity Care for Substance Use 
Disorder (FUI) 
FUI is the percentage of acute inpatient hospitalizations, 
residential treatment, or detoxification visits for a diagnosis of 
substance use disorder among members 13 years of age and 
older that result in a follow-up visit or service for substance use 
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disorder. Two rates are reported as the percentage of high-
intensity care visits or discharges in which the member received 
follow-up within the following: 

♦ 7 days after visit or
discharge

♦ 30 days after visit or
discharge

This measure is reported as a total rate as well as three age 
stratifications: 

♦ 13–17 years
♦ 18–64 years

♦ 65 years and older

Note: Rates for adults ≥65 years are Medicare provisions excluded in this report along with 
the total rate, which includes this age group. 

Follow-Up after Emergency Department Visit for Alcohol 
and other Drug Abuse or Dependence (FUA) 
FUA is the percentage of ED visits for members 13 years of age 
and older with a principal diagnosis of alcohol or other drug 
(AOD) abuse or dependence, who had a follow-up visit for 
AOD. Two rates are reported as the percentage of ED visits for 
which the member received follow-up within the following: 

♦ 7 days of ED visit ♦ 30 days of ED visit
For FUA, a total rate and two age stratifications are reported: 

♦ 13–17 years ♦ 18 years and older

Pharmacotherapy for Opioid Use Disorder (POD) 
POD is the percentage of new opioid use disorder (OUD) 
pharmacotherapy events with OUD pharmacotherapy for 180 or 
more days for members ages 16 years and older with a diagnosis 

of OUD. The measure is reported as a total rate as well as two 
age stratifications: 

♦ 16–64 years ♦ 65 years and older

Note: Rates for adults ≥65 years are Medicare provisions excluded in this report along with 
the total rate, which includes this age group. 

Diabetes Screening for People with Schizophrenia or 
Bipolar Disorder who are using Antipsychotic Medications 
(SSD) 
SSD measures the percentage of members 18 to 64 years of age 
with schizophrenia, schizoaffective disorder, or bipolar disorder 
who were dispensed an antipsychotic medication and had a 
diabetes screening test during the MY. 

Diabetes Monitoring for People with Diabetes and 
Schizophrenia (SMD) 
SMD is the percentage of members 18 to 64 years of age with 
schizophrenia or schizoaffective disorder, and diabetes who had 
both a low-density lipoprotein cholesterol (LDL-C) test and an 
HbA1c test during the MY. 

Cardiovascular Monitoring for People with Cardiovascular 
Disease and Schizophrenia (SMC) 
SMC reports the percentage of members 18 to 64 years of age with 
schizophrenia or schizoaffective disorder, and cardiovascular 
disease (CVD) who had an LDL-C test during the MY. 
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Adherence to Antipsychotic Medications for Individuals 
with Schizophrenia (SAA) 
SAA assesses the percentage of members with schizophrenia or 
schizoaffective disorder who were 18 years and older during the 
MY who were dispensed and remained on an antipsychotic 
medication for at least 80% of their treatment period. 

Metabolic Monitoring for Children and Adolescents on 
Antipsychotics (APM) 
APM measures the percentage of children and adolescents 1 to 
17 years of age who had two or more antipsychotic prescriptions 
and had metabolic testing. Three rates are reported as the 
percentage of children and adolescents on antipsychotics who 
received the following: 

♦ Blood glucose testing
♦ Cholesterol testing
♦ Blood glucose and cholesterol testing.

The measure calculates a total rate as well as two age 
stratifications: 

♦ 1–11 years ♦ 12–17 years

Overuse/Appropriateness 
Non-Recommended Cervical Cancer Screening in 
Adolescent Females (NCS) 
NCS records the percentage of adolescent females 16 to 20 years 
of age who were screened unnecessarily for cervical cancer. 
Note: A lower rate indicates better performance. 

Appropriate Treatment for Upper Respiratory Infection 
(URI) 
URI measures the percentage of episodes for members three 
months of age and older with a diagnosis of upper respiratory 
infection (URI) that did not result in an antibiotic prescription. 
This measure is reported as an inverted rate [1 - (numerator/ 
eligible population)], with a higher rate indicating appropriate 
treatment with URI (i.e., the proportion of episodes that did not 
result in an antibiotic dispensing event). 

The measure calculates a total rate as well as three age 
stratifications: 

♦ 3 months–17 years
♦ 18–64 years

♦ 65 years and older

Note: Rates for adults ≥65 years are Medicare provisions excluded in this report along with 
the total rate, which includes this age group. 

Avoidance of Antibiotic Treatment for Acute 
Bronchitis/Bronchiolitis (AAB) 
AAB reports the percentage of episodes for members three 
months and older with a diagnosis of acute 
bronchitis/bronchiolitis that did not result in an antibiotic 
prescription. This measure is reported as an inverted rate [1 - 
(numerator/eligible population)], with a higher rate indicating 
appropriate treatment of acute bronchitis/bronchiolitis (i.e., the 
proportion of episodes that did not result in an antibiotic 
dispensing event). 

The measure calculates a total rate as well as three age 
stratifications: 
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♦ 3 months–17 years
♦ 18–64 years

♦ 65 years and older

Note: Rates for adults ≥65 years are Medicare provisions excluded in this report along with 
the total rate, which includes this age group. 

Use of Imaging Studies for Low Back Pain (LBP) 
LBP assesses the percentage of members with a primary diagnosis 
of low back pain who did not have an imaging study (plain X-ray, 
MRI, CT scan) within 28 days of the diagnosis. This measure is 
reported as an inverted rate [1 - (numerator/ eligible population)], 
with a higher rate indicating an appropriate treatment of low back 
pain (i.e., the proportion for whom imaging studies did not occur). 

Use of Opioids at High Dosage (HDO) 
The proportion of members 18 years and older who received 
prescription opioids for ≥15 days during the MY at a high dosage 
(average morphine milligram equivalent dose [MME] ≥90 mg). 
Note: A lower rate indicates better performance. 

Use of Opioids from Multiple Providers (UOP) 
For members 18 and older, the proportion receiving prescription 
opioids for ≥ 15 days from four or more different prescribers 
and/or pharmacies during the MY. Three rates are reported: 

♦ Multiple Prescribers
♦ Multiple Pharmacies
♦ Multiple Prescribers and Multiple Pharmacies.

Note: A lower rate indicates better performance for all three rates. 

Risk of Continued Opioid Use (COU) 
COU is the percentage of members 18 years of age and older 
who had a new episode of opioid use that puts them at risk of 
continued opioid use. Two rates are reported by length of opioid 
use: 

♦ ≥ 15 days/30-day period ♦ ≥ 31 days/62-day period

Note: For this measure, a lower rate indicates better performance. 

Measures Collected Through CAHPS Health Plan 
Survey 
Flu Vaccinations for Adults Ages 18 to 64 (FVA) 
FVA reports the percentage of members 18 to 64 years of age 
who received a flu vaccination between July 1 of the MY and 
the date when the CAHPS Health Plan Survey 5.1H Adult 
Version (CPA) was completed. 

Medical Assistance with Smoking and Tobacco Use 
Cessation (MSC) 
This measure’s collection methodology arrives at a rolling 
average that represents the percentage of members 18 years of 
age and older who were current smokers or tobacco users seen 
during the MY. MSC assesses the following facets of providing 
medical assistance with smoking and tobacco use cessation: 

♦ Advising Smokers and Tobacco Users to Quit—Those
who received advice to quit.

♦ Discussing Cessation Medications—Those for whom
cessation medications were recommended or discussed.
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♦ Discussing Cessation Strategies—Those for whom
cessation methods or strategies were provided or
discussed.

Percentage of Current Smokers and Tobacco Users is not a 
HEDIS performance measure but provides additional 
information to support analysis of other MSC data. The MCOs 
started reporting these data in 2015 in CAHPS results; 
subsequently, the rates have been added to this report. 

Access/Availability of Care Measures 
The measures in the Access/Availability of Care domain 
evaluate how members access important and basic services of 
their MCO. Included are measures of overall access, how many 
members are actually using basic MCO services, and the use and 
availability of specific services. 

Adults’ Access to Preventive/Ambulatory Health Services 
(AAP) 
This measures the percentage of members 20 years and older 
who had an ambulatory or preventive care visit during the MY 
to assess whether adult members have access to/receive such 
services. MCOs report a total rate and three age stratifications: 

♦ 20–44 years
♦ 45–64 years

♦ 65 years and older

Note: Rates for adults ≥65 years are Medicare provisions excluded in this report along with 
the total rate, which includes this age group. 

Initiation and Engagement of Alcohol and other Drug 
Abuse or Dependence Treatment (IET) 
IET assesses the percentage of adolescent and adult members 
aged 13 years and older who had a new episode of AOD abuse 
or dependence and received the following: 

♦ Initiation of AOD Treatment—Initial treatment through 
an inpatient AOD admission, outpatient visit, intensive 
outpatient encounter or partial hospitalization, telehealth,
or medication treatment within 14 days of the diagnosis.

♦ Engagement of AOD Treatment—Initial treatment as 
well as ongoing treatment (i.e., at least one engagement
medication treatment event or at least two engagement
visits) within 34 days of the initiation visit.

MCOs report a total rate and two age stratifications for each: 

♦ 13–17 years ♦ ≥ 18 years

Prenatal and Postpartum Care (PPC) 
PPC measures the percentage of live birth deliveries on or between 
October 8 of the year prior to the MY and October 7 of the MY. 
For these women, the composite assesses the percentage of 
deliveries where members received the following: 

♦ Timeliness of Prenatal Care—A prenatal care visit in the
first trimester on or before the MCO enrollment start date
or within 42 days of enrollment.

♦ Postpartum Care—A postpartum visit on or between 7
and 84 days after delivery.
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Use of First-Line Psychosocial Care for Children and 
Adolescents on Antipsychotics (APP) 
APP measures the percentage of children and adolescents 1 to 17 
years of age who had a new prescription for an antipsychotic 
medication and had documentation of psychosocial care as first-
line treatment. MCOs report a total rate and two age stratifications:  

♦ 1–11 years ♦ 12–17 years

Utilization and Risk-Adjusted Utilization 
This domain consists of utilization measures designed to capture 
the frequency of certain services provided for MCOs’ internal 
evaluation only; NCQA does not view higher or lower service 
counts as indicating better or worse performance. 

Utilization includes two kinds of measures: 

♦ Measures that express rates of service in per 1,000 
member years/months (defined/reported in Appendix A)

♦ Measures as percentages of members receiving specified
services (similar to Effectiveness of Care Domain, 
defined in this section with data in the Results tables). 

Well-Child Visits in the First 30 Months of Life (W30) 
W30 reports the percentage of members who had a particular 
number of well-child visits with a PCP during the last 15 
months. This measure uses the same structure and calculation 
guidelines as those in the Effectiveness of Care domain. Two 
rates are reported: 

♦ First 15 Months—Children who turned 15 months old
during the measurement year: six or more well-child
visits.

♦ Age 15 Months–30 Months—Children who turned 30 
months old during the measurement year: two or more
well-child visits.

Child and Adolescent Well-Care Visits (WCV) 
WCV reports the percentage of members 3–21 years of age who 
had at least one comprehensive well-care visit with a PCP or an 
OB/GYN practitioner during the measurement year. This 
measure uses the same structure and calculation guidelines as 
those in the Effectiveness of Care domain. A total rate as well as 
three age stratifications are reported: 

♦ 3–11 years
♦ 12–17 years

♦ 18–21 years

Plan All-Cause Readmissions (PCR) 
For members 18 years of age and older, PCR reports the number 
of acute inpatient and observation stays during the MY that were 
followed by an unplanned acute readmission for any diagnosis 
within 30 days and the predicted probability of an acute 
readmission. Data are reported in the following categories: 

♦ Count of Index Hospital Stays (IHS) (denominator)
♦ Count of Observed 30-Day Readmissions (numerator)
♦ Count of Expected 30-Day Readmissions.
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Experience of Care 
For a plan’s results in this domain to be considered reliable, the 
Medicaid MCO must follow one of the standard CAHPS 
protocols or an enhanced protocol approved by NCQA. Details 
regarding this calculation methodology and the questions used 
in each composite are included in HEDIS Measurement Year 
2021 Volume 3: Specifications for Survey Measures. 

CAHPS Health Plan Survey 5.1H Adult Version (CPA) 
and 5.1H Child Version (CPC) 
The CPA and CPC are tools for measuring consumer healthcare 
satisfaction with the quality of care and customer service provided 
by their MCOs. These survey tools include four composites 
asked of members (CPA) or parents of child members (CPC): 

♦ Getting Needed Care
♦ Getting Care Quickly

♦ Customer Service
♦ How Well Doctors

Communicate
Each composite category represents an overall aspect of plan 
quality and how well the MCO meets members’ expectations. 

There are four global rating questions that use a 0–10 scale to 
assess overall experience: 
♦ Rating of All Healthcare
♦ Rating of Personal Doctor

♦ Rating of Specialist Seen 
Most Often

♦ Rating of Health Plan
A single question reflects experience of care in the Coordination 
of Care area. 

For these scaled responses, a 0 represents the ‘worst possible’ and 
10 represents the ‘best possible’ healthcare received in the last six 

months. Summary rates represent the percentage of members who 
responded with a 9 or 10. Additional questions use the same 
calculations. For any given CPA and CPC question used in a 
composite, the percentage of respondents answering in a certain 
way is calculated for each MCO. Summary rates represent the 
percentage of members who responded in the most positive way, 
as defined by NCQA. The following descriptions provide a brief 
explanation of the five composite categories. 

Getting Needed Care 
The Getting Needed Care Composite measures the ease with 
which members were able to access care, tests, or treatments 
needed in the last six months. The summary rate represents the 
percentage of members who responded ‘Always’ or ‘Usually’ to 
specified questions. 

Getting Care Quickly 
The Getting Care Quickly Composite measures the ease with 
which members were able to access care quickly, including 
getting appointments as soon as needed, in the last six months. 
The summary rate represents the percentage of members who 
responded ‘Always’ or ‘Usually’ to specified questions. 

How Well Doctors Communicate 
The How Well Doctors Communicate Composite evaluates 
provider-patient communications for the last six months by 
asking members how often their personal doctor listens 
carefully, explains things in a way to easily understand, shows 
respect for what they have to say and spends enough time with 
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them. The summary rate represents the percentage of members 
who responded ‘Always’ or ‘Usually’ to specified questions. 

Customer Service 
The Customer Service Composite measures how often members 
were able to get information and help from an MCO and how well 
they were treated by the MCO’s customer service in the last six 
months. The summary rate represents the percentage of members 
who responded ‘Always’ or ‘Usually’ to specified questions. 

Children With Chronic Conditions (CCC) 
The CAHPS Consortium decided in 2002 to integrate a new set 
of items in the 3.0H version of the CAHPS Health Plan Survey 
child questionnaires (now 5.1H) to better address the needs of 
children with chronic conditions, commonly referred to as 
children with special healthcare needs. CCC is designed for 
children with a chronic physical, developmental, behavioral, or 
emotional condition and who require health and related services 
of a type or amount beyond that generally required by children. 
Three composites summarize parents’ satisfaction with basic 
components of care essential for successful treatment, 
management and support of children with chronic conditions: 

♦ Access to Specialized Services
♦ Family Centered Care: personal doctor who knows child
♦ Coordination of Care for CCC.

Summary rates are reported for each composite and are reported 
individually for two concepts: 

♦ Access to Prescription Medicines

♦ Family Centered Care: Getting Needed Information.

As of 2020, NCQA no longer produces general population 
results for the CCC population, and no longer produces CCC 
results for the general population. 

Health Plan Descriptive Information 
Measures 
These measures help describe an MCO’s structure, staffing and 
enrollment—factors that contribute to its ability to provide 
effective healthcare to Medicaid members. 

Enrollment by Product Line (ENP) 
ENP reports the total number of members enrolled in the product 
line, stratified by age and gender (for the MCOs, reported as 
ENPA [ENP Total] Medicaid). These results are included in 
Appendix B as population in member months by MCO and 
Tennessee Grand Region served. 

Measures Reported Using Electronic 
Clinical Data Systems (ECDS) 
Beginning in MY2021, TennCare required MCOs to submit data 
for all ECDS measures. This domain requires automated and 
accessible data by the healthcare team at the point of care, data 
shared between clinicians and health plans to promote quality 
improvement across the care continuum. To qualify for HEDIS 
ECDS reporting, the data must use standard layouts, meet the 
measure specification requirements and the information must be 
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accessible by the care team responsible for the member’s 
healthcare needs. 

Breast Cancer Screening (BCS-E) 
BCS-E measures the percentage of women 50–74 years of age 
who had a mammogram to screen for breast cancer during the 
MY. 

Follow-Up Care for Children Prescribed ADHD 
Medication (ADD-E) 
ADD-E measures the percentage of children newly prescribed 
attention-deficit/hyperactivity disorder (ADHD) medication 
who had at least three follow-up care visits within a 10-month 
period, one of which was within 30 days of when the first ADHD 
medication was dispensed. Two rates are reported. 

♦ Initiation Phase—The percentage of members 6–12 years
of age as of the Index Prescription Start Date (IPSD) with
an ambulatory prescription dispensed for ADHD
medication, who had one follow-up visit with a
practitioner with prescribing authority during the 30-day
Initiation Phase.

♦ Continuation and Maintenance (C&M) Phase—The
percentage of members 6–12 years of age as of the IPSD 
with an ambulatory prescription dispensed for ADHD 
medication, who remained on the medication for at least 
210 days and who, in addition to the visit in the Initiation 
Phase, had at least two follow-up visits with a practitioner 
within 270 days after the Initiation Phase ended. 

Depression Screening and Follow-Up for Adolescents 
and Adults (DSF-E) 
DSF-E measures the percentage of members 12 years of age and 
older who were screened for clinical depression using a 
standardized instrument and, if screened positive, received 
follow-up care. Two rates are reported: 

♦ Depression Screening—The percentage of members who 
were screened for clinical depression using a standardized 
instrument.

♦ Follow-Up on Positive Screen—The percentage of
members who received follow-up care within 30 days of
a positive depression screen finding.

Utilization of the PHQ-9 to Monitor Depression 
Symptoms for Adolescents and Adults (DMS-E) 
DMS-E measures the percentage of members 12 years of age and 
older with a diagnosis of major depression or dysthymia, who had 
an outpatient encounter with a PHQ-9 score present in their record 
in the same assessment period as the encounter. Four rates are 
reported: 

♦ Assessment Period 1—January 1–April 30

♦ Assessment Period 2—May 1–August 31

♦ Assessment Period 3—September 1–December 31.

Depression Remission or Response for Adolescents and 
Adults (DRR-E) 
DRR-E measures the percentage of members 12 years of age and 
older with a diagnosis of depression and an elevated PHQ-9 
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score, who had evidence of response or remission within 4–8 
months of the elevated score. Three rates are reported: 

♦ Follow-Up PHQ-9—The percentage of members who 
have a follow-up PHQ-9 score documented within four to 
eight months after the initial elevated PHQ-9 score.

♦ Depression Remission—The percentage of members who 
achieved remission within four to eight months after the 
initial elevated PHQ-9 score.

♦ Depression Response—The percentage of members who 
showed response within four to eight months after the 
initial elevated PHQ-9 score.

Unhealthy Alcohol Use Screening and Follow-Up (ASF-E) 
ASF-E measures the percentage of members 18 years of age and 
older who were screened for unhealthy alcohol use using a 
standardized instrument and, if screened positive, received 
appropriate follow-up care. Two rates are reported: 

♦ Unhealthy Alcohol Use Screening—The percentage of
members who had a systematic screening for unhealthy 
alcohol use.

♦ Alcohol Counseling or Other Follow-Up Care—The
percentage of members receiving brief counseling or
other follow-up care within two months of screening 
positive for unhealthy alcohol use.

Adult Immunization Status (AIS-E) 
AIS-E measures the percentage of members 19 years of age and 
older who are up to date on recommended routine vaccines for 
influenza, tetanus and diphtheria (Td) or tetanus, diphtheria, and 

acellular pertussis (Tdap), and zoster. MCOs reported three 
rates: 

♦ Influenza
♦ Td or Tdap

♦ Zoster

Prenatal Immunization Status (PRS-E) 
PRS-E reports the percentage of deliveries in the MY in which 
women had received influenza and Tdap vaccinations. Three 
rates are reported: 

♦ Influenza
♦ Tdap

♦ Combination—
influenza and Tdap

Prenatal Depression Screening and Follow-Up (PND-E) 
PND-E assesses the percentage of deliveries in which members 
were screened for clinical depression while pregnant and, if 
screened positive, received follow-up care. Two rates are 
reported: 

♦ Depression Screening: The percentage of deliveries in
which members were screened for clinical depression 
during pregnancy using a standardized instrument.

♦ Follow-Up on Positive Screen: The percentage of
deliveries in which members received follow-up care 
within 30 days of screening positive for depression.

Postpartum Depression Screening and Follow-Up (PDS-E) 
PDS-E measures the percentage of deliveries in which members 
were screened for clinical depression during the postpartum 



HEDIS/CAHPS MY2021 REPORT—FNB 

Background 

page 27 
Tennessee Division of  TennCare 

period, and if screened positive, received follow-up care. Two 
rates are reported. 

♦ Depression Screening: The percentage of deliveries in 
which members were screened for clinical depression 
using a standardized instrument during the postpartum 
period.

♦ Follow-Up on Positive Screen: The percentage of
deliveries in which members received follow-up care 
within 30 days of screening positive for depression.

Long-Term Services and Supports (LTSS) 
Measures 
Starting in 2020, TennCare required MCOs to submit statewide 
LTSS measure results, which are presented in this report in 
Appendix C. HEDIS LTSS measures are currently not required 
by NCQA to be audited. 

Comprehensive Assessment and Update (LTSS-CAU) 
LTSS-CAU measures the percentage of LTSS organization 
members 18 years of age and older who have documentation of 
a comprehensive LTSS assessment in a specified timeframe that 
includes documentation of core elements. Two rates are 
reported: 

♦ Assessment of Core Elements—Members who had a 
comprehensive LTSS assessment with nine core elements
documented within 90 days of enrollment (for new 
members) or during the MY (for established members).

♦ Assessment of Supplemental Elements—Members who 
had a comprehensive LTSS assessment with nine core

elements and at least 12 supplemental elements 
documented within 90 days of enrollment (for new 
members) or during the MY (for established members). 

Comprehensive Care Plan and Update (LTSS-CPU) 
LTSS-CPU measures the percentage of LTSS organization 
members 18 years of age and older who have documentation of 
a comprehensive LTSS care plan in a specified time frame that 
includes core elements. Two rates are reported: 

♦ Care Plan with Core Elements Documented—Members
who had a comprehensive LTSS care plan with nine core
elements documented within 120 days of enrollment (for
new members) or during the MY (for established 
members).

♦ Care Plan with Supplemental Elements Documented—
Members who had a comprehensive LTSS care plan with 
nine core elements and at least four supplemental
elements documented within 120 days of enrollment (for
new members) or during the MY (for established 
members).

Reassessment/Care Plan Update after Inpatient 
Discharge (LTSS-RAC) 
LTSS-RAC measures the percentage of discharges from 
inpatient facilities for LTSS organization members 18 years of 
age and older for whom a reassessment and care plan update 
occurred within 30 days of discharge. Two rates are reported: 

♦ Reassessment After Inpatient Discharge—The percentage
of discharges from inpatient facilities resulting in an 
LTSS reassessment within 30 days of discharge.
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♦ Reassessment and Care Plan Update After Inpatient 
Discharge—The percentage of discharges from inpatient
facilities resulting in a LTSS reassessment and care plan 
update within 30 days of discharge.

Shared Care Plan with Primary Care Practitioner (LTSS-
SCP) 
LTSS-SCP measures the percentage of LTSS organization 
members ages 18 years and older with a care plan that was 
transmitted to their PCP or other documented medical care 
practitioner identified by the member within 30 days of its 
development. 
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Medicaid Results 
Statewide Performance 
In conjunction with NCQA accreditation, TennCare MCOs are 
required to submit a full set of audited HEDIS measures to NCQA 
and TennCare each year. For HEDIS MY2021, this included the 
statewide MCO TennCareSelect (TCS), and three statewide MCOs 
operating in each respective Grand Region (East, Middle and 
West): Amerigroup Community Care, Inc., as Amerigroup (AG—
AGE, AGM, and AGW); BlueCare Tennessee (BC—BCE, 
BCM, and BCW); and UnitedHealthcare Community Plan, Inc., 
abbreviated as UnitedHealthcare (UHC—UHCE, UHCM, and 
UHCW). 

Table 1a, Table 1b, Table 2, and Table 3 summarize the weighted 
average TennCare score for each of the HEDIS MY2020 and 
HEDIS MY2021 measures. Weighted state rates are determined by 
applying the size of the eligible population within each plan to 
overall results. Using this methodology, plan-specific findings 
contribute to the TennCare statewide estimate, proportionate to 
eligible population size. 

In Tables 1a, 2, and 3 the column titled “Change from HEDIS 
MY2020 to HEDIS MY2021” indicates whether there was an 
improvement (), a decline (), or no change () in statewide 
performance from HEDIS MY2020 to HEDIS MY2021 when 
measure data are available for both years. Cells are shaded gray for 
those measures that were not calculated or for which data were not 
reported. In Table 1b, a lower rate is an indication of better 
performance (). For these measures, an increase in rate is an 
indication of decrease () in performance. 

Each year, some measures’ technical specifications change. Based 
on whether the changes are significant or minor, the measures may 
need to be trended with caution or may not be able to be trended. 
This version of the HEDIS/CAHPS MY2021 Report was prepared 
following the release of the NCQA MY2021 National 
Benchmarks, although certain protected data were not included so 
that the report may be shared publicly.
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Table 1a. HEDIS MY2021 Weighted State Rates: Effectiveness of Care Measures 

Measure 
Weighted State Rate Change from 

HEDIS MY2020 to 
HEDIS MY2021 MY2020 MY2021 

Prevention and Screening 
Weight Assessment and Counseling for Nutrition and Physical Activity for Children/Adolescents (WCC) 
BMI Percentile 
3–11 Years 80.87% 78.97%  
12–17 Years 77.88% 77.59%  
Total 79.82% 78.48%  
Counseling for Nutrition 
3–11 Years 71.85% 69.82%  
12–17 Years 67.15% 64.22%  
Total 70.20% 67.76%  
Counseling for Physical Activity 
3–11 Years 65.79% 65.71%  
12–17 Years 65.37% 64.28%  
Total 65.65% 65.19%  
Childhood Immunization Status (CIS) 
DTaP/DT 72.44% 69.49%  
IPV 88.15% 86.51%  
MMR 85.67% 82.86%  
HiB 84.56% 83.00%  
HepB 89.78% 88.60%  
VZV 85.05% 82.72%  
PCV 74.61% 71.09%  
HepA 84.82% 82.90%  
RV 71.20% 69.85%  
Influenza 43.98% 44.31%  
Combination 3 67.88% 64.98%  
Combination 7 58.66% 57.19% 
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Table 1a. HEDIS MY2021 Weighted State Rates: Effectiveness of Care Measures 

Measure 
Weighted State Rate Change from 

HEDIS MY2020 to 
HEDIS MY2021 MY2020 MY2021 

Combination 10 34.64% 34.35%  
Immunizations for Adolescents (IMA) 
Meningococcal 76.51% 74.53%  
Tdap/Td 84.69% 84.31%  
HPV 33.95% 31.97%  
Combination 1 75.55% 74.53%  
Combination 2 32.74% 31.29%  
Lead Screening in Children (LSC) 72.54% 70.47%  
Breast Cancer Screening (BCS) 51.98% 48.90%  
Cervical Cancer Screening (CCS) 59.65% 58.30%  
Chlamydia Screening in Women (CHL) 
16–20 Years 48.78% 47.60%  
21–24 Years 55.72% 56.29%  
Total 51.60% 51.21%  
Respiratory Conditions 
Appropriate Testing for Pharyngitis (CWP) 
3–17 Years 88.72% 84.86%  
18–64 Years 76.44% 71.79%  
Use of Spirometry Testing in the Assessment and Diagnosis of COPD (SPR) 26.32% 25.04%  
Pharmacotherapy Management of COPD Exacerbation (PCE) 
Systemic Corticosteroid 67.75% 72.18%  
Bronchodilator 79.90% 81.65%  
Asthma Medical Ratio (AMR) 
5–11 Years 82.18% 77.30%  
12–18 Years 74.71% 70.52%  
19–50 Years 52.86% 54.60%  
51–64 Years 50.82% 52.57% 
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Table 1a. HEDIS MY2021 Weighted State Rates: Effectiveness of Care Measures 

Measure 
Weighted State Rate Change from 

HEDIS MY2020 to 
HEDIS MY2021 MY2020 MY2021 

Total 69.41% 65.75%  
Cardiovascular Conditions 
Controlling High Blood Pressure (CBP) 62.67% 64.40%  
Persistence of Beta-Blocker Treatment After a Heart Attack (PBH) 82.83% 85.76%  
Statin Therapy for Patients with Cardiovascular Disease (SPC) 
Received Statin Therapy 
Males 21–75 Years 79.04% 81.23%  
Females 40–75 Years 76.60% 78.88%  
Total 77.81% 80.07%  
Statin Adherence 80% 
Males 21–75 Years 69.74% 70.84%  
Females 40–75 Years 68.15% 68.01%  
Total 68.95% 69.47%  
Cardiac Rehabilitation (CRE) 18–64 Years 
Initiation 2.07% 2.77%  
Engagement 1 1.47% 2.01%  
Engagement 2 1.02% 1.55%  
Achievement 0.46% 0.79%  
Diabetes 
Comprehensive Diabetes Care (CDC) 
HbA1c Testing 86.05% 85.73%  
HbA1c Control (<8.0%) 50.53% 51.69%  
Retinal Eye Exam Performed 47.39% 47.79%  
Blood Pressure Control (<140/90 mm Hg) 63.02% 61.34%  
Kidney Health Evaluation for Patients with Diabetes (KED) 18–64 Years 26.70% 27.66%  
Statin Therapy for Patients with Diabetes (SPD) 
Received Statin Therapy 63.48% 64.73% 
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Table 1a. HEDIS MY2021 Weighted State Rates: Effectiveness of Care Measures 

Measure 
Weighted State Rate Change from 

HEDIS MY2020 to 
HEDIS MY2021 MY2020 MY2021 

Statin Adherence 80% 66.04% 66.14%  
Behavioral Health 
Antidepressant Medication Management (AMM) 
Effective Acute Phase Treatment 49.91% 58.53%  
Effective Continuation Phase Treatment 34.70% 40.25%  
Follow-Up Care for Children Prescribed ADHD Medication (ADD) 
Initiation Phase 48.39% 40.77%  
Continuation and Maintenance Phase 62.33% 54.32%  
Follow-Up After Hospitalization for Mental Illness (FUH) 
7-Day Follow-Up
6–17 Years 51.20% 51.72%  
18–64 Years 38.06% 36.68%  
30-Day Follow-Up
6–17 Years 72.82% 75.45%  
18–64 Years 58.17% 56.52%  
Follow-Up After Emergency Department Visit for Mental Illness (FUM) 
7-Day Follow-Up
6–17 Years 48.26% 49.83%  
18–64 Years 33.08% 33.73%  
30-Day Follow-Up
6–17 Years 67.09% 69.40%  
18–64 Years 48.31% 47.54%  
Follow-Up After High-Intensity Care for Substance Use Disorder (FUI) 
7-Day Follow-Up
13–17 Years 7.65% 10.15%  
18–64 Years 48.86% 51.58% 
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Table 1a. HEDIS MY2021 Weighted State Rates: Effectiveness of Care Measures 

Measure 
Weighted State Rate Change from 

HEDIS MY2020 to 
HEDIS MY2021 MY2020 MY2021 

30-Day Follow-Up
13–17 Years 19.39% 21.32%  
18–64 Years 70.35% 75.88%  
Follow-Up After Emergency Department Visit for Alcohol and Other Drug Dependence (FUA) 
7-Day Follow-Up
13–17 Years 4.16% 3.76%  
18 Years and Older 5.97% 6.15%  
Total 5.84% 5.99%  
30-Day Follow-Up
13–17 Years 5.30% 6.02%  
18 Years and Older 9.90% 9.92%  
Total 9.57% 9.65%  
Pharmacotherapy for Opioid Use Disorder (POD) 16–64 Years 34.47% 28.40%  
Diabetes Screening for People with Schizophrenia or Bipolar Disorder Who Are Using Antipsychotic 
Medications (SSD) 79.54% 81.67%  

Diabetes Monitoring for People with Diabetes and Schizophrenia (SMD) 70.57% 72.97%  

Cardiovascular Monitoring for People with Cardiovascular Disease and Schizophrenia (SMC) 75.82% 78.45%  

Adherence to Antipsychotic Medications for Individuals with Schizophrenia (SAA) 64.11% 60.91%  

Metabolic Monitoring for Children and Adolescents on Antipsychotics (APM) 
Blood Glucose Testing 
1–11 Years 38.90% 40.64%  
12–17 Years 56.05% 60.72%  
Total 50.38% 54.30%  
Cholesterol Testing 
1–11 Years 31.40% 33.41%  
12–17 Years 40.97% 45.05% 



HEDIS/CAHPS MY2021 REPORT—FNB 

Medicaid Results 

page 35 
Tennessee Division of  TennCare 

Table 1a. HEDIS MY2021 Weighted State Rates: Effectiveness of Care Measures 

Measure 
Weighted State Rate Change from 

HEDIS MY2020 to 
HEDIS MY2021 MY2020 MY2021 

Total 37.81% 41.33%  
Blood Glucose and Cholesterol Testing 
1–11 Years 27.35% 28.99%  
12–17 Years 38.17% 42.33%  
Total 34.59% 38.06%  

Overuse/Appropriateness 
Appropriate Treatment for Upper Respiratory Infection (URI) 
3 Months–17 Years 88.25% 89.28%  
18–64 Years 72.44% 70.78%  
Avoidance of Antibiotic Treatment for Acute Bronchitis/Bronchiolitis (AAB) 
3 Months–17 Years 67.00% 64.51%  

18–64 Years 39.68% 35.34%  

Use of Imaging Studies for Low Back Pain (LBP) 68.27% 67.17%  

For the Effectiveness of Care Measures presented in Table 1b, a lower rate is an indication of better performance (). A decrease in 
rates from the prior year also indicates improvement.  

Table 1b. HEDIS MY2021 Weighted State Rates: Measures Where Lower Rates Indicate Better Performance 

Measure 
Weighted State Rate Change from 

HEDIS MY2020 to 
HEDIS MY2021 MY2020 MY2021 

Diabetes  
Comprehensive Diabetes Care (CDC) 
HbA1c Poor Control (>9.0%) 39.28% 38.76%  
Overuse/Appropriateness 

Non-Recommended Cervical Cancer Screening in Adolescent Females (NCS) 0.88% 0.79%  

Use of Opioids at High Dosage (HDO) 5.70% 7.28% 
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Table 1b. HEDIS MY2021 Weighted State Rates: Measures Where Lower Rates Indicate Better Performance 

Measure 
Weighted State Rate Change from 

HEDIS MY2020 to 
HEDIS MY2021 MY2020 MY2021 

Use of Opioids from Multiple Providers (UOP) 
Multiple Prescribers 20.59% 18.56%  

Multiple Pharmacies 1.58% 0.87%  

Multiple Prescribers and Pharmacies 0.84% 0.45%  

Risk of Continued Opioid Use (COU) 
18–64 Years: ≥15 days/30-day period 2.42% 1.49%  

      ≥ 31 days/62-day period 2.00% 1.11%  

Table 2 summarizes results for the Access/Availability Domain of Care. 

Table 2. HEDIS MY2021 Weighted State Rates: Access/Availability of Care Measures 

Measure 
Weighted State Rate Change from 

HEDIS MY2020 to 
HEDIS MY2021 MY2020 MY2021 

Adults’ Access to Preventive/Ambulatory Health Services (AAP) 
20–44 Years 76.45% 75.03%  
45–64 Years 86.06% 85.31%  
Initiation and Engagement of Alcohol and Other Drug (AOD) Dependence Treatment (IET)—Initiation of AOD Treatment 
13–17 Years: Alcohol 45.80% 44.02%  

Opioid 67.65% 44.44%  
Other drug 48.44% 45.79%  
Total 47.05% 44.84%  

18+ Years: Alcohol 47.56% 45.51%  
Opioid 61.38% 59.00%  
Other drug 48.23% 46.72%  
Total 50.26% 48.06%  

Initiation Total: Alcohol 47.51% 45.47%  
Opioid 61.40% 58.92% 
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Table 2. HEDIS MY2021 Weighted State Rates: Access/Availability of Care Measures 

Measure 
Weighted State Rate Change from 

HEDIS MY2020 to 
HEDIS MY2021 MY2020 MY2021 

Other drug 48.25% 46.64%  
Total 50.08% 47.88%  

Initiation and Engagement of Alcohol and Other Drug (AOD) Dependence Treatment (IET)—Engagement of AOD Treatment 
13–17 Years: Alcohol 14.88% 16.60%  

Opioid 17.65% 17.78%  
Other drug 24.43% 20.36%  
Total 22.91% 19.44%  

18+ Years: Alcohol 13.54% 12.16%  
Opioid 33.77% 29.48%  
Other drug 14.43% 13.76%  
Total 19.15% 16.87%  

Engagement Total: Alcohol 13.58% 12.29%  
Opioid 33.71% 29.42%  
Other drug 15.31% 14.33%  
Total 19.36% 17.00%  

Prenatal and Postpartum Care (PPC) 
Timeliness of Prenatal Care 81.92% 84.07%  
Postpartum Care 72.67% 73.62%  
Use of First-Line Psychosocial Care for Children and Adolescents on Antipsychotics (APP) 
1–11 Years 57.34% 57.16%  
12–17 Years 59.75% 59.60%  
Total 58.88% 58.79% 
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Table 3 summarizes results for the Utilization measures included in the Utilization and Risk-Adjusted Utilization Domain of Care. 

Table 3. HEDIS MY2021 Weighted State Rates: Utilization Measures 

Measure 
Weighted State Rate Change from HEDIS MY2020 to 

HEDIS MY2021 MY2020 MY2021 
Well-Child Visits in the First 30 Months of Life (W30) 
First 15 Months 53.55% 60.65%  
15 Months–30 Months 67.69% 65.01%  
Child and Adolescent Well-Care Visits (WCV) 
3–11 Years 58.78% 59.28%  
12–17 Years 49.98% 50.60%  
18–21 Years 25.88% 24.45%  
Total** 51.18% 50.99%  

Individual Plan Performance—HEDIS Measures 
This section is intended to provide an overview of individual plan performance using appropriate and available comparison data. Tables 
5.a, 5.b, 6, and 7 display the plan-specific performance rates for each measure selected from the Effectiveness of Care, Access/Availability 
of Care, and Utilization and Risk-Adjusted Utilization domains.

Table 4 provides additional related comments. While Medical Assistance with Smoking and Tobacco Use Cessation is an Effectiveness of 
Care measure, results are reported through the CPA, as noted in Tables 1a and 5a. 

Table 4. HEDIS MY2021 Measure Designations 
Color Designation National Percentile Achieved Additional Comments 

 Greater than 75th percentile No additional comments 

 25th to 75th No additional comments 

 Less than 25th No additional comments 
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Table 4. HEDIS MY2021 Measure Designations 
 No Rating Available Benchmarking data not available 

Measure Designation Definition 
R Reportable: a reportable rate was submitted for the measure. 

NA Not Applicable: the MCO followed the specifications, but the denominator was too small (<30) to report a valid rate; thus, 
results are not presented. 

NB No Benefit: the MCO did not offer the health benefit required by the measure (e.g., mental health, chemical dependency). 

NR Not Reported: the MCO chose not to report the measure. 

NQ Not Required: the MCO was not required to report the measure. 

BR Biased Rate: the calculated rate was materially biased. 

UN Un-Audited: the MCO chose to report a measure that is not required to be audited. This result applies to only a limited set 
of measures. 

Table 5a. HEDIS MY2021 Plan-Specific Rates: Effectiveness of Care Measures 

Measure AGE AGM AGW BCE BCM BCW TCS UHCE UHCM UHCW 

Prevention and Screening 
Weight Assessment and Counseling for Nutrition and Physical Activity for Children/Adolescents (WCC) 
BMI Percentile: 3–11 Years 77.34% 83.08% 79.13% 81.20% 83.55% 84.58% 82.38% 83.14% 82.53% 78.24% 

12–17 Years 74.19% 84.11% 80.25% 76.98% 70.37% 75.57% 82.69% 77.33% 75.35% 72.48% 

Total 76.16% 83.45% 79.56% 79.79% 78.69% 81.51% 82.54% 81.02% 80.05% 76.16% 
Counseling for Nutrition: 3–11 Years 66.02% 77.69% 73.62% 72.40% 77.49% 69.57% 70.47% 75.48% 74.72% 66.41% 

12–17 Years 63.87% 69.54% 64.97% 60.32% 60.74% 66.41% 64.42% 68.00% 68.31% 59.73% 

Total 65.21% 74.70% 70.32% 68.35% 71.31% 68.49% 67.33% 72.75% 72.51% 63.99% 
Counseling for Physical Activity: 3–11 Years 61.72% 71.54% 66.54% 65.60% 67.97% 63.64% 62.69% 69.35% 71.00% 64.89% 

12–17 Years 65.16% 72.19% 63.69% 59.52% 63.70% 65.65% 62.98% 70.00% 66.20% 57.05% 

Total 63.02% 71.78% 65.45% 63.56% 66.39% 64.32% 62.84% 69.59% 69.34% 62.04% 
Childhood Immunization Status (CIS) 
DTaP/DT 74.70% 72.51% 58.15% 72.75% 71.29% 63.99% 70.32% 75.18% 73.48% 58.64% 

IPV 89.05% 86.62% 81.75% 89.05% 87.83% 85.16% 81.75% 89.78% 89.29% 80.05% 



HEDIS/CAHPS MY2021 REPORT—FNB 

Medicaid Results 

page 40 
Tennessee Division of  TennCare 

Table 5a. HEDIS MY2021 Plan-Specific Rates: Effectiveness of Care Measures 

Measure AGE AGM AGW BCE BCM BCW TCS UHCE UHCM UHCW 

MMR 86.37% 84.43% 75.67% 86.13% 82.73% 82.24% 81.51% 87.83% 85.40% 79.81% 

HiB 85.64% 84.18% 75.18% 85.89% 84.18% 80.54% 79.81% 86.13% 86.86% 75.91% 

HepB 90.27% 87.83% 88.08% 91.73% 89.29% 88.81% 85.16% 91.48% 89.05% 84.43% 
VZV 85.40% 82.97% 75.18% 86.13% 82.48% 81.75% 81.75% 87.35% 84.18% 80.05% 

PCV 74.94% 77.37% 59.85% 74.94% 72.51% 63.99% 67.88% 76.64% 75.43% 60.83% 

HepA 84.91% 83.45% 75.43% 86.13% 82.48% 81.27% 82.00% 87.59% 85.64% 78.83% 
RV 71.53% 75.67% 66.18% 74.94% 74.45% 63.50% 55.23% 72.51% 73.72% 60.10% 

Flu 47.20% 48.18% 28.22% 43.31% 49.64% 32.36% 56.93% 48.91% 52.55% 27.49% 

Combination 3 69.10% 70.32% 53.53% 68.86% 67.40% 58.15% 62.77% 69.34% 69.34% 53.53% 
Combination 7 59.12% 64.48% 47.93% 62.04% 61.31% 49.64% 45.01% 61.07% 61.56% 45.50% 

Combination 10 36.98% 42.34% 23.11% 33.33% 40.39% 23.84% 34.79% 36.74% 43.80% 21.65% 

Immunization for Adolescents (IMA) 
Meningococcal 75.91% 80.78% 73.24% 79.08% 73.97% 71.78% 69.34% 75.43% 79.81% 68.61% 
Tdap/Td 81.02% 90.75% 83.21% 85.16% 85.16% 80.54% 75.18% 84.91% 87.10% 77.86% 

HPV 28.95% 38.20% 29.68% 33.09% 29.20% 26.76% 34.06% 31.87% 35.28% 27.74% 

Combination 1 74.70% 80.54% 71.78% 78.83% 73.97% 71.78% 68.61% 74.94% 79.56% 68.13% 
Combination 2 28.22% 37.71% 28.95% 32.85% 28.22% 26.52% 32.85% 31.14% 34.55% 26.52% 

Lead Screening in Children (LSC) 72.26% 73.48% 61.80% 74.94% 69.34% 67.15% 72.99% 72.99% 79.08% 60.83% 

Breast Cancer Screening (BCS) 39.61% 45.35% 46.08% 52.49% 50.26% 54.65% 36.36% 49.68% 49.58% 47.91% 
Cervical Cancer Screening (CCS) 52.80% 52.55% 54.74% 61.19% 61.32% 66.32% 27.49% 53.04% 57.66% 52.31% 

Chlamydia Screening in Women (CHL) 
16–20 Years 48.60% 45.87% 54.26% 43.12% 41.49% 52.61% 48.67% 47.10% 46.33% 54.22% 

21–24 Years 57.13% 55.97% 64.08% 48.91% 49.04% 61.90% 37.59% 55.91% 56.45% 65.76% 
Total 51.68% 50.37% 58.17% 45.75% 44.44% 57.04% 47.82% 50.61% 50.76% 59.17% 

Respiratory Conditions 
Appropriate Testing for Pharyngitis (CWP) 
3–17 Years 75.05% 77.90% 76.18% 86.79% 88.75% 88.08% 87.98% 86.59% 90.54% 87.84% 
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Table 5a. HEDIS MY2021 Plan-Specific Rates: Effectiveness of Care Measures 

Measure AGE AGM AGW BCE BCM BCW TCS UHCE UHCM UHCW 

18–64 Years 63.57% 62.17% 58.79% 75.94% 75.34% 74.53% 72.69% 77.04% 80.17% 67.82% 

Use of Spirometry Testing in the 
Assessment and Diagnosis of COPD (SPR) 26.14% 21.88% 27.38% 30.31% 18.98% 30.17% NA 25.21% 20.36% 24.74% 

Pharmacotherapy Management of COPD Exacerbation (PCE) 
Systemic Corticosteroid 71.46% 70.46% 65.54% 75.03% 70.61% 71.30% NA 75.13% 72.98% 69.52% 
Bronchodilator 78.04% 81.32% 80.74% 80.92% 77.48% 80.25% NA 82.02% 86.07% 85.00% 

Asthma Medical Ratio (AMR) 
5–11 Years 81.71% 83.78% 71.52% 78.07% 80.15% 77.75% 76.21% 75.05% 74.32% 71.64% 

12–18 Years 72.63% 70.48% 69.00% 70.46% 70.16% 72.16% 80.18% 67.74% 68.97% 65.63% 
19–50 Years 55.69% 58.03% 49.09% 56.52% 52.01% 47.52% 81.43% 53.82% 57.70% 53.91% 

51–64 Years 57.30% 46.15% 58.97% 53.64% 44.58% 49.45% NA 50.24% 56.67% 54.76% 

Total 68.28% 68.42% 61.58% 67.45% 65.90% 63.13% 78.83% 62.49% 65.11% 62.24% 
Cardiovascular Conditions 
Controlling High Blood Pressure (CBP) 59.61% 62.77% 58.39% 67.21% 69.62% 60.90% 75.81% 63.26% 66.18% 61.07% 

Persistence of Beta-Blocker Treatment after 
a Heart Attack (PBH) 81.25% 80.30% 77.08% 89.53% 85.71% 80.70% NA 92.23% 90.41% 86.11% 

Statin Therapy for Patients with Cardiovascular Disease (SPC) 
Received Statin Therapy: Males 21–75 Years 79.76% 79.62% 76.69% 81.79% 80.32% 80.05% NA 81.73% 86.08% 82.17% 

Females 40–75 Years 77.58% 74.26% 81.90% 76.39% 77.40% 77.74% NA 81.11% 81.52% 81.18% 

Total 78.90% 77.03% 79.09% 79.02% 78.85% 78.70% NA 81.43% 83.82% 81.66% 

Statin Adherence 80%: Males 21-75 Years 58.21% 65.87% 53.71% 71.92% 69.16% 63.97% NA 81.48% 80.45% 73.07% 
Females 40–75 Years 55.08% 61.35% 58.14% 71.53% 66.96% 60.00% NA 77.17% 74.90% 68.38% 

Total 56.99% 63.77% 55.82% 71.72% 68.08% 61.68% NA 79.44% 77.78% 70.65% 

Cardiac Rehabilitation (CRE) 18–64 Years 
Initiation 2.46% 2.90% 1.18% 3.52% 3.88% 2.08% NA 2.89% 3.47% 1.53% 
Engagement 1 1.54% 2.58% 1.18% 2.11% 2.27% 2.50% NA 1.93% 2.89% 0.76% 

Engagement 2 0.62% 2.58% 0.79% 1.41% 2.27% 1.67% NA 1.69% 2.02% 0.76% 

Achievement 0.31% 1.29% 0.00% 0.23% 1.29% 1.25% NA 1.45% 0.87% 0.38% 
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Table 5a. HEDIS MY2021 Plan-Specific Rates: Effectiveness of Care Measures 

Measure AGE AGM AGW BCE BCM BCW TCS UHCE UHCM UHCW 

Diabetes 
Comprehensive Diabetes Care (CDC) 
HbA1c Testing 85.89% 86.13% 85.16% 86.86% 86.62% 84.18% 81.85% 89.29% 88.56% 89.29% 

HbA1c Control (<8.0%) 54.26% 47.69% 48.66% 53.28% 53.04% 55.23% 58.09% 57.18% 54.99% 55.96% 

Retinal Eye Exam Performed 36.01% 41.12% 44.53% 52.55% 47.20% 50.61% 61.39% 53.53% 49.64% 49.64% 
Blood Pressure Control (<140/90 mm Hg) 61.07% 59.61% 60.34% 68.37% 66.18% 60.34% 73.60% 62.53% 59.85% 62.53% 

Kidney Health Evaluation for Patients with 
Diabetes (KED) 18–64 Years 28.39% 25.88% 30.92% 27.83% 26.29% 28.60% 23.37% 27.02% 26.91% 28.53% 

Statin Therapy for Patients with Diabetes (SPD) 
Received Statin Therapy 61.49% 61.93% 63.86% 64.45% 62.68% 63.89% 71.60% 67.81% 65.20% 68.25% 
Statin Adherence 80% 57.36% 60.64% 53.63% 67.34% 64.66% 58.44% 89.66% 74.80% 73.95% 69.40% 

Behavioral Health 
Antidepressant Medication Management (AMM) 
Effective Acute Phase Treatment 56.48% 55.77% 51.98% 57.22% 53.57% 51.34% 51.36% 68.93% 65.73% 61.93% 

Effective Continuation Phase Treatment 37.93% 36.83% 32.38% 38.65% 34.34% 32.51% 31.36% 52.83% 48.61% 43.55% 
Follow-Up Care for Children Prescribed ADHD Medication (ADD) 
Initiation Phase 41.83% 38.62% 35.72% 43.60% 39.42% 38.66% 40.57% 45.81% 41.05% 38.36% 

Continuation and Maintenance Phase 52.89% 51.79% 50.55% 55.64% 50.41% 56.55% 51.19% 61.07% 54.98% 54.89% 

Follow-Up After Hospitalization for Mental Illness (FUH) 
7-Day Follow-Up: 6–17 Years 59.40% 55.24% 39.11% 63.65% 57.18% 47.60% 35.10% 58.67% 55.73% 44.57% 

18–64 Years 30.31% 40.78% 29.74% 42.02% 42.86% 36.13% 39.56% 32.23% 38.16% 34.00% 

30-Day Follow-Up: 6–17 Years 84.46% 79.02% 59.68% 88.21% 80.00% 75.20% 56.49% 85.33% 78.43% 68.91% 

18–64 Years 49.39% 61.00% 44.82% 62.22% 62.36% 56.13% 58.79% 54.79% 59.56% 53.54% 
Follow-Up After Emergency Department Visit for Mental Illness (FUM) 
7-Day Follow-Up: 6–17 Years 48.77% 42.41% 40.00% 60.07% 53.80% 45.28% 49.10% 43.70% 46.07% 53.70% 

18–64 Years 27.84% 34.71% 38.55% 31.96% 29.67% 40.25% 35.48% 31.90% 35.93% 37.84% 

30-Day Follow-Up: 6–17 Years 68.47% 62.66% 62.22% 78.42% 72.51% 54.72% 69.82% 64.44% 68.54% 70.37% 
18–64 Years 41.57% 47.42% 46.39% 49.05% 43.09% 51.57% 59.68% 46.32% 49.15% 52.43% 
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Table 5a. HEDIS MY2021 Plan-Specific Rates: Effectiveness of Care Measures 

Measure AGE AGM AGW BCE BCM BCW TCS UHCE UHCM UHCW 

Follow-Up After High-Intensity Care for Substance Use Disorder (FUI) 
7-Day Follow-Up: 13–17 Years 11.54% 16.67% 12.50% 8.70% 7.69% 10.53% NA 22.22% 8.33% NA 

18–64 Years 51.95% 46.43% 48.39% 56.33% 48.23% 53.35% 30.30% 53.13% 52.06% 48.96% 

30-Day Follow-Up: 13–17 Years 15.38% 50.00% 20.83% 30.43% 11.54% 21.05% 18.75% 38.89% 12.50% NA 
18–64 Years 76.42% 73.74% 71.31% 80.35% 74.67% 75.11% 51.52% 78.06% 73.27% 65.78% 

Follow-Up After Emergency Department Visit for Alcohol and Other Drug Abuse or Dependence (FUA) 
7-Day Follow-Up: 13–17 Years NA 3.13% NA 6.25% 2.70% NA NA 4.17% 16.00% 4.55% 

18 Years and Older 5.13% 6.01% 4.74% 4.58% 6.82% 6.05% 3.85% 6.10% 8.19% 6.67% 
Total 4.77% 5.85% 4.51% 4.69% 6.52% 5.65% 1.61% 6.00% 8.52% 6.51% 

30-Day Follow-Up: 13–17 Years NA 3.13% NA 9.38% 10.81% NA 2.78% 4.17% 20.00% 4.55% 

18 Years and Older 8.80% 9.11% 6.90% 9.84% 10.66% 11.16% 7.69% 9.37% 12.63% 9.26% 
Total 8.18% 8.78% 6.56% 9.81% 10.67% 10.43% 4.84% 9.11% 12.95% 8.90% 

Pharmacotherapy for Opioid Use Disorder 
(POD) 16–64 Years 22.86% 21.18% 34.62% 26.93% 27.60% 39.49% 4.55% 30.77% 32.47% 41.22% 

Diabetes Screening for People with 
Schizophrenia or Bipolar Disorder Who Are 
Using Antipsychotic Medication (SSD) 

80.95% 84.26% 77.53% 81.34% 82.31% 77.91% 83.91% 84.41% 86.17% 76.50% 

Diabetes Monitoring for People with 
Diabetes and Schizophrenia (SMD) 70.35% 73.94% 65.79% 77.19% 74.87% 67.40% 81.97% 76.56% 75.00% 71.75% 

Cardiovascular Monitoring for People with 
CVD and Schizophrenia (SMC) 61.90% 70.59% 78.57% 81.82% 80.00% 83.72% NA 70.00% 76.00% 90.91% 

Adherence to Antipsychotic Medications for 
Individuals with Schizophrenia (SAA) 45.66% 59.23% 44.46% 64.33% 62.03% 54.81% 83.42% 69.54% 71.53% 64.62% 

Metabolic Monitoring for Children and Adolescents on Antipsychotics (APM) 
Blood Glucose Testing: 1–11 Years 44.49% 38.69% 29.93% 42.17% 46.28% 30.37% 44.29% 36.51% 44.02% 36.96% 

12–17 Years 62.58% 62.70% 51.52% 65.08% 61.19% 57.27% 64.85% 57.58% 59.31% 47.37% 

Total 56.47% 54.42% 44.37% 57.07% 55.74% 48.65% 59.39% 50.68% 54.21% 43.97% 
Cholesterol Testing: 1–11 Years 33.06% 33.67% 25.17% 35.35% 35.95% 24.30% 39.19% 28.22% 36.75% 27.72% 

12–17 Years 46.78% 42.86% 30.98% 50.41% 45.00% 37.00% 53.68% 41.41% 39.83% 30.79% 
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Table 5a. HEDIS MY2021 Plan-Specific Rates: Effectiveness of Care Measures 

Measure AGE AGM AGW BCE BCM BCW TCS UHCE UHCM UHCW 

Total 42.15% 39.69% 29.05% 45.14% 41.69% 32.93% 49.84% 37.09% 38.80% 29.79% 
Blood Glucose and Cholesterol Testing: 1–11 
Years 26.94% 30.65% 18.37% 29.80% 33.06% 20.56% 33.92% 25.31% 33.76% 24.46% 

12–17 Years 44.07% 41.53% 28.96% 46.74% 41.19% 34.14% 51.46% 38.38% 37.26% 27.37% 

Total 38.29% 37.78% 25.45% 40.81% 38.22% 29.79% 46.81% 34.10% 36.09% 26.42% 

Overuse/Appropriateness 
Appropriate Treatment for Upper Respiratory Infection (URI) 
3 Months–17 Years 87.66% 93.39% 88.60% 85.63% 91.77% 85.67% 86.62% 86.52% 93.16% 88.53% 

18–64 Years 70.79% 78.87% 70.57% 63.67% 73.84% 66.82% 75.00% 66.49% 76.35% 69.85% 

Avoidance of Antibiotic Treatment for Acute Bronchitis/Bronchiolitis (AAB) 
3 Months–17 Years 57.17% 65.99% 81.37% 52.04% 64.66% 76.21% 59.66% 55.50% 66.01% 77.59% 

18–64 Years 35.57% 42.06% 40.66% 30.62% 34.77% 35.11% 40.00% 30.01% 35.88% 39.96% 
Use of Imaging Studies for Low Back Pain 
(LBP) 66.77% 68.51% 67.26% 67.98% 66.88% 68.11% 81.32% 64.69% 66.70% 66.11% 

Measures Collected Through CAHPS Health Plan Survey 
Flu vaccinations for adults ages 18 to 64 
(FVA) 34.53% 36.61% 30.30% 37.80% 35.29% 36.02% NA 34.42% 37.21% 32.14% 

Medical Assistance with Smoking and Tobacco Use Cessation (MSC) 
Advising Smokers and Tobacco Users to Quit 75.76% 73.38% 73.33% 75.65% 75.52% 66.67% NA 75.00% 70.09% 78.43% 

Discussing Cessation Medications 47.83% 44.53% 44.30% 52.85% 45.89% 48.59% NA 50.76% 45.22% 45.00% 

Discussing Cessation Strategies 43.21% 44.20% 42.76% 46.67% 42.36% 48.23% NA 42.64% 40.35% NA 

Supplemental Data - % Current Smokers† 40.12% 26.13% 36.18% 37.23% 36.22% 30.73% NA 27.50% 38.81% 34.75% 

† For this measure, the rate is not intended to indicate good or poor performance, but for informative purposes to monitor the population of current smokers. 
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For the Effectiveness of Care Measures presented in Table 5b, a lower rate indicates better performance. 
Table 5b. HEDIS MY2021 Plan-Specific Rates: Effectiveness of Care Measures Where Lower Rates Indicate Better Performance 

Measure AGE AGM AGW BCE BCM BCW TCS UHCE UHCM UHCW 

Diabetes 
Comprehensive Diabetes Care (CDC) 
HbA1c Poor Control (>9.0%) 39.42% 42.82% 42.82% 34.06% 35.04% 37.47% 38.61% 31.14% 35.77% 34.79% 
Overuse/Appropriateness 
Non-Recommended Cervical Cancer 
Screening in Adolescent Females (NCS) 0.55% 0.30% 1.01% 0.38% 0.41% 1.25% 0.34% 1.23% 0.86% 1.92% 

Use of Opioids at High Dosage (HDO) 12.73% 13.72% 5.01% 7.11% 4.22% 2.44% NA 9.05% 6.57% 2.26% 

Use of Opioids from Multiple Providers (UOP) 
Multiple Prescribers 16.64% 22.88% 12.57% 16.39% 23.09% 15.54% 36.84% 17.57% 22.17% 13.05% 
Multiple Pharmacies 0.17% 1.03% 2.83% 0.44% 0.70% 1.07% 10.53% 0.50% 0.87% 1.57% 

Multiple Prescribers and Pharmacies 0.17% 0.48% 0.84% 0.27% 0.41% 0.61% NA 0.30% 0.54% 0.76% 

Risk of Continued Opioid Use (COU) 
18–64 Years: ≥15 days/30-day period 1.34% 1.66% 1.29% 0.75% 0.86% 0.68% NA 2.97% 2.46% 1.72% 

      ≥ 31 days/62-day period 0.99% 1.20% 0.97% 0.46% 0.56% 0.52% NA 2.29% 1.96% 1.27% 

Table 6 presents rates for Access/Availability of Care Measures. 

Table 6. HEDIS MY2021 Plan-Specific Rates: Access/Availability of Care Measures 
Measure AGE AGM AGW BCE BCM BCW TCS UHCE UHCM UHCW 

Adults’ Access to Preventive/Ambulatory Health Services (AAP) 
20–44 Years 72.38% 73.70% 70.65% 79.70% 76.27% 77.86% 43.36% 77.20% 76.91% 70.99% 

45–64 Years 79.83% 84.54% 82.13% 87.97% 86.13% 87.86% 40.95% 86.93% 87.46% 85.03% 
Initiation and Engagement of Alcohol and Other Drug (AOD) Dependence Treatment (IET)—Initiation of AOD Treatment 
13–17 Years: Alcohol 58.82% 48.39% 23.53% 47.50% 41.67% 33.33% 46.15% 40.91% 48.28% 9.09% 

Opioid 33.33% 50.00% 40.00% 28.57% 40.00% 100.00% 62.50% 0.00% 60.00% 50.00% 

Other drug 51.00% 48.05% 38.89% 43.38% 40.91% 44.07% 51.52% 46.21% 54.93% 29.00% 
Total 49.77% 47.43% 38.02% 42.32% 40.83% 44.44% 50.80% 42.95% 54.09% 27.52% 

18+ Years: Alcohol 48.04% 48.23% 52.95% 42.95% 42.02% 45.08% 31.82% 42.18% 45.36% 45.35% 
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Table 6. HEDIS MY2021 Plan-Specific Rates: Access/Availability of Care Measures 
Measure AGE AGM AGW BCE BCM BCW TCS UHCE UHCM UHCW 

Opioid 65.01% 55.99% 69.19% 61.93% 58.30% 54.56% 52.38% 54.23% 57.66% 56.97% 

Other drug 48.22% 50.11% 48.79% 46.74% 47.99% 44.81% 41.40% 42.56% 49.15% 42.28% 
Total 51.50% 49.33% 52.22% 49.56% 48.23% 45.83% 39.56% 43.96% 48.08% 43.93% 

Initiation Total: Alcohol 48.40% 48.23% 52.33% 43.10% 42.01% 44.90% 38.55% 42.15% 45.44% 44.92% 

Opioid 64.85% 55.98% 68.81% 61.80% 58.22% 54.73% 55.17% 54.11% 57.67% 56.94% 
Other drug 48.47% 49.95% 48.11% 46.48% 47.28% 44.75% 47.00% 42.76% 49.54% 41.42% 

Total 51.40% 49.24% 51.51% 49.21% 47.78% 45.76% 45.47% 43.92% 48.33% 43.23% 

Initiation and Engagement of Alcohol and Other Drug (AOD) Dependence Treatment (IET)—Engagement of AOD Treatment 
13–17 Years: Alcohol 29.41% 16.13% 0.00% 15.00% 16.67% 0.00% 30.77% 4.55% 17.24% 0.00% 

Opioid 16.67% 0.00% 0.00% 14.29% 20.00% 50.00% 37.50% 0.00% 20.00% 0.00% 

Other drug 23.00% 16.88% 3.70% 25.11% 20.71% 14.41% 29.00% 20.45% 22.54% 11.00% 

Total 22.12% 16.57% 3.31% 23.65% 19.72% 14.29% 28.40% 18.12% 22.01% 10.09% 
18+ Years: Alcohol 11.74% 14.93% 11.92% 14.37% 11.13% 10.77% 6.82% 10.88% 12.82% 10.18% 

Opioid 32.81% 27.78% 31.33% 28.93% 26.06% 22.35% 23.81% 30.15% 31.76% 35.10% 

Other drug 13.02% 16.38% 13.39% 14.06% 15.83% 10.88% 10.75% 11.88% 17.04% 10.41% 
Total 18.09% 18.35% 15.07% 17.73% 17.50% 13.28% 11.11% 15.90% 19.38% 13.85% 

Engagement Total: Alcohol 12.32% 14.96% 11.67% 14.40% 11.27% 10.60% 18.07% 10.75% 12.93% 10.05% 

Opioid 32.73% 27.73% 30.93% 28.87% 26.03% 22.45% 27.59% 30.09% 31.71% 34.93% 
Other drug 13.91% 16.42% 12.72% 14.89% 16.32% 11.15% 20.86% 12.36% 17.41% 10.45% 

Total 18.31% 18.26% 14.49% 18.01% 17.64% 13.33% 20.21% 15.98% 19.49% 13.69% 

Prenatal and Postpartum Care (PPC) 
Timeliness of Prenatal Care 86.86% 82.73% 80.29% 86.26% 77.32% 82.62% 73.62% 86.37% 80.29% 77.37% 

Postpartum Care 76.16% 70.56% 70.56% 77.32% 73.48% 73.11% 68.10% 77.86% 73.48% 62.77% 

Use of First-Line Psychosocial Care for Children and Adolescents on Antipsychotics (APP) 
1–11 Years 52.44% 48.48% 48.61% 65.38% 71.43% 56.18% 65.60% 51.95% 48.19% 50.68% 

12–17 Years 55.33% 60.87% 52.07% 64.86% 68.28% 70.48% 50.99% 62.68% 63.24% 55.06% 

Total 54.31% 56.35% 50.78% 65.06% 69.43% 65.49% 54.81% 58.90% 57.53% 53.68% 
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Table 7 results are for utilization measures that are included in the Utilization and Risk-Adjusted Utilization Domain of Care. 
Table 7. HEDIS MY2021 Plan-Specific Rates: Use of Services Measures 

Measure AGE AGM AGW BCE BCM BCW TCS UHCE UHCM UHCW 

Well-Child Visits in the First 30 Months of Life (W30) 
First 15 Months 65.65% 66.09% 44.08% 71.66% 68.06% 50.22% 61.71% 63.27% 63.11% 39.23% 

15 Months–30 Months 66.05% 70.97% 50.09% 72.01% 69.94% 53.27% 61.73% 68.45% 71.61% 50.84% 

Child and Adolescent Well-Care Visits (WCV) 
3–11 Years 57.31% 62.14% 50.82% 64.80% 61.35% 54.91% 56.24% 60.95% 62.86% 53.38% 
12–17 Years 47.83% 52.06% 45.43% 55.01% 51.73% 48.86% 52.32% 50.25% 52.25% 47.99% 

18–21 Years 21.87% 23.66% 20.65% 27.81% 28.30% 24.22% 28.17% 24.24% 24.22% 20.84% 

Total** 48.01% 53.03% 44.27% 56.00% 53.16% 48.25% 49.94% 51.05% 53.93% 46.80% 

Individual Plan Performance—CAHPS 
Table 8 details the rating scale and any additional comments used in Table 9, Table 10, and Table 11 to indicate the rating achieved. 
These tables display the plan-specific performance rates for the CAHPS survey results. 

Table 8. MY2021 CAHPS Rating Measure Designations 
Color Designation National Percentile Achieved Additional Comments 

 Greater than 75th percentile No additional comments 

 25th to 75th No additional comments 

 Less than 25th No additional comments 

 No Rating Available Benchmarking data were not available 

Measure Designation Definition 

NA Not Applicable. Health plans must achieve a denominator of at least 100 responses to obtain a reportable result. If the 
denominator for a particular survey result calculation is less than 100, NCQA assigns a measure result of NA. 
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Table 9. MY2021 CAHPS 5.1H Adult Medicaid Survey Results 

AGE AGM AGW BCE BCM BCW TCS UHCE UHCM UHCW Statewide 
Average 

1. Getting Needed Care (Always + Usually)
NA 82.36% NA 85.95% 84.19% 86.34% NA NA NA NA 84.71% 

2. Getting Care Quickly (Always + Usually)
NA 79.74% NA 88.58% NA NA NA NA NA NA 84.16% 

3. How Well Doctors Communicate (Always + Usually)
NA 94.64% NA 91.85% 93.21% 94.11% NA NA NA NA 93.45% 

4. Customer Service (Always + Usually)
NA NA NA NA NA NA NA NA NA NA NA 

5. Rating of All Health Care (9+10)
50.88% 56.64% NA 58.08% 62.40% 57.46% NA 63.64% NA NA 58.18% 

6. Rating of Personal Doctor (9+10 )
65.00% 67.78% 66.67% 74.75% 75.64% 72.73% NA 72.80% 60.38% 67.54% 69.25% 

7. Rating of Specialist Seen Most Often (9+10)
NA 67.62% NA 71.70% NA NA NA NA NA NA 69.66% 

8. Rating of Health Plan (9+10)
61.54% 64.22% 57.24% 66.95% 70.92% 72.55% NA 61.73% 66.67% 66.22% 65.34% 

9. Coordination of Care (Always + Usually)
NA NA NA 85.15% NA NA NA NA NA NA 85.15% 

Table 10. MY2021 CAHPS 5.1H Child Medicaid Survey Results (General Population) 

AGE AGM AGW BCE BCM BCW TCS UHCE UHCM UHCW Statewide 
Average 

1. Getting Needed Care (Always + Usually)
93.89% 86.22% NA 91.40% 79.48% 86.96% 88.57% NA NA NA 87.75% 

2. Getting Care Quickly (Always + Usually)
91.18% 84.57% NA 92.08% 84.14% 91.07% 93.85% NA NA NA 89.48% 

3. How Well Doctors Communicate (Always + Usually)
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Table 10. MY2021 CAHPS 5.1H Child Medicaid Survey Results (General Population) 

AGE AGM AGW BCE BCM BCW TCS UHCE UHCM UHCW Statewide 
Average 

96.58% 93.01% 93.96% 96.91% 94.55% 92.48% 92.13% 95.55% NA NA 94.40% 

4. Customer Service (Always + Usually)
NA NA NA NA NA NA NA NA NA NA NA 

5. Rating of All Health Care (9+10)
72.25% 78.34% 76.58% 78.28% 75.14% 71.57% 71.43% 78.52% 70.59% 71.57% 74.43% 

6. Rating of Personal Doctor (9+10)
78.77% 77.58% 75.00% 80.12% 82.48% 77.04% 78.82% 83.54% 78.13% 84.29% 79.58% 

7. Rating of Specialist Seen Most Often (9+10)
NA NA NA NA NA NA NA NA NA NA NA 

8. Rating of Health Plan (9+10)
73.54% 83.07% 74.87% 81.14% 79.11% 76.14% 76.71% 74.37% 81.91% 77.78% 77.86% 

9. Coordination of Care (Always + Usually)
NA NA NA 86.79% NA NA NA NA NA NA 86.79% 

Table 11. MY2021 CAHPS 5.1H Child Medicaid Survey Results (Children with Chronic Conditions) 

AGE AGM AGW BCE BCM BCW TCS UHCE UHCM UHCW Statewide 
Average 

1. Access to Specialized Services (Always + Usually)
NA NA NA NA NA NA 78.90% NA NA NA 78.90% 

2. Family-Centered Care: Personal Doctor Who Knows Child (Yes)
93.12% 90.91% 89.19% 91.83% 92.40% 89.19% 89.52% 93.25% 93.13% 89.90% 91.24% 

3. Coordination of Care for Children with Chronic Conditions (Yes)
NA NA NA NA NA NA 81.32% NA NA NA 81.32% 

4. Family-Centered Care: Getting Needed Information (Always + Usually)
93.14% 93.06% 93.55% 95.44% 92.11% 92.35% 92.64% 91.88% 91.43% 85.31% 92.09% 

5. Access to Prescription Medicines (Always + Usually)
92.86% 91.57% 92.68% 96.24% 89.81% 94.76% 90.67% 95.43% 90.00% 90.67% 92.47% 
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Medicaid HEDIS Trending—Statewide Weighted Rates 
Each year of HEDIS reporting, Qsource has calculated the 
Medicaid statewide weighted averages for each measure by 
applying the size of the eligible population for each measure 
within a health plan to its reported rate. Using this methodology, 
plan-specific findings can be estimated from an overall 
TennCare statewide level, with each reporting health plan 
contributing to the statewide estimate proportionate to its 
eligible population size. Weighted statewide rates were 
calculated using MCO statewide files. 

Generally, and as stated in footnotes, factors should be 
considered while trending data, such as instances where 

measures were not reported (and thereby not plotted) for a 
particular year. 

Trending for first-time measures is not possible and, therefore, 
is not presented in this section. Likewise, graphs are not 
presented for measures that had a break in trending for the 
current measurement year. Remaining measures are plotted to 
reflect the statewide performance of TennCare MCOs for five 
years. Trending for prior years is available in previous HEDIS 
reports.
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Effectiveness of Care Measures: Prevention and Screening 
Fig. 1. Weight Assessment and Counseling for Nutrition and Physical 

Activity for Children/Adolescents (WCC)— 
BMI Percentile: 3–11 Years 

Fig. 2. WCC—BMI Percentile: 12–17 Years 

Fig. 3. WCC—BMI Percentile: Total Fig. 4. WCC—Counseling for Nutrition: 3–11 Years 
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Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020, MY2018, and previous years should be considered with caution.
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Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020, MY2018, and previous years should be considered with caution.
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Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020, MY2018, and previous years should be considered with caution.
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Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020 and previous years should be considered with caution.
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Fig. 5. WCC—Counseling for Nutrition: 12–17 Years Fig. 6. WCC—Counseling for Nutrition: Total 

Fig. 7. WCC—Counseling for Physical Activity: 3–11 Years Fig. 8. WCC—Counseling for Physical Activity: 12–17 Years 
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Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020 and previous years should be considered with caution.
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Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020 and previous years should be considered with caution.
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Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020 and previous years should be considered with caution.
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Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020 and previous years should be considered with caution.
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Fig. 9. WCC—Counseling for Physical Activity: Total Fig. 10. Childhood Immunization Status (CIS): DTaP/DT 

    

Fig. 11. CIS: IPV Fig. 12. CIS: MMR 
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Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020 and previous years should be considered with caution.
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Footnote: Due to changes in measure specification, NCQA indicated that trending 
between MY2018 and previous years should be considered with caution.
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Footnote: Due to changes in measure specification, NCQA indicated that trending 
between MY2018 and previous years should be considered with caution.
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Fig. 13. CIS: HiB Fig. 14. CIS: HepB 

    
Fig. 15. CIS: VZV Fig. 16. CIS: PCV 
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Footnote: Due to changes in measure specification, NCQA indicated that trending 
between MY2018 and previous years should be considered with caution.
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Fig. 17. CIS: HepA Fig. 18. CIS: RV 

    
Fig. 19. CIS: Flu Fig. 20. CIS: Combination 3 

    

86.84% 88.69% 88.07% 84.82% 82.90%

0%
10%
20%
30%
40%
50%
60%
70%
80%
90%

100%

MY2017 MY2018 MY2019 MY2020 MY2021

St
at

ew
id

e 
W

ei
gh

te
d 

Ra
te

s

HEDIS Report Year
Footnote: Due to changes in measure specification, NCQA indicated that trending 
between MY2018 and previous years should be considered with caution.
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Footnote: Due to changes in measure specification, NCQA indicated trending 
between 2019 and previous years should be considered with caution.
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Fig. 21. CIS Combination 7 Fig. 22. CIS: Combination 10 

     
Fig. 23. Immunizations for Adolescents (IMA): Meningococcal Fig. 24. IMA: Tdap/Td 
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Footnote: Due to changes in measure specification, NCQA indicated that trending 
between MY2018 and previous years should be considered with caution.
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Footnote: Due to changes in measure specification, NCQA indicated that trending 
between MY2018 and previous years should be considered with caution.
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Fig. 27. IMA: Combination 2 Fig. 28. Lead Screening in Children (LSC) 
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Footnote: NCQA indicated a break in trending to prior years due to significant 
changes in measure specifications in MY2017.
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Fig. 25. IMA: HPV Fig. 26. IMA: Combination 1 
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Footnote: NCQA indicated a break in trending to prior years due to significant 
changes in measure specifications in MY2017.
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Fig. 29. Breast Cancer Screening (BCS) Fig. 30. Cervical Cancer Screening (CCS) 

    
Fig. 31. Chlamydia Screening in Women (CHL): 16–20 Years Fig. 32. CHL: 21–24 Years 
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Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020, MY2018, and previous years should be considered with caution.
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Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020, MY2019, and previous years should be considered with caution.
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Fig. 33. CHL: Total  
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Effectiveness of Care Measures: Respiratory Conditions 
Fig. 34. Appropriate Testing for Pharyngitis (CWP): 3–17 Years Fig. 35. CWP: 18-64 Years 

    
Fig. 36. Use of Spirometry Testing in the Assessment and 

Diagnosis of COPD (SPR) 
Fig. 37. Pharmacotherapy Management of COPD Exacerbation 

(PCE): Systemic Corticosteroid 
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Footnote: Due to significant changes in measure specification in MY2019, NCQA 
indicated a break in trending to prior years.Also due to changes in measure 
specification, NCQA indicated that trending between MY2020 and previous years 
should be considered with caution.
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Footnote: Due to significant changes in measure specification in MY2019, NCQA 
indicated a break in trending to prior years. Also due to changes in measure 
specification, NCQA indicated that trending between MY2020 and previous years 
should be considered with caution.
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Footnote: Due to changes in measure specification, NCQA indicated that trending 
between MY2018 and previous years should be considered with caution.
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Fig. 38. PCE: Bronchodilator Fig. 39. Asthma Medication Ratio (AMR): 5–11 Years 

    
Fig. 40. AMR: 12–18 Years Fig. 41. AMR: 19–50 Years 
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Footnote: Due to changes in measure specification, NCQA indicated that trending 
between MY2018 and previous years should be considered with caution.
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Footnote: Due to changes in measure specification, NCQA indicated that trending 
between MY2018 and previous years should be considered with caution.

49.23% 48.65% 50.82% 52.86% 54.60%

0%
10%
20%
30%
40%
50%
60%
70%
80%
90%

100%

MY2017 MY2018 MY2019 MY2020 MY2021

St
at

ew
id

e 
W

ei
gh

te
d 

Ra
te

s

HEDIS Report Year

Footnote: Due to changes in measure specification, NCQA indicated that trending 
between MY2018 and previous years should be considered with caution.
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Fig. 42. AMR: 51–64 Years Fig. 43. AMR: Total 
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Footnote: Due to changes in measure specification, NCQA indicated that trending 
between MY2018 and previous years should be considered with caution.
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Footnote: Due to changes in measure specification, NCQA indicated that trending 
between MY2018 and previous years should be considered with caution.
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Effectiveness of Care Measures: Cardiovascular Conditions 
Fig. 44. Persistence of Beta-Blocker Treatment After a Heart 

Attack (PBH) 
Fig. 45. Statin Therapy for Patients with Cardiovascular Disease 

(SPC)—Received Statin Therapy: Males 21–75 Years 

    

Fig. 46. SPC—Received Statin Therapy: Females 40–75 Years Fig. 47. SPC—Received Statin Therapy: Total 
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Footnote: Due to changes in measure specification, NCQA indicated that trending 
between MY2018 and previous years should be considered with caution.
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Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020, MY2018, and previous years should be considered with caution.
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Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020, MY2018, and previous years should be considered with caution.
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Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020, MY2018, and previous years should be considered with caution.
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Fig. 48. SPC—Statin Adherence 80%: Males 21–75 Years Fig. 49. SPC—Statin Adherence 80%: Females 40–75 Years 

    

Fig. 50. SPC—Statin Adherence 80%: Total Fig. 51. Controlling High Blood Pressure (CBP) 
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Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020, MY2019, MY2018, and previous years should be considered with 
caution.
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Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020, MY2019, MY2018, and previous years should be considered with 
caution.
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Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2018 and previous years should be considered with caution.
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Footnote: Due to significant changes in measure specification in MY2020, NCQA 
indicated a break in trending to prior years.



HEDIS/CAHPS MY2021 REPORT—FNB 

page 65 
Tennessee Division of  TennCare   

Effectiveness of Care Measures: Diabetes 
Fig. 52. Comprehensive Diabetes Care (CDC): HbA1c Testing Fig. 53. CDC: HbA1c Control (<8.0%) 

    
Fig. 54. CDC: Retinal Eye Exam Performed Fig. 55. CDC: Blood Pressure Control (<140/90 mm Hg) 
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Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2018 and previous years should be considered with caution.

53.10% 51.09% 52.57% 50.53% 51.69%

0%
10%
20%
30%
40%
50%
60%
70%
80%
90%

100%

MY2017 MY2018 MY2019 MY2020 MY2021

St
at

ew
id

e 
W

ei
gh

te
d 

Ra
te

s

HEDIS Report Year

Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2018 and previous years should be considered with caution.
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Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020, MY2018, and previous years should be considered with caution.
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Footnote: Due to significant changes in measure specification in MY2020, NCQA 
indicated a break in trending to prior years. 
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Fig. 56. CDC: HbA1c Poor Control (>9.0%)* Fig. 57. Statin Therapy for Patients with Diabetes (SPD): 
Received Statin Therapy  

  
Fig. 58. SPD: Statin Adherence 80%  
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*Lower rates for this measure indicate better performance. 
Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020, MY2018, and previous years should be considered with caution.
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Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020, MY2018, and previous years should be considered with caution.
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SPD—Statin Adherence 80%: 40-75 years

Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020, MY2019, MY2018, and previous years should be considered with 
caution.
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Effectiveness of Care Measures: Behavioral Health 
Fig. 59. Antidepressant Medication Management (AMM): 

Effective Acute Phase Treatment 
Fig. 60. AMM: Effective Continuation Phase Treatment 

  
Fig. 61. Follow-Up Care for Children Prescribed ADHD 

Medication (ADD): Initiation Phase 
Fig. 62. ADD: Continuation and Maintenance Phase 
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Footnote: Due to changes in measure specifications, NCQA indicated trending 
between MY2020 and previous years should be considered with caution.
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Footnote: Due to changes in measure specifications, NCQA indicated trending 
between MY2020 and previous years should be considered with caution.
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Fig. 63. Follow-Up After Hospitalization for Mental Illness (FUH)— 
7-Day Follow-Up: 6–17 Years 

Fig. 64. FUH—7-Day Follow-Up: 18–64 Years 

  
Fig. 65. FUH—30-Day Follow-Up: 6–17 Years Fig. 66. FUH—30-Day Follow-Up: 18–64 Years 
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Footnote: Since age stratification was added to this measure in MY2018, trending 
with prior years is not possible. Due to changes in measure specifications, NCQA 
indicated that trending between MY2020 and previous years should be considered 
with caution. 
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Footnote: Since age stratification was added to this measure in MY2018, trending 
with prior years is not possible. Due to changes in measure specifications, NCQA 
indicated that trending between MY2020 and previous years should be considered 
with caution. 
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Footnote: Since age stratification was added to this measure in MY2018, trending 
with prior years is not possible. Due to changes in measure specifications, NCQA 
indicated that trending between MY2020 and previous years should be considered 
with caution.
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Footnote: Since age stratification was added to this measure in MY2018, trending 
with prior years is not possible. Due to changes in measure specifications, NCQA 
indicated that trending between MY2020 and previous years should be considered 
with caution.
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Fig. 67. Follow-Up After Emergency Department Visit for Mental 
Illness (FUM)—7-Day Follow-Up: 6–17 Years 

Fig. 68. FUM—7-Day Follow-Up: 18–64 Years 

Fig. 69. FUM—30-Day Follow-Up: 6–17 Years Fig. 70. FUM—30-Day Follow-Up: 18–64 Years 
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Footnote: Due to significant changes in measure specification in MY2018, NCQA 
indicated a break in trending to prior years. Also due to changes in measure 
specifications, NCQA indicated that trending between MY2020 and previous years 
should be considered with caution.
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Footnote: Due to significant changes in measure specification in MY2018, NCQA 
indicated a break in trending to prior years. Also due to changes in measure 
specifications, NCQA indicated that trending between MY2020 and previous years 
should be considered with caution.
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Footnote: Due to significant changes in measure specification in MY2018, NCQA 
indicated a break in trending to prior years. Also due to changes in measure 
specifications, NCQA indicated that trending between MY2020 and previous years 
should be considered with caution.
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Footnote: Due to significant changes in measure specification in MY2018, NCQA 
indicated a break in trending to prior years. Also due to changes in measure 
specifications, NCQA indicated that trending between MY2020 and previous years 
should be considered with caution.
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Fig. 71. Follow-Up After High-Intensity Care for Substance Use 
Disorder (FUI)—7-Day Follow-Up: 13–17 Years 

Fig. 72. FUI—7-Day Follow-Up: 18–64 Years 

  
Fig. 73. FUI—30-Day Follow-Up: 13–17 Years Fig. 74. FUI—30-Day Follow-Up: 18–64 Years 

  

6.35% 7.65% 10.15%

0%
10%
20%
30%
40%
50%
60%
70%
80%
90%

100%

MY2019 MY2020 MY2021

St
at

ew
id

e 
W

ei
gh

te
d 

Ra
te

s

HEDIS Report Year
Footnote: First-year measure in MY2019. Due to changes in measure 
specifications, NCQA indicated that trending between MY2020 and previous years 
should be considered with caution.
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Footnote: First-year measure in MY2019. Due to changes in measure 
specifications, NCQA indicated that trending between MY2020 and previous years 
should be considered with caution.
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Footnote: First-year measure in MY2019. Due to changes in measure 
specifications, NCQA indicated that trending between MY2020 and previous years 
should be considered with caution. 
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Footnote: First-year measure in MY2019. Due to changes in measure 
specifications, NCQA indicated that  trending between MY2020 and previous years 
should be considered with caution.
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Fig. 75. Follow-Up After ED Visit for Alcohol and Other Drug (AOD) 
Abuse or Dependence (FUA)—7-Day Follow-Up: 13–17 Years 

Fig. 76. FUA—7-Day Follow-Up: ≥18 Years 

  
Fig. 77. FUA—7-Day Follow-Up: Total Fig. 78. FUA—30-Day Follow-Up: 13–17 Years 
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Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020 and previous years should be considered with caution.
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Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020 and previous years should be considered with caution.

4.11% 4.53% 5.04% 5.84% 5.99%

0%
10%
20%
30%
40%
50%
60%
70%
80%
90%

100%

MY2017 MY2018 MY2019 MY2020 MY2021

St
at

ew
id

e 
W

ei
gh

te
d 

Ra
te

s

HEDIS Report Year
Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020 and previous years should be considered with caution.
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Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020 and previous years should be considered with caution.
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Fig. 79. FUA—30-Day Follow-Up: ≥18 Years Fig. 80. FUA—30-Day Follow-Up: Total 

  
Fig. 81. Pharmacotherapy for Opioid Use Disorder (POD) Fig. 82. Diabetes Screening for People with Schizophrenia or 

Bipolar Disorder Who Are Using Antipsychotic Medication (SSD) 
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Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020 and previous years should be considered with caution.
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Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020 and previous years should be considered with caution.
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Footnote: First-year measure in MY2019. Due to changes in measure 
specifications, NCQA indicated that trending between MY2020 and previous years 
should be considered with caution.
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Footnote: Due to changes in measure specification, NCQA indicated that trending 
between MY2018 and previous years should be considered with caution.
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Fig. 83. Diabetes Monitoring for People with Diabetes and 
Schizophrenia (SMD) 

Fig. 84. Cardiovascular Monitoring for People With  
Cardiovascular Disease and Schizophrenia (SMC) 

  
Fig. 85. Adherence to Antipsychotic Medications for Individuals 

with Schizophrenia (SAA) 
Fig. 86. Metabolic Monitoring for Children and Adolescents on 

Antipsychotics (APM)—Blood Glucose Testing: 1–11 Years 
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Footnote: Due to changes in measure specification, NCQA indicated that trending 
between MY2018 and previous years should be considered with caution.
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Footnote: Due to changes in measure specification, NCQA indicated that trending 
between MY2018 and previous years should be considered with caution.
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Footnote: Due to changes in measure specification, NCQA indicated that trending 
between MY2018 and previous years should be considered with caution.

46.97%
38.90% 40.64%

0%
10%
20%
30%
40%
50%
60%
70%
80%
90%

100%

MY2019 MY2020 MY2021

St
at

ew
id

e 
W

ei
gh

te
d 

Ra
te

s

HEDIS Report Year
Footnote: Since age stratifications/measure indicators were changed for this 
measure in MY2019, trending with prior years is not possible.
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Fig. 87. APM—Blood Glucose Testing: 12–17 Years Fig. 88. APM—Blood Glucose Testing: Total 

    
Fig. 89. APM—Cholesterol Testing: 1-11 Years Fig. 90. APM—Cholesterol Testing: 12-17 Years 
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Footnote: Since age stratifications/measure indicators were changed for this 
measure in MY2019, trending with prior years is not possible.
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Footnote: Since age stratifications/measure indicators were changed for this 
measure in MY2019, trending with prior years is not possible.
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Footnote: Since age stratifications/measure indicators were changed for 
this measure in MY2019, trending with prior years is not possible.

47.29%
40.97% 45.05%

0%
10%
20%
30%
40%
50%
60%
70%
80%
90%

100%

MY2019 MY2020 MY2021

St
at

ew
id

e 
W

ei
gh

te
d 

Ra
te

s

HEDIS Report Year
Footnote: Since age stratifications/measure indicators were changed for this 
measure in MY2019, trending with prior years is not possible.
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Fig. 91. APM—Cholesterol Testing: Total Fig. 92. APM—Blood Glucose and Cholesterol Testing: 1-11 
Years 

 

   
Fig. 93. APM—Blood Glucose and Cholesterol Testing: 12-17 

Years 
Fig. 94. APM: Blood Glucose and Cholesterol Testing: Total 
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Footnote: Since age stratifications/measure indicators were changed for 
this measure in MY2019, trending with prior years is not possible.
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Footnote: Since age stratifications/measure indicators were changed for this 
measure in MY2019, trending with prior years is not possible.
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Effectiveness of Care Measures: Overuse/Appropriateness 
Fig. 95. Non-Recommended Cervical Cancer Screening in 

Adolescent Females (NCS)* 
Fig. 96. Appropriate Treatment for Upper Respiratory Infection 

(URI): 3 Months–17 Years 

  
Fig. 97. URI: 18–64 Years  Fig. 98. Avoidance of Antibiotic Treatment for Acute 

Bronchitis/Bronchiolitis (AAB): 3 Months–17 Years 
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*Lower rates for this measure indicate better performance.
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Footnote: Due to significant changes in measure specification in MY2019, NCQA 
indicated a break in trending to prior years. 
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Footnote: Due to significant changes in measure specification in MY2019, NCQA 
indicated a break in trending to prior years.
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Footnote: Due to significant changes in measure specification in MY2019, NCQA 
indicated a break in trending to prior years.
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Fig. 99. AAB: 18–64 Years Fig. 100. Use of Imaging Studies for Low Back Pain (LBP) 

  
Fig. 101. Use of Opioids at High Dosage (HDO)* Fig. 102. Use of Opioids from Multiple Providers (UOP): Multiple 

Prescribers* 
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Footnote: Due to significant changes in measure specification in MY2019, NCQA 
indicated a break in trending to prior years.
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Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020 and previous years should be considered with caution.

6.19% 5.70% 7.28%

0%
10%
20%
30%
40%
50%
60%
70%
80%
90%

100%

MY2019 MY2020 MY2021St
at

ew
id

e 
W

ei
gh

te
d 

Ra
te

s

HEDIS Report Year
*Lower rates for this measure indicate better performance.
Footnote: Due to significant changes in measure specification in MY2019, NCQA 
indicated a break in trending to prior years. Also due to changes in measure 
specifications, NCQA indicated that trending between MY2020 and previous years 
should be considered with caution.
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*Lower rates for this measure indicate better performance.
Footnote: NCQA indicated a breakin trending in MY2018 due to measure results 
being displayed as percentage. Also due to changes in measure specifications, 
NCQA indicated that trending between MY2020 and previous years should be 
considered with caution.
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Fig. 103. UOP: Multiple Pharmacies* Fig. 104. UOP: Multiple Prescribers and Pharmacies* 

  
Fig. 105. Risk of Continued Opioid Use (COU): ≥15 days/30-day 

period* Fig. 106. COU: ≥ 31 days/62-day period* 
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*Lower rates for this measure indicate better performance.
Footnote: NCQA indicated a breakin trending in MY2018 due to measure results 
being displayed as percentage.Also due to changes in measure specifications, 
NCQA indicated that trending between MY2020 and previous years should be 
considered with caution.
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*Lower rates for this measure indicate better performance.
Footnote: NCQA indicated a breakin trending in MY2018 due to measure results 
being displayed as percentage. Also due to changes in measure specifications, 
NCQA indicated that trending between MY2020 and previous years should be 
considered with caution.
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*Lower rates for this measure indicate better performance.
Footnote: NCQA indicated a breakin trending in MY2018 due to measure results being 
displayed as percentage. Also due to changes in measure specifications, NCQA 
indicated that trending between MY2020 and previous years should be considered with 
caution.
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*Lower rates for this measure indicate better performance.
Footnote: First-yearmeasure in MY2018. Due to changes in measure specifications, 
NCQA indicated that trending between MY2020 and previous years should be 
considered with caution.



HEDIS/CAHPS MY2021 REPORT—FNB 

page 82 
Tennessee Division of  TennCare   

Access/Availability of Care Measures 
Fig. 107. Adults’ Access to Preventive/Ambulatory Health 

Services (AAP): 20–44 Years 
Fig. 108. AAP: 45–64 Years 

Fig. 109. Initiation and Engagement of Alcohol and Other Drug 
(AOD) Dependence Treatment (IET)—Initiation: 13–17 Years: 
Alcohol 

Fig. 110. IET—Initiation: 13–17 Years: Opioid 
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Footnote: Due to changes in measure specification, NCQA indicated that trending 
between MY2019, MY2018, and previous years should be considered with caution.
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Footnote: Due to changes in measure specification, NCQA indicated that trending 
between MY2019, MY2018, and previous years should be considered with caution.
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Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020 and previous years should be considered with caution.
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Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020 and previous years should be considered with caution.
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Fig. 111. IET—Initiation: 13–17 Years: Other Drug Fig. 112. IET—Initiation: 13–17 Years: Total 

  
  

  

Fig. 113. IET—Initiation: ≥18 Years: Alcohol Fig. 114. IET—Initiation: ≥18 Years: Opioid 
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Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020 and previous years should be considered with caution.
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.Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020 and previous years should be considered with caution.
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Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020 and previous years should be considered with caution.
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Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020 and previous years should be considered with caution.
. 
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Fig. 115. IET—Initiation: ≥18 Years: Other Drug Fig. 116. IET—Initiation: ≥18 Years Total 

  

  
Fig. 117. IET—Initiation: Total: Alcohol Fig. 118. IET—Initiation: Total: Opioid 

  

42.81% 42.83% 47.89% 48.23% 46.72%

0%
10%
20%
30%
40%
50%
60%
70%
80%
90%

100%

MY2017 MY2018 MY2019 MY2020 MY2021

St
at

ew
id

e 
W

ei
gh

te
d 

Ra
te

s

HEDIS Report Year

Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020 and previous years should be considered with caution.
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Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020 and previous years should be considered with caution.
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Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020 and previous years should be considered with caution.
. 

46.32% 46.31%
58.85% 61.40% 58.92%

0%
10%
20%
30%
40%
50%
60%
70%
80%
90%

100%

MY2017 MY2018 MY2019 MY2020 MY2021

St
at

ew
id

e 
W

ei
gh

te
d 

Ra
te

s

HEDIS Report Year
Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020 and previous years should be considered with caution.
. 
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Fig. 119. IET—Initiation: Total: Other Drug Fig. 120. IET—Initiation: Total 

 
 

Fig. 121. IET—Engagement: 13–17 Years: Alcohol Fig. 122. IET—Engagement: 13–17 Years: Opioid 
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Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020 and previous years should be considered with caution.
. 
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Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020 and previous years should be considered with caution.
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Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020 and previous years should be considered with caution.
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Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020 and previous years should be considered with caution.
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Fig. 123. IET—Engagement: 13–17 Years: Other Drug Fig. 124. IET—Engagement: 13–17 Years: Total 

  
Fig. 125. IET—Engagement: ≥18 Years: Alcohol Fig. 126. IET—Engagement: ≥18 Years: Opioid 
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Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020 and previous years should be considered with caution.
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Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020 and previous years should be considered with caution.
. 
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Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020 and previous years should be considered with caution.
. 
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Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020 and previous years should be considered with caution. 
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Fig. 127. IET—Engagement: ≥18 Years: Other Drug Fig. 128. IET—Engagement: ≥18 Years: Total 

  
Fig. 129. IET—Engagement: Total: Alcohol Fig. 130. IET—Engagement: Total: Opioid 
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Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020 and previous years should be considered with caution.
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Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020 and previous years should be considered with caution.
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.

Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020 and previous years should be considered with caution.
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Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020 and previous years should be considered with caution.
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Fig. 131. IET—Engagement: Total: Other Drug Fig. 132. IET—Engagement: Total 

 
 

Fig. 133. Prenatal and Postpartum Care (PPC): Timeliness of 
Prenatal Care 

Fig. 134. PPC: Postpartum Care 
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Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020 and previous years should be considered with caution.
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Footnote: Due to changes in measure specifications, NCQA indicated that trending 
between MY2020 and previous years should be considered with caution.
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Footnote: Due to significant changes in measure specification in MY2019, NCQA 
indicated a break in trending to prior years. Also due to changes in measure 
specifications, NCQA indicated that trending between MY2020 and previous years. 
should be considered with caution.
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Footnote: Due to significant changes in measure specification in MY2019, NCQA 
indicated a break in trending to prior years. Also due to changes in measure 
specifications, NCQA indicated that trending between MY2020 and previous years 
should be considered with caution.
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Fig. 135. Use of First-Line Psychosocial Care for Children and 
Adolescents on Antipsychotics (APP): 1–11 Years 

Fig. 136. APP: 12–17 Years 

  
Fig. 137. APP: Total  
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Footnote: Due to changes in the age stratification, trending between MY2019 and 
previous years is not possible.
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Footnote: Due to changes in measure specification, NCQA indicated that trending 
between MY2019 and previous years should be considered with caution.
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Footnote: Due to changes in measure specification, NCQA indicated that trending 
between MY2019 and previous years should be considered with caution.
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Utilization and Risk-Adjusted Utilization 

Fig. 138. Well-Child Visits in the First 30 Months of Life (W30): 
First 15 Months 

Fig. 139. Well-Child Visits in the First 30 Months of Life (W30): 
15-30 Months 

 
Fig. 140. Child and Adolescent Well-Care Visits (WCV): 3-11 

Years  
Fig. 141. Child and Adolescent Well-Care Visits (WCV): 12-17 

years 
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Footnote: NCQA indicated that W34 and AWC measures were combined as 
WCV measure. Due to significant changes in measure specification in MY2020, 
NCQA indicated a break in trending to prior years. 
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Fig. 142. Child and Adolescent Well-Care Visits (WCV): 18-21 
Years  

Fig. 143. Child and Adolescent Well-Care Visits (WCV): Total 
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APPENDIX A | Medicaid Utilization Results 
Additional Utilization Measure Descriptions 
Frequency of Selected Procedure (FSP) 
FSP summarizes the utilization of frequently performed 
procedures that often show wide regional variation and have 
generated concern regarding potentially inappropriate utilization. 

Ambulatory Care (AMB) 
AMB summarizes utilization of ambulatory care in the 
following categories: 

♦ ED visits ♦ Outpatient visits including
telehealth

Inpatient Utilization – General Hospital/Acute Care (IPU) 
IPU summarizes utilization of acute IP care and services in the 
following categories: 

♦ Total IP
♦ Medicine

♦ Surgery
♦ Maternity

Identification of Alcohol and Other Drug Services (IAD) 
IAD summarizes the number and percentage of members with an 
AOD claim who received the following chemical dependency 
services during the MY: 

♦ Any services
♦ IP
♦ Telehealth

♦ ED
♦ Outpatient or medication treatment
♦ Intensive outpatient or partial

hospitalization

Mental Health Utilization (MPT) 
MPT summarizes the number and percentage of members 
receiving the following mental health services during the MY: 

♦ Any services
♦ IP
♦ Telehealth

♦ Outpatient
♦ ED
♦ Intensive outpatient or partial

hospitalization

Antibiotic Utilization (ABX) 
ABX summarizes the following data on outpatient utilization of 
antibiotic prescriptions during the MY, stratified by age and 
gender: 
♦ Total number of and average (Avg.) number of antibiotic

prescriptions per member per year (PMPY)
♦ Total and avg. days supplied for all antibiotic

prescriptions
♦ Total number of prescriptions and avg. number of

prescriptions PMPY for antibiotics of concern
♦ Percentage of antibiotic of concern for all antibiotics

prescriptions
♦ Avg. number of antibiotics PMPY reported by drug class:

 For selected ‘antibiotics of concern’
 For all other antibiotics
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Utilization Measures: Medicaid Plan-Specific Rates 
In Table A.1, cells are shaded gray for those measures that were not calculated or for which data were not reported. 

Table A.1. HEDIS MY2021 Medicaid Plan-Specific Rates: Utilization Measures 

Measure by Age Sex AGE AGM AGW BCE BCM BCW TCS UHCE UHCM UHCW 

Frequency of Selected Procedures (FSP) 

Bariatric Weight Loss Surgery: Procedures/1,000 Member Years 
0–19 

M 

0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 

20–44 0.02 0.02 0.01 0.06 0.02 0.03 0.00 0.05 0.01 0.02 

45–64 0.04 0.03 0.02 0.06 0.07 0.02 0.00 0.03 0.03 0.02 

0–19 

F 

0.00 0.00 0.00 0.00 0.00 0.01 0.01 0.01 0.00 0.00 

20–44 0.23 0.17 0.13 0.26 0.20 0.22 0.00 0.30 0.15 0.17 

45–64 0.18 0.15 0.12 0.26 0.18 0.20 0.00 0.21 0.27 0.11 

Tonsillectomy: Procedures/1,000 Member Years 

0–9 
M&F 

0.52 0.47 0.34 0.66 0.54 0.37 0.85 0.54 0.48 0.31 

10–19 0.30 0.20 0.18 0.30 0.22 0.25 0.20 0.33 0.23 0.19 

Hysterectomy—Abdominal (A) and Vaginal (V): Procedures/1,000 Member Years 
15–44 (A) 

F 
0.05 0.06 0.09 0.05 0.07 0.11 0.04 0.07 0.07 0.07 

45–64 (A) 0.11 0.13 0.25 0.07 0.09 0.20 0.00 0.06 0.17 0.12 

15–44 (V) 
F 

0.12 0.09 0.08 0.14 0.12 0.10 0.00 0.12 0.08 0.03 

45–64 (V) 0.12 0.10 0.04 0.12 0.15 0.14 0.00 0.13 0.10 0.09 

Cholecystectomy—Open (O) and Closed (C)/Laparoscopic: Procedures/1,000 Member Years 
30–64 (O) M 0.03 0.00 0.01 0.04 0.02 0.00 0.00 0.02 0.01 0.05 

15–44 (O) 
F 

0.00 0.01 0.01 0.00 0.01 0.01 0.00 0.00 0.01 0.01 

45–64 (O) 0.03 0.00 0.00 0.01 0.03 0.02 0.00 0.02 0.03 0.02 

30–64 (C) M 0.32 0.28 0.25 0.53 0.37 0.30 0.00 0.40 0.29 0.18 
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Table A.1. HEDIS MY2021 Medicaid Plan-Specific Rates: Utilization Measures 

Measure by Age Sex AGE AGM AGW BCE BCM BCW TCS UHCE UHCM UHCW 

15–44 (C) 
F 

0.66 0.59 0.40 0.82 0.68 0.49 0.23 0.70 0.60 0.34 

45–64 (C) 0.68 0.52 0.45 0.55 0.57 0.47 0.00 0.72 0.54 0.34 

Back Surgery: Procedures/1,000 Member Years 

20–44 
M 0.14 0.24 0.04 0.22 0.29 0.24 0.08 0.24 0.24 0.16 

F 0.15 0.16 0.10 0.17 0.21 0.08 0.00 0.21 0.32 0.09 

45–64 
M 0.46 0.76 0.25 0.67 1.01 0.36 0.00 0.65 1.33 0.39 

F 0.43 0.81 0.29 0.63 1.18 0.53 0.00 0.85 1.07 0.31 

Mastectomy: Procedures/1,000 Member Years 
15–44 

F 
0.01 0.04 0.01 0.04 0.02 0.04 0.00 0.04 0.06 0.02 

45–64 0.19 0.21 0.22 0.32 0.25 0.28 0.00 0.16 0.39 0.08 

Lumpectomy: Procedures/1,000 Member Years 
15–44 

F 
0.07 0.07 0.07 0.08 0.08 0.09 0.04 0.08 0.09 0.08 

45–64 0.15 0.24 0.13 0.47 0.31 0.36 0.00 0.17 0.34 0.25 

Table A.1. HEDIS MY2021 Medicaid Plan-Specific Rates: Utilization Measures 

Measure AGE AGM AGW BCE BCM BCW TCS UHCE UHCM UHCW 

Ambulatory Care: Total (AMB) 
Total: Visits/1,000 Member Months 
Outpatient 320.73 340.50 272.40 422.91 339.05 335.35 304.01 414.49 385.73 322.53 

ED 51.03 47.00 46.27 53.84 49.99 51.76 39.60 52.98 50.72 50.89 
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Table A.1. HEDIS MY2021 Medicaid Plan-Specific Rates: Utilization Measures 

Measure AGE AGM AGW BCE BCM BCW TCS UHCE UHCM UHCW 

Dual Total: Visits/1,000 Member Months 
Outpatient NA NA NA 941.74 978.72 951.91 NA NA NA NA 

ED NA NA NA 70.08 78.88 73.36 NA NA NA NA 

Disabled Total: Visits/1,000 Member Months 
Outpatient NA NA NA 688.99 643.52 588.53 NA NA NA NA 

ED NA NA NA 84.53 90.00 81.94 NA NA NA NA 

Inpatient Utilization―General Hospital/Acute Care: Total (IPU) 

Total Inpatient 

Per 1,000 Member Months 
Discharges 5.67 5.92 5.96 6.80 6.31 6.45 4.88 7.00 6.42 6.26 

Days 27.71 29.33 30.84 29.73 26.87 29.84 31.54 36.50 30.39 34.99 

Length of Stay (LoS): Average # of Days 
Average LoS 4.88 4.95 5.17 4.38 4.26 4.63 6.46 5.22 4.73 5.59 

Medicine 

Per 1,000 Member Months 
Discharges 2.42 2.31 2.18 2.68 2.37 2.19 3.02 3.62 2.82 2.81 

Days 12.07 12.03 10.89 12.41 10.51 10.64 15.59 20.69 15.47 16.86 

LoS: Average # of Days 
Average LoS 4.99 5.21 4.99 4.64 4.44 4.85 5.17 5.71 5.48 6.01 

Surgery 

Per 1,000 Member Months 
Discharges 1.14 1.11 1.34 1.30 1.10 1.21 1.39 1.42 1.16 1.40 

Days 10.54 10.04 14.01 10.83 9.08 11.65 14.77 11.13 8.65 12.92 
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Table A.1. HEDIS MY2021 Medicaid Plan-Specific Rates: Utilization Measures 

Measure AGE AGM AGW BCE BCM BCW TCS UHCE UHCM UHCW 

LoS: Average # of Days 
Average LoS 9.24 9.06 10.46 8.34 8.24 9.65 10.65 7.82 7.44 9.23 

Maternity 

Per 1,000 Member Months 
Discharges 3.07 3.86 3.66 4.37 4.45 4.76 0.74 2.86 3.80 3.16 

Days 7.41 11.19 8.91 10.05 11.37 11.77 1.84 6.86 9.77 8.01 

LoS: Average # of Days 

Average LoS 2.41 2.90 2.43 2.30 2.56 2.48 2.48 2.40 2.57 2.54 

Table A.1. HEDIS MY2021 Medicaid Plan-Specific Rates: Utilization Measures 

Sex AGE AGM AGW BCE BCM BCW TCS UHCE UHCM UHCW 

Identification of Alcohol and Other Drug Services: Total (IAD) 
Any Services 

Total 

M 6.13% 4.28% 4.40% 4.46% 3.87% 3.18% 2.93% 6.18% 4.27% 4.24% 

F 7.55% 5.87% 4.52% 7.72% 5.92% 4.46% 3.31% 7.79% 5.96% 4.21% 

M&F 6.93% 5.20% 4.47% 6.39% 5.06% 3.95% 3.09% 7.10% 5.26% 4.22% 

Inpatient 

Total 

M 1.74% 1.36% 1.40% 1.11% 1.21% 0.99% 0.54% 1.65% 1.46% 1.49% 

F 1.98% 1.68% 1.23% 2.17% 1.73% 1.18% 0.67% 1.92% 1.78% 1.14% 

M&F 1.88% 1.55% 1.30% 1.74% 1.51% 1.11% 0.60% 1.81% 1.65% 1.29% 

Intensive 

Total 
M 0.47% 0.38% 0.45% 0.37% 0.41% 0.23% 0.36% 0.39% 0.46% 0.27% 

F 0.65% 0.52% 0.41% 0.86% 0.69% 0.37% 0.70% 0.66% 0.70% 0.34% 



HEDIS/CAHPS MY2021 REPORT—FNB 

APPENDIX A | Medicaid Utilization Results 

page A-6 
Tennessee Division of  TennCare 

Table A.1. HEDIS MY2021 Medicaid Plan-Specific Rates: Utilization Measures 

Sex AGE AGM AGW BCE BCM BCW TCS UHCE UHCM UHCW 

M&F 0.57% 0.46% 0.43% 0.66% 0.57% 0.32% 0.51% 0.55% 0.60% 0.32% 

Outpatient/Medication 

Total 

M 4.18% 2.68% 2.60% 2.92% 2.37% 1.78% 1.68% 4.24% 2.64% 2.15% 

F 5.35% 3.85% 2.69% 5.27% 3.71% 2.59% 1.84% 5.59% 3.99% 2.43% 

M&F 4.84% 3.36% 2.65% 4.31% 3.15% 2.27% 1.75% 5.01% 3.43% 2.31% 

ED 

Total 

M 1.54% 1.12% 1.29% 0.93% 0.95% 0.84% 0.59% 1.43% 1.20% 1.39% 

F 1.40% 1.19% 1.18% 1.28% 1.16% 0.99% 0.71% 1.45% 1.25% 1.10% 

M&F 1.46% 1.16% 1.22% 1.14% 1.07% 0.93% 0.64% 1.44% 1.23% 1.22% 

Telehealth 

Total 

M 1.58% 1.29% 1.03% 1.30% 1.19% 0.71% 0.91% 1.52% 1.24% 0.72% 

F 2.45% 2.47% 1.17% 2.84% 2.43% 1.11% 1.13% 2.42% 2.40% 0.91% 

M&F 2.07% 1.98% 1.11% 2.21% 1.91% 0.95% 1.00% 2.04% 1.91% 0.83% 

Mental Health Utilization: Total (MPT) 
Any Services 

Total 

M 12.73% 10.30% 8.37% 12.37% 10.88% 8.21% 29.16% 11.82% 10.17% 7.27% 

F 14.15% 12.38% 9.14% 14.81% 12.74% 9.82% 25.66% 14.45% 12.75% 8.22% 

M&F 13.54% 11.50% 8.82% 13.81% 11.96% 9.18% 27.66% 13.33% 11.67% 7.83% 

Inpatient 

Total 

M 1.02% 0.89% 1.02% 0.81% 0.77% 0.82% 1.90% 1.00% 0.86% 1.15% 

F 1.14% 1.06% 0.93% 1.14% 1.08% 0.90% 2.48% 1.16% 1.13% 1.00% 

M&F 1.09% 0.99% 0.97% 1.01% 0.95% 0.86% 2.14% 1.09% 1.02% 1.06% 

Intensive 

Total 

M 0.08% 0.10% 0.62% 0.07% 0.05% 0.11% 0.38% 0.05% 0.11% 0.27% 

F 0.11% 0.17% 0.64% 0.13% 0.09% 0.18% 0.46% 0.12% 0.15% 0.27% 

M&F 0.10% 0.14% 0.63% 0.10% 0.07% 0.15% 0.42% 0.09% 0.13% 0.27% 
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Table A.1. HEDIS MY2021 Medicaid Plan-Specific Rates: Utilization Measures 

Sex AGE AGM AGW BCE BCM BCW TCS UHCE UHCM UHCW 

Outpatient 

Total 

M 10.32% 8.36% 6.71% 9.69% 8.37% 6.23% 23.89% 9.79% 8.34% 4.98% 

F 10.85% 9.07% 6.79% 10.31% 8.28% 6.72% 19.80% 11.39% 9.73% 5.41% 

M&F 10.62% 8.77% 6.76% 10.05% 8.32% 6.53% 22.14% 10.71% 9.15% 5.23% 

ED 

Total 

M 0.03% 0.03% 0.01% 0.01% 0.02% 0.00% 0.04% 0.14% 0.11% 0.05% 

F 0.03% 0.02% 0.00% 0.01% 0.03% 0.00% 0.06% 0.18% 0.17% 0.05% 

M&F 0.03% 0.03% 0.01% 0.01% 0.02% 0.00% 0.05% 0.17% 0.15% 0.05% 

Telehealth 

Total 

M 5.34% 4.77% 2.89% 5.52% 5.08% 3.05% 13.09% 3.83% 4.08% 2.78% 

F 7.10% 7.14% 4.14% 8.19% 7.66% 4.74% 13.49% 5.77% 6.28% 3.69% 

M&F 6.33% 6.14% 3.62% 7.10% 6.58% 4.07% 13.26% 4.95% 5.36% 3.31% 

Antibiotic Utilization: Total (ABX) 
Antibiotic Utilization 
Average Scripts PMPY for Antibiotics 

Total 

M 0.68 0.57 0.44 0.89 0.64 0.62 0.69 0.81 0.64 0.52 

F 1.01 0.88 0.81 1.29 0.98 1.07 0.87 1.26 0.98 0.88 

M&F 0.86 0.75 0.65 1.13 0.84 0.89 0.77 1.07 0.84 0.73 

Average Days Supplied per Antibiotic Script 

Total 

M 9.70 9.98 9.92 9.84 10.01 9.90 11.60 9.88 10.04 9.94 

F 9.08 8.95 8.46 9.08 8.97 8.69 11.19 9.20 9.10 8.69 

M&F 9.29 9.28 8.87 9.33 9.30 9.02 11.40 9.42 9.39 9.06 

Average Scripts PMPY for Antibiotics of Concern 

Total 

M 0.32 0.24 0.19 0.43 0.27 0.27 0.28 0.40 0.27 0.22 

F 0.46 0.36 0.31 0.60 0.41 0.44 0.33 0.60 0.41 0.36 

M&F 0.40 0.31 0.26 0.54 0.35 0.37 0.30 0.51 0.35 0.30 
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Table A.1. HEDIS MY2021 Medicaid Plan-Specific Rates: Utilization Measures 

Sex AGE AGM AGW BCE BCM BCW TCS UHCE UHCM UHCW 

Percentage of Antibiotics of Concern of All Antibiotic Scripts 

Total 

M 47.83 43.02 42.45 48.79 42.35 43.83 40.84 49.09 42.26 42.19 

F 45.75 41.39 38.81 46.82 41.52 40.67 37.62 47.41 41.59 40.55 

M&F 46.46 41.91 39.83 47.45 41.78 41.53 39.28 47.95 41.80 41.03 

Antibiotics of Concern Utilization (Average Scripts PMPY) 
Quinolones 

Total 

M 0.02 0.02 0.02 0.02 0.02 0.02 0.01 0.03 0.02 0.02 

F 0.04 0.04 0.04 0.05 0.04 0.05 0.02 0.07 0.04 0.05 

M&F 0.03 0.03 0.03 0.04 0.03 0.04 0.01 0.05 0.03 0.04 

Cephalosporins 2nd–4th Generation 

Total 

M 0.08 0.06 0.04 0.13 0.07 0.07 0.08 0.10 0.07 0.04 

F 0.09 0.07 0.04 0.13 0.08 0.06 0.09 0.12 0.08 0.05 

M&F 0.09 0.06 0.04 0.13 0.08 0.07 0.08 0.11 0.07 0.04 

Azithromycins and Clarithromycins 

Total 

M 0.10 0.07 0.06 0.14 0.08 0.09 0.09 0.12 0.08 0.07 

F 0.15 0.12 0.12 0.20 0.14 0.17 0.11 0.19 0.14 0.13 

M&F 0.13 0.10 0.09 0.17 0.12 0.14 0.10 0.16 0.12 0.11 

Amoxicillin/Clavulanates 

Total 

M 0.09 0.07 0.05 0.12 0.07 0.06 0.08 0.11 0.07 0.06 

F 0.13 0.09 0.07 0.16 0.11 0.10 0.08 0.16 0.10 0.08 

M&F 0.11 0.08 0.06 0.14 0.09 0.08 0.08 0.13 0.09 0.07 

Ketolides 

Total 

M 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 

F 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 

M&F 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 
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Table A.1. HEDIS MY2021 Medicaid Plan-Specific Rates: Utilization Measures 

Sex AGE AGM AGW BCE BCM BCW TCS UHCE UHCM UHCW 

Clindamycins 

Total 

M 0.03 0.02 0.02 0.03 0.02 0.03 0.02 0.04 0.02 0.03 

F 0.05 0.04 0.04 0.06 0.04 0.06 0.03 0.06 0.04 0.05 

M&F 0.04 0.03 0.03 0.05 0.04 0.04 0.02 0.05 0.04 0.04 

Misc. Antibiotics of Concern 

Total 

M 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 

F 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 

M&F 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 

All Other Antibiotics Utilization (Average Scripts PMPY) 
Absorbable Sulfonamides 

Total 

M 0.04 0.03 0.03 0.05 0.03 0.03 0.05 0.05 0.04 0.03 

F 0.08 0.06 0.05 0.10 0.07 0.06 0.08 0.09 0.07 0.05 

M&F 0.06 0.05 0.04 0.08 0.05 0.05 0.06 0.08 0.06 0.05 

Aminoglycosides 

Total 

M 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 

F 0.00 0.00 0.00 0.00 0.00 0.00 0.01 0.00 0.00 0.00 

M&F 0.00 0.00 0.00 0.00 0.00 0.00 0.01 0.00 0.00 0.00 

1st Generation Cephalosporins 

Total 

M 0.04 0.05 0.03 0.05 0.05 0.04 0.05 0.05 0.05 0.04 

F 0.07 0.08 0.06 0.08 0.09 0.08 0.05 0.09 0.09 0.07 

M&F 0.06 0.07 0.05 0.07 0.07 0.06 0.05 0.07 0.07 0.05 

Lincosamides 

Total 

M 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 

F 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 

M&F 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 
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Table A.1. HEDIS MY2021 Medicaid Plan-Specific Rates: Utilization Measures 

Sex AGE AGM AGW BCE BCM BCW TCS UHCE UHCM UHCW 

Macrolides (not azith. or clarith.) 

Total 

M 0.00 0.00 0.00 0.00 0.00 0.00 0.02 0.00 0.00 0.00 

F 0.00 0.00 0.00 0.00 0.00 0.00 0.02 0.00 0.00 0.00 

M&F 0.00 0.00 0.00 0.00 0.00 0.00 0.02 0.00 0.00 0.00 

Penicillins 

Total 

M 0.21 0.20 0.15 0.29 0.23 0.22 0.23 0.23 0.23 0.18 

F 0.21 0.20 0.17 0.27 0.22 0.23 0.25 0.23 0.21 0.19 

M&F 0.21 0.20 0.17 0.28 0.23 0.23 0.24 0.23 0.22 0.18 

Tetracyclines 

Total 

M 0.05 0.04 0.03 0.05 0.04 0.04 0.05 0.06 0.04 0.04 

F 0.08 0.06 0.05 0.10 0.06 0.08 0.04 0.11 0.07 0.06 

M&F 0.06 0.05 0.05 0.08 0.05 0.06 0.05 0.09 0.06 0.05 

Misc. Antibiotics 

Total 

M 0.01 0.01 0.01 0.01 0.01 0.01 0.01 0.01 0.01 0.01 

F 0.11 0.12 0.16 0.14 0.13 0.18 0.09 0.14 0.13 0.15 

M&F 0.07 0.07 0.09 0.09 0.08 0.11 0.04 0.08 0.08 0.09 

As a Risk-Adjusted Utilization measure, PCR rates in Table A.2 represent percentages of members who were readmitted for any 
diagnosis within 30 days of discharge from a hospital, broken into age stratifications. 

Table A.2. HEDIS MY2021 Plan All-Cause Readmissions (PCR)* 
Measure by 
Age AGE AGM AGW BCE BCM BCW TCS UHCE UHCM UHCW 

Plan Population: Observed Readmission Rate 
18-44 8.41% 9.77% 9.88% 7.75% 8.13% 8.21% 11.01% 8.34% 9.20% 10.27% 
45-54 13.44% 13.23% 11.56% 10.35% 8.36% 7.99% 16.13% 9.33% 11.38% 13.77% 
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55-64 13.81% 12.98% 12.32% 10.13% 11.49% 11.19% 20.00% 13.28% 14.84% 11.71% 

Total 10.89% 11.17% 10.80% 8.82% 8.92% 8.79% 11.94% 9.96% 10.93% 11.34% 

* NCQA indicated trending with caution due to changes in measure specifications for HEDIS MY2021.
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APPENDIX B | Medicaid MCO Population 
Table B.1. HEDIS MY2021 MCO Medicaid Population Reported in Member Months and Years by Age 

Age 
Group Months/Years AGE AGM AGW BCE BCM BCW TCS UHCE UHCM UHCW 

<1 
Years 3,676 5,806 3,688 7,426 6,006 5,516 711 3,643 5,713 3,603 

Months 44,109 69,673 44,257 89,110 72,067 66,190 8,537 43,713 68,554 43,236 

1–4 
Years 15,838 24,000 14,794 29,365 24,187 21,278 5,248 15,266 23,686 15,133 

Months 190,060 288,004 177,522 352,380 290,245 255,337 62,976 183,190 284,235 181,597 

5–9 
Years 21,530 28,603 20,535 29,828 25,797 20,794 8,331 19,959 27,129 19,176 

Months 258,359 343,232 246,423 357,930 309,562 249,530 99,967 239,503 325,551 230,109 

10–14 
Years 20,731 26,908 19,668 27,564 25,162 19,751 9,802 20,269 25,239 17,997 

Months 248,766 322,892 236,013 330,762 301,947 237,017 117,627 243,225 302,871 215,968 

15–17 
Years 12,247 13,208 10,084 14,467 14,200 10,434 6,747 10,922 12,427 8,882 

Months 146,958 158,499 121,012 173,602 170,405 125,207 80,965 131,061 149,126 106,586 

18–19 
Years 7,470 7,924 6,172 8,691 8,068 6,004 3,446 6,630 7,228 5,231 

Months 89,645 95,093 74,066 104,290 96,817 72,047 41,357 79,563 86,741 62,774 

20–24 
Years 8,687 12,159 7,945 14,202 10,015 10,528 2,410 9,430 10,598 7,777 

Months 104,246 145,907 95,336 170,425 120,185 126,340 28,922 113,164 127,176 93,325 

25–29 
Years 7,738 9,476 7,250 11,616 9,017 8,073 713 6,805 8,529 6,452 

Months 92,860 113,714 87,004 139,386 108,209 96,878 8,556 81,661 102,343 77,423 

30–34 
Years 8,722 10,646 8,495 11,726 9,400 7,736 760 7,910 9,681 6,779 

Months 104,660 127,757 101,945 140,711 112,803 92,836 9,122 94,923 116,176 81,345 

35–39 
Years 7,325 9,606 6,107 10,322 7,783 7,291 615 7,307 9,138 5,575 

Months 87,905 115,275 73,279 123,869 93,391 87,497 7,375 87,681 109,660 66,905 

40–44 
Years 5,746 7,723 4,272 8,254 5,677 5,838 427 6,621 7,519 5,145 

Months 68,947 92,679 51,264 99,050 68,128 70,059 5,124 79,450 90,233 61,741 

45–49 
Years 4,171 4,801 2,988 5,789 3,746 3,599 248 5,096 4,781 3,437 

Months 50,055 57,613 35,860 69,470 44,957 43,185 2,972 61,153 57,368 41,240 
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Table B.1. HEDIS MY2021 MCO Medicaid Population Reported in Member Months and Years by Age 
Age 

Group Months/Years AGE AGM AGW BCE BCM BCW TCS UHCE UHCM UHCW 

50–54 
Years 3,749 3,585 2,667 4,865 3,256 2,781 185 4,780 4,129 2,897 

Months 44,983 43,022 32,003 58,375 39,075 33,368 2,216 57,358 49,543 34,766 

55–59 
Years 3,847 3,463 2,914 4,597 3,002 2,686 163 4,872 4,121 3,220 

Months 46,158 41,553 34,971 55,167 36,026 32,230 1,950 58,467 49,447 38,640 

60–64 
Years 3,026 2,905 2,541 3,877 2,456 2,476 125 4,236 3,553 3,011 

Months 36,313 34,857 30,497 46,527 29,477 29,716 1495 50,829 42,634 36,132 

65–69 
Years 741 1,011 898 1,231 728 774 7 2,164 1,499 1,401 

Months 8,887 12,126 10,771 14,767 8,738 9,289 85 25,966 17,983 16,816 

70–74 
Years 308 590 381 529 219 281 4 1,382 814 796 

Months 3,691 7,079 4,577 6,342 2,628 3,370 43 16,581 9,768 9,549 

75–79 
Years 149 356 157 287 141 167 1 835 532 458 

Months 1784 4,269 1888 3,449 1,691 2,003 16 10,017 6,382 5,497 

80–84 
Years 94 186 72 175 104 85 2 458 280 275 

Months 1130 2,228 859 2,103 1253 1016 19 5,498 3,364 3,304 

85–89 
Years 42 124 45 85 54 60 1 245 159 132 

Months 509 1486 539 1021 651 716 8 2,938 1,908 1,581 

≥90 
Years 20 47 26 45 54 29 0 138 98 94 

Months 245 558 309 537 643 348 0 1,661 1177 1126 

Total 
Years 135,857 173,127 121,699 194,941 159,072 136,181 39,946 138,968 166,853 117,471 

Months 1,630,270 2,077,516 1,460,395 2,339,273 1,908,898 1,634,179 479,332 1,667,602 2,002,240 1,409,660 
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APPENDIX C | ECDS and LTSS Measure Results 
Table C.1 presents MCO results for HEDIS MY2021 ECDS measures. 

Table C.1. HEDIS MY2021 Medicaid Plan-Specific Rates: ECDS Measures 
Measure AGE AGM AGW BCE BCM BCW TCS UHCE UHCM UHCW 

Breast Cancer Screening (BCS-E) 39.43% 45.24% 46.06% 52.14% 50.05% 54.34% 36.36% 49.48% 49.34% 47.82% 

Follow-Up Care for Children Prescribed ADHD Medication (ADD-E) 
Initiation Phase 41.88% 38.62% 35.64% 43.60% 39.30% 38.59% 40.57% 45.81% 40.99% 38.36% 

Continuation and Maintenance Phase 53.13% 51.79% 50.55% 55.64% 50.21% 56.55% 51.19% 61.07% 54.80% 54.89% 

Depression Screening and Follow-Up for Adolescents and Adults (DSF-E)  
Depression Screening 0.00% 0.00% 0.00% 1.49% 2.10% 1.45% 0.44% 0.01% 0.00% 0.00% 

Follow-Up on Positive Screen NA NA NA 25.52% 33.11% 27.27% NA NA NA NA 

Utilization of the PHQ-9 to Monitor Depression Symptoms for Adolescents and Adults (DMS-E)  
Assessment Period 1 0.00% 0.00% 0.00% 0.00% 0.00% 0.51% 0.00% 0.01% 0.02% 0.00% 

Assessment Period 2 0.00% 0.00% 0.00% 0.00% 0.00% 1.04% 0.00% 0.00% 0.00% 0.00% 

Assessment Period 3 0.00% 0.00% 0.00% 0.00% 0.02% 0.89% 0.00% 0.01% 0.00% 0.00% 

Total 0.00% 0.00% 0.00% 0.00% 0.01% 0.81% 0.00% 0.01% 0.01% 0.00% 

Depression Remission or Response for Adolescents and Adults (DRR-E)  
Follow-Up NA NA NA NA NA NA NA NA NA NA 

Depression Remission NA NA NA NA NA NA NA NA NA NA 

Depression Response NA NA NA NA NA NA NA NA NA NA 

Unhealthy Alcohol Use Screening and Follow-Up (ASF-E)  
Alcohol Use Screening 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 
Counseling or Other Follow-up Positive 
Screen NA NA NA NA NA NA NA NA NA NA 

Adult Immunization Status (AIS-E) 
Influenza 7.93% 8.45% 6.05% 11.67% 11.07% 9.39% 6.77% 14.26% 13.28% 9.99% 

Td or Tdap 21.38% 20.99% 19.82% 43.76% 36.01% 38.77% 32.49% 31.75% 29.59% 26.63% 

Zoster 0.46% 0.57% 0.40% 0.96% 1.01% 0.69% 0.28% 3.89% 3.01% 1.85% 
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Table C.1. HEDIS MY2021 Medicaid Plan-Specific Rates: ECDS Measures 
Measure AGE AGM AGW BCE BCM BCW TCS UHCE UHCM UHCW 

Prenatal Immunization Status (PRS-E)  
Influenza 19.14% 17.48% 12.07% 25.30% 24.94% 17.14% 20.36% 20.69% 19.47% 13.40% 

Tdap 51.57% 44.83% 35.45% 55.86% 46.67% 41.99% 43.71% 53.01% 46.13% 33.55% 

Combination 15.29% 14.03% 8.91% 20.59% 18.97% 13.02% 15.57% 16.65% 15.65% 9.81% 

Prenatal Depression Screening and Follow-Up (PND-E) 
Depression Screening 0.00% 0.00% 0.00% 6.15% 7.06% 6.43% 0.00% 0.00% 0.00% 0.00% 

Follow-Up on Positive Screen NA NA NA NA NA NA NA NA NA NA 

Postpartum Depression Screening and Follow-Up (PDS-E) 
Depression Screening 0.00% 0.00% 0.00% 3.03% 2.57% 2.70% 6.36% 0.00% 0.00% 0.00% 

Follow-Up on Positive Screen NA NA NA NA NA NA NA NA NA NA 

Table C.2 presents statewide MCO results for HEDIS MY2021 LTSS measures. Note: TCS does not have members who receive LTSS. 

Table C.2. HEDIS MY2021 Medicaid Plan-Specific Rates: LTSS Measures 
Measure AG BC UHC 

Comprehensive Assessment and Update (LTSS-CAU) 
Assessment of Core Elements 94.79% 95.83% 91.67% 

Assessment of Supplemental Elements 94.79% 95.83% 90.63% 

Comprehensive Care Plan and Update (LTSS-CPU) 
Care Plan with Core Elements Documented 95.83% 93.75% 89.58% 

Care Plan with Supplemental Elements Documented 95.83% 93.75% 89.58% 

Reassessment/Care Plan Update After Inpatient Discharge (LTSS-RAC) 
Reassessment After Inpatient Discharge 54.17% 51.04% 12.50% 

Reassessment and Care Plan Update After Inpatient Discharge 51.04% 45.83% 11.46% 

Shared Care Plan with Primary Care Practitioner (LTSS-SCP) 90.63% 85.42% 84.38% 
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The Impact of TennCare: A Survey of Recipients, 2022 

Method 

The Boyd Center for Business and Economic Research at the University of Tennessee, under contract 

with the Department of Finance and Administration of the State of Tennessee, conducted a survey of 

Tennessee residents to ascertain their insurance status and use of medical facilities and their level of 

satisfaction with the TennCare program. A sample size of 5,000 households allows us to obtain accurate 

estimates for subpopulations. The Boyd Center prepared the survey instrument in cooperation with 

personnel from the Division of TennCare. 

The University of Tennessee Social Work Office of Research and Public Service (SWORPS) and Wilkins 

Research Services conducted the survey by randomly selecting potential respondents from a land line 

and cell phone set of numbers and contacting those families between May and July 2022. TennCare 

provided SWORPS with 10,000 (de-identified) phone numbers to help reach TennCare households. We 

also enhanced the telephone lists by using a larger web panel compared to the web panel used in 

previous years.1  

Up to five calls were made to each residence, at staggered times, to minimize non-response bias. The 

design chosen was a “Household Sample,” and the interview was conducted with the head of the 

household. When Spanish-speaking households without an available English speaker were reached, a 

person fluent in Spanish would call the household at a later time to conduct the survey. Approximately 

27.8 percent of those who answered their land line phone or cell phone were willing to participate in 

the survey.2 The large sample size allowed for the weighting of responses by income and age to provide 

unbiased estimates for the entire population. For all statewide estimates, a correction factor was used 

to adjust for the degree to which the sample over- or under-represented Tennesseans grouped by 

household income and head of household age.3 (Table 1).  

This is a follow-up to previous surveys of around 5,000 Tennessee households conducted annually since 

1993, the last year of Medicaid before Tennessee adopted TennCare. Throughout this report, we make 

comparisons to findings from earlier surveys. 

 
1 Beginning in 2017, SWORPS supplemented random dialing with a web panel of respondents. Prior to the survey, these web 
respondents provided some basic information such as age and income and were contacted to balance the distribution of 
responses across age and income combinations.  
2 In the land line phone sample, there were 2,788 completed surveys, 7,318 refusals, and 404 who did not qualify. In the cell 
phone sample, there were 729 completed surveys, 1,805 refusals, and 112 who did not qualify. There were 1,502 surveys 
completed by web panel participants. An individual will not qualify to participate if he/she is not a head of household, not a 
Tennessee resident or is under the age of 18. 
3 Starting with the 2016 report, the 5-year American Community Survey (ACS) conducted by the U.S. Census is used to adjust 
the sample by household income and head of household age. The ACS is a nationwide survey designed to provide reliable and 
timely estimates of the demographic, social, economic and housing characteristics of the U.S. population and for parts of the 
U.S., such as states.  
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TABLE 1:  Head of Household Age and Household Income 

Age-Head of Household 
Proportion in 2022 

Survey (Percent) 
Proportion in ACS* 

(Percent) 
Deviation 
(Percent) 

Under 25 7.7 4.1 -3.6 

25-44 34.6 32.1 -2.5 

45-64 37.8 37.5 -0.3 

65+ 19.9 26.3 6.4 

    

    

Household Income Level 
Proportion in 2022 

Survey (Percent) 
Proportion in ACS* 

(Percent) 
Deviation 
(Percent) 

    Less than $10,000 9.5 6.7 -2.8 

    $10,000 to $14,999 7.8 4.9 -2.9 

    $15,000 to $19,999 7.6 5.0 -2.6 

    $20,000 to $29,999 12.0 9.9 -2.1 

    $30,000 to $39,999 10.9 10.0 -0.9 

    $40,000 to $49,999 7.9 9.1 1.2 

    $50,000 to $59,999 8.3 8.2 -0.1 

    $60,000 to $99,999 17.8 22.8 5.0 

    $100,000 to $149,999 10.7 13.3 2.6 

    $150,000 and over 7.5 10.1 2.6 

*Census Bureau, 2016-2020 American Community Survey 5-year Estimates for Tennessee. 
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Estimates for Insurance Status 

Estimates for the number of Tennesseans who are uninsured are presented below.4 These statewide 

estimates are extrapolated from the weighted sample. The estimated population of uninsured 

represents approximately 7.5 percent of the 6,975,218 Tennessee residents, down from 8.3 percent in 

2021 (Table 2 and Figure 1).5 Further, the percent of uninsured adults fell from 9.9 percent in 2021 to 

9.0 percent in 2022. The uninsured rate for children in 2022 is 2.3 percent (down from 2.5% in 2021) and 

the estimated number of uninsured children is 35,436 (Table 2a).  

TABLE 2: Statewide Estimates of Uninsured Populations (2002–2022) 

 2002 2003 2004 2005 2006 2007 2008 

State Total 348,753 371,724 387,975 482,353 649,479 608,234 566,633 

Percent 6.1 6.4 6.6 8.1 10.7 10 9.3 

 

 2009 2010 2011 2012 2013 2014 2015 

State Total 616,967 618,445 604,222 577,813 611,368 472,008 370,115 

Percent 10 9.9 9.5 9.2 9.6 7.2 5.7 

 

 2016 2017 2018 2019 2020 2021 2022 

State Total 368,792 408,083 451,627 468,096 566,523 564,452 522,097 

Percent 5.6 6.1 6.7 6.9 8.3 8.3 7.5 

 
TABLE 2a:  Uninsured Tennesseans by Age (2009–2022) 

 2009 2010 2011 2012 2013 2014 2015 

Under 18 Total 54,759 57,912 35,743 40,700 55,319 36,104 22,157 

Under 18 Percent 3.7 3.9 2.4 2.7 3.7 2.4 1.5 

18+ Total 562,208 560,532 568,479 537,113 556,049 435,904 347,958 

18+ Percent 11.9 12 12 11.2 11.4 8.7 6.9 

 

 2016 2017 2018 2019 2020 2021 2022 

Under 18 Total 27,344 22,238 34,458 42,749 42,090 37,354 35,436 

Under 18 Percent 1.8 1.5 2.3 2.8 2.8 2.5 2.3 

18+ Total 341,449 385,800 417,170 425,347 524,433 527,098 486,661 

18+ Percent 6.7 7.5 8.0 8.1 9.9 9.9 9.0 

 

 
4 Changes in technology and hard-to-reach subgroups require continuous adjustments in research study design. While the 
estimated uninsured rate differs between some subgroups for adults, we do not believe that the differences impact the 
average uninsured rate in aggregate. 
5 Population estimates are found using United States Census Bureau Population Estimates. In prior years (1993 to 2008), 
population figures were gathered from the “Interim State Population Projections,” also prepared by the United States Census 
Bureau.  
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FIGURE 1:  Statewide Rate of Uninsured Populations (2009-2022) 

 

 
 
 

Reasons for Failure to Obtain Medical Insurance 

Affordability remains the top-cited reason for failing to obtain health insurance, with 82 percent of 

uninsured respondents who cited “cannot afford” as a major reason and 6 percent citing affordability as 

a minor reason (Table 3). We report the distribution of responses who cited affordability as a major 

reason by income bracket in Table 4. The share of households with income of $40,000 or more had the 

largest change, declining from 78 percent in 2021 to 66 percent in 2022.  
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TABLE 3:  Reasons for Not Having Insurance (2002–2022) (Percent) 

Reason Cannot Afford Did Not Get to It Do Not Need 

Year 
Major 

Reason 
Minor 

Reason 
Not a 

Reason 
Major 

Reason 
Minor 

Reason 
Not a 

Reason 
Major 

Reason 
Minor 

Reason 
Not a 

Reason 

2002 74 10 17 11 16 74 8 14 78 

2003 82 8 10 10 20 70 8 15 77 

2004 82 7 11 8 19 73 8 16 76 

2005 82 7 10 9 16 75 8 15 77 

2006 87 4 9 12 14 74 12 14 74 

2007 89 6 4 9 11 79 5 13 82 

2008 93 4 4 7 11 82 5 8 87 

2009 92 3 4 3 15 81 5 10 85 

2010 91 5 4 5 13 82 6 15 80 

2011 88 5 7 11 12 77 8 12 79 

2012 88 5 7 9 13 78 7 13 80 

2013 83 6 11 9 17 74 5 16 79 

2014 86 6 8 11 15 75 12 14 74 

2015 83 7 10 9 13 77 9 10 80 

2016 80 5 16 16 10 73 17 13 70 

2017 78 9 13 11 15 74 13 13 74 

2018 82 8 10 8 14 78 10 12 78 

2019 81 8 11 11 15 74 13 12 75 

2020 81 10 9 9 22 69 10 23 67 

2021 80 6 14 12 22 66 11 18 71 

2022 82 6 12 15 20 65 12 17 70 

 
 
 
 

TABLE 4: “Cannot Afford” Major Reason for No Insurance: By Income (2017–2022) (Percent) 6 

Household Income 2017 2018 2019 2020 2021 2022 

Less than $20,000 80 81 80 76 78 77 

$20,000 - $39,999 75 80 81 84 79 78 

$40,000 and above 42 77 68 79 78 66 

 
6 Results in Table 4 omit respondents who did not report household income.  
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Evaluations of Medical Care and Insurance Coverage 

Tennessee residents’ perceptions about the quality of care received have remained consistently high for 

the last decade. Since 2012, the share of all heads of households who rated quality of care received as 

“good” or “excellent” has ranged from 76 percent to 80 percent and was 76 percent in 2022. Since 2014, 

the share of TennCare heads of households who rated their quality of care as “good” or “excellent” has 

ranged from 70 percent to 76 percent and was 73 percent in 2022 (Table 5).  

 
TABLE 5:  Quality of Medical Care Received by Heads of Households (2012–2022) (Percent) 

All Heads of 
Households 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 

Excellent 30 32 31 32 33 33 32 33 33 34 30 

Good 46 46 47 46 45 45 45 47 46 45 46 

Fair  17 16 16 17 17 17 17 15 16 15 18 

Poor 7 6 6 5 5 5 6 5 5 6 6 

Heads of 
Households 
w/ TennCare  2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 

Excellent 24 24 25 28 31 27 26 30 30 30 27 

Good 45 44 45 42 43 46 45 46 44 43 46 

Fair  22 24 22 24 23 22 24 19 20 20 22 

Poor 9 8 8 6 3 5 5 5 6 7 5 

 
 

In 2022, all heads of households and heads of households with TennCare children reported similar levels 

of satisfaction with the quality of healthcare received by covered children. In 2022, 85 percent and 83 

percent, respectively, reported quality of care received as “excellent” or “good.” These responses are 

consistent with long-term trends, indicating respondents remain satisfied with the quality of care 

received by their children (Table 6).  
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TABLE 6:  Quality of Medical Care Received by Children of Heads of Households (2012–2022) (Percent) 

All Heads of 
Households 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 

Excellent 42 43 41 45 46 43 44 45 45 44 40 

Good 45 43 48 44 42 45 45 44 44 44 45 

Fair  10 10 9 8 10 10 9 8 9 10 13 

Poor 3 4 2 3 2 2 2 3 3 2 2 

Heads of 
Households 
w/ TennCare7 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 

Excellent 38 35 38 41 43 39 43 45 41 44 40 

Good 42 45 49 46 44 48 45 42 43 41 43 

Fair  14 14 10 9 12 10 10 10 13 12 15 

Poor 6 6 3 4 1 3 2 3 3 3 2 

Satisfaction with Quality of Care Received from TennCare  

TennCare recipients continue to show high levels of satisfaction with the TennCare program as a whole 

(Table 7), and satisfaction with the quality of care their children receive (untabulated). Specifically, 95 

percent of respondents indicated they are “very satisfied” or “somewhat satisfied” with the TennCare 

program. Satisfaction rates have exceeded 90 percent for fourteen consecutive years.8   In addition, 96 

percent are “very satisfied” or “somewhat satisfied” with the quality of care for their children.  

TABLE 7:  Percent Indicating Satisfaction with TennCare (2009–2022) (Percent) 

2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 

92 94 95 93 95 93 95 92 95 95 94 94 92 95 

Behavior Relevant to Medical Care 

Each respondent was asked a series of questions regarding his or her behavior when initially seeking 

medical care (Table 8). Reported behavior for 2022 is very consistent with recent surveys. Ninety-three 

percent of all heads of households sought care first at a doctor’s office or clinic, while 92 percent of 

TennCare heads of households did the same. In 2022, 2 percent of all households and 4 percent of 

TennCare households with children initially sought care at a hospital (Table 9). The 2022 results are 

similar to the amounts reported in 2021. 

 
7 This subgroup includes all households in which at least one child is enrolled in TennCare, even if the head of the household is 

not enrolled.  
8 A three-point scale was used, and respondents could indicate “very satisfied,” “somewhat satisfied,” or “not satisfied.”  We 

ask a related question about satisfaction with TennCare coverage, and 91 percent report that they are “satisfied.”   
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TABLE 8:  Heads of Households: Medical Facilities Used When Medical Care Initially Sought  

(2012-2022) (Percent) 

All Heads of Households 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 

Doctor's Office 82 81 81 81 80 80 79 78 78 77 76 

Clinic 13 13 14 15 16 15 16 17 16 17 17 

Hospital  4 4 3 3 3 3 3 3 4 4 4 

Other 1 2 2 1 1 2 2 2 2 2 3 

Heads of Households  
with TennCare 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 

Doctor's Office 75 80 72 76 78 79 76 76 79 76 75 

Clinic 14 14 18 18 18 12 16 17 14 17 17 

Hospital  10 6 8 6 3 7 7 6 6 6 6 

Other 1 <1 2 0 1 2 1 1 1 1 2 

 
TABLE 9:  Children: Medical Facilities Used When Medical Care Initially Sought (2012-2022) (Percent) 

All Heads of 
Households 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 

Doctor's Office 88 86 87 86 85 84 85 81 83 81 81 

Clinic 10 12 12 12 13 13 13 15 14 15 16 

Hospital  2 1 1 1 1 2 1 3 2 3 2 

Other <1 1 <1 <1 <1 <1 <1 1 1 1 1 

Heads of Households 
with TennCare9 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 

Doctor's Office 86 84 84 83 86 85 85 78 83 82 82 

Clinic 11 12 14 14 12 11 12 15 13 14 14 

Hospital  3 3 1 3 2 4 2 6 3 4 4 

Other 0 <1 1 0 <1 0 <1 <1 1 <1 <1 

 
TennCare recipients continue to see physicians on a more frequent basis than the average Tennessee 

household (Table 10). The proportion of all heads of households that reported seeing a doctor at least 

weekly or monthly was 14 percent in 2022 (15 percent in 2021), versus 27 percent of TennCare heads of 

households (down from 31 percent in 2021). In 2022, 11 percent of all households reported taking their 

children to visit a doctor at least monthly versus 16 percent for TennCare children. The rate of frequent 

visits slightly decreased for TennCare children, but slightly increased for non-TennCare children (Table 

11). 

  

 
9 This subgroup includes all households in which at least one child is enrolled in TennCare, even if the head of the household is 
not enrolled. 
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TABLE 10:  Frequency of Visits to Doctor for Heads of Households (2012–2022) (Percent) 

All Heads of Households 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 

Weekly 1 2 2 2 2 2 2 2 2 3 2 

Monthly 11 11 11 11 12 12 11 13 12 12 12 

Every Few Months  46 46 47 46 44 46 47 47 45 45 47 

Yearly 25 24 25 25 26 26 25 23 25 24 23 

Rarely 17 17 15 16 16 14 15 15 16 16 16 

Heads of Households  
with TennCare  2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 

Weekly 4 5 6 3 5 5 5 5 4 6 4 

Monthly 31 34 31 26 31 28 26 28 22 25 23 

Every Few Months  43 43 45 49 42 42 45 43 48 42 45 

Yearly 8 8 11 9 10 14 12 12 15 14 15 

Rarely 14 10 8 13 12 11 12 12 11 13 13 

 

TABLE 11:  Frequency of Visits to Doctor for Children (2012–2022) (Percent) 

All Heads of Households 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 

Weekly 1 1 1 1 1 1 1 1 1 1 1 

Monthly 8 9 9 7 8 7 7 10 8 8 10 

Every Few Months  50 52 47 47 44 48 51 50 48 44 47 

Yearly 35 30 35 36 38 36 35 32 36 40 35 

Rarely 6 8 8 8 9 8 6 7 7 7 7 

Heads of Households  
with TennCare10 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 

Weekly 0 1 2 1 3 3 2 2 2 4 3 

Monthly 15 19 17 13 12 14 12 18 11 15 13 

Every Few Months  58 53 53 51 53 48 57 52 51 46 52 

Yearly 22 25 25 28 29 31 24 24 30 29 28 

Rarely 4 5 2 2 5 3 5 4 6 6 4 

  

 
10 This subgroup includes all households in which at least one child is enrolled in TennCare, even if the head of the household is 

not enrolled. 
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Appointments 

The reported time required to obtain an appointment increased overall compared to 2021, consistent 

with the trend since 2018. The share of respondents who obtained an appointment within one day fell 

from 35 percent to 32 percent. Moreover, 62 percent of TennCare recipients were able to make a 

doctor’s appointment within a week, down from 66 percent in 2021 and 75 percent in 2018. Twenty-

seven percent reported waiting three weeks or longer for an appointment, up from 23 percent in 2021 

(Table 12), and 15 percent in 2018. TennCare patients reported waiting on average 44 minutes after 

arriving for their appointments. The average travel time to a physician’s office was 25 minutes (Table 

13).  

TABLE 12:  Time between Attempt to Make Appointment and First Availability of Appointment: 

TennCare Heads of Households (2012–2022) (Percent) 

When you last made an 
appointment to see a 
primary care physician 
for an illness, in the past 
12 months, how soon 
was the first 
appointment available?  2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 

Same day 20 18 18 24 19 21 23 21 14 15 14 

Next day 21 25 21 18 22 21 24 21 20 20 18 

1 week 25 23 29 26 28 29 28 30 37 31 30 

2 weeks 14 10 8 8 9 9 10 13 11 11 11 

3 weeks 2 4 6 3 4 5 4 4 4 5 6 

Over 3 weeks 18 20 19 21 18 15 11 11 14 18 21 

 
 
TABLE 13:  Wait for Appointments: TennCare Heads of Households (2012–2022) (Minutes) 

  2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 

Number of minutes wait 
past scheduled 
appointment time? 

58 51 53 63 52 42 50 45 42 37 44 

Number of minutes to 
travel to physician's office? 

22 22 22 27 24 22 23 26 23 23 25 
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TennCare Plans 

In 2022, 89 percent of TennCare survey household members reported being signed up with one of three 

plans: 33 percent in Volunteer State Health Plan (VSHP), 32 percent in UnitedHealthcare, 24 percent in 

Amerigroup—while 9 percent report being enrolled in TennCare Select. Reported enrollment in both 

TennCare Select and Amerigroup grew between 2021 and 2022, while reported UnitedHealthcare 

enrollment decreased. Although there are no other active TennCare plans, 2 percent of respondents 

indicated they are represented by some plan other than these four listed.  

TABLE 14:  Reported TennCare Plan (2017–2022) (Percent) 

What company manages  
your TennCare plan? 2017 2018 2019 2020 2021 2022 

Amerigroup 21 22 21 24 22 24 

TennCare Select 9 6 8 7 7 9 

UnitedHealthcare Community Plan 
(formerly AmeriChoice) 

31 33 33 32 34 32 

VSHP – BlueCare 36 36 36 34 34 33 

Other 3 3 2 3 3 2 

 

 

FIGURE 2:  Reported TennCare Plan (2022) 
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Six percent of respondents indicated that they had changed plans within the preceding 12 months. Of 

that total, 38 percent requested the change. The most commonly cited reason for changing plans was 

“limited choice of doctors and hospitals.”  

Seventy-four percent of TennCare heads of households reported receiving a list of rights and 

responsibilities this year. Sixty-one percent of households reported receiving an enrollment card and 

sixty-six percent reported receiving information about filing an appeal. These results are very similar to 

those reported in 2021 (Table 15). 

 

TABLE 15:  Households Receiving TennCare Information from Plans (2012–2022) (Percent) 

Please indicate whether 
or not you or anyone in 
your household has 
received each of the 
following regarding 
TennCare 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 

An enrollment card 62 69 63 69 67 71 67 69 59 62 61 

Information on filing 
appeals 

73 76 70 82 76 76 74 70 64 66 66 

A list of rights and 
responsibilities 

80 82 78 85 81 82 79 75 72 74 74 

Name of MCO to whom 
assigned 

79 76 76 84 81 81 75 76 71 72 73 

 

Mail has held steady as the most popular mode of communication for TennCare households. 

Approximately 62 percent reported that mail is still the preferred method for receiving information. 

Website-based and email communication increased slightly from 2021, indicating that some 

respondents may have better access to the internet or electronic forms of communication (Table 16). 
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In the past 12 months, 14 percent of TennCare families used a non-emergency care provider that did not 

participate in their plan (13 percent in 2021), with 62 percent of that 14 percent stating that they used 

non-participating providers one to two times (Figure 3). Of the 14 percent of TennCare households using 

non-participating providers, the most common type of care sought was from a general medical 

care/family doctor, followed by dental care and non-surgical specialist care (Table 17 and Figure 4).  

 

FIGURE 3: Number of Times Sought Non-Emergency Care at a Non-Participating Provider  

in Past 12 Months (Percent) 

 

  

Did not Seek 
Non-Emergency 

Care at a 
Non-Participating 

Provider
86%

1-2 Times
62%

3-4 Times
21% 5+ Times 

17%Sought Non-Emergency Care 
at a Non-Participating Provider

14%

TABLE 16: Best Way to Get Information about TennCare (2012–2022) (Percent) 

 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 

Mail 80 74 75 78 78 72 73 64 64 62 62 

Doctor 6 9 5 4 5 6 3 6 5 7 5 

Email     5 6 7 10 12 13 14 

Website     4 4 6 7 5 4 6 

Phone 4 6 6 8 4 5 4 4 6 6 6 

Handbook 5 4 4 3 2 4 4 4 2 2 3 

Drug Store <1 <1 <1 <1 <1 <1 <1 <1 1 1 <1 

Friends <1 <1 <1 <1 <1 <1 <1 1 2 3 1 

TV <1 <1 <1 <1 <1 <1 <1 1 1 <1 1 

Paper <1 <1 <1 0 <1 <1 <1 <1 <1 <1 <1 

Other 4 4 6 8 <1 <1 1 2 2 1 1 
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TABLE 17: Type of Non-Emergency Care Sought from a Non-TennCare Provider (2022) (Percent) 

  2021 2022 

General Medical Care Specialist 50 39 

Dental Care 41 33 

Eye Care 29 20 

Non-Surgical Specialist 25 21 

Surgical Specialist 17 12 

Not Sure 5 4 

 Respondents could choose more than one type of non-emergency care. 

 

FIGURE 4: Type of Non-Emergency Care Sought from a Non-TennCare Provider (2022) 

 
 
 
 
Approximately 6 percent of all TennCare households sought care from a non-TennCare provider because 
the service was not covered under TennCare. Further, 2 percent of TennCare households sought care 
from a non-TennCare provider because there was not a TennCare provider in the area, and 2 percent 
because they were dissatisfied with the quality of service from the TennCare provider (Table 18). Over 
half of the respondents (59 percent) reported that TennCare helped them find a provider that 
participated in the TennCare plan.  
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TABLE 18: Reasons Sought Non-Emergency Care from a Non-TennCare Provider (2022) (Percent of 

TennCare Recipients) 

 2022 

Dissatisfaction with quality of service from TennCare provider 2 

Service was not covered by TennCare 6 

No TennCare provider in the area 2 

Could not get timely appointment with TennCare provider 2 

When I made the appointment or received care, I mistakenly thought the provider 
participated in my TennCare health care plan 

2 

 

COVID-19 Considerations 

The 2020 through 2022 surveys include questions relating to COVID-19. Approximately 19 percent of 
respondents said that COVID-19 had impacted the quality of their healthcare. Approximately 2 percent 
of respondents stated they were unable to make an appointment to see a physician in the past 12 
months due to the physician’s office being closed for non-emergency visits in 2022, compared with 13 
percent in 2021. Similarly, 1.3 percent of heads of households reported that they were unable to make 
an appointment for their child to see a physician in the past 12 months due to the physician’s office 
being closed for non-emergency visits (down from 3.8 percent in 2021). (Table 19). 
 
Respondents reported an increase in the use of telehealth and behavioral health services during the 
pandemic.  Approximately 33 percent of respondents reported using telehealth services more 
frequently during the pandemic, and over 10 percent reported using behavioral health services for the 
first time or more frequently due to COVID-19. The majority (68 percent) of TennCare respondents 
reported receiving communications from TennCare or from their TennCare health plan about available 
services and testing for COVID-19.  
 
 

 Table 19: COVID-19 Summary (2021-2022) (Percent) 

 2021 2022 

Overall quality of medical care has been impacted by COVID-19 20.8 18.7 
 

 Quality is better 28.2 30.5 

 Quality is worse 71.8 69.5 

Unable to see a physician because office was closed for non-emergency visits due to COVID-19 12.6 1.6 

Unable to make an appointment for their child to see a physician due to COVID-19 3.8 1.3 
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Conclusion 

The number of uninsured Tennesseans decreased by approximately 42,000 in 2022, representing a drop 

from 8.3 percent to 7.5 percent of the population. The proportion of uninsured adults decreased from 

9.9 percent in 2021 to 9.0 percent in 2022, while the proportion of uninsured children decreased from 

2.5 percent in 2021 to 2.3 percent in 2022.  

Affordability continues to be the major reason for not having insurance, cited by approximately 82 

percent of respondents across all income categories. At least 92 percent of heads of households first 

sought medical care at a doctor’s office or clinic (versus a hospital) for themselves or their children. Only 

14 percent of TennCare families reported needing to use non-emergency care providers that do not 

participate with their plan, primarily because the service was not provided by TennCare. 

About 20 percent of respondents indicated that the overall quality of their medical care was impacted 

by COVID-19 in 2021 and 2022. However, the number of respondents unable to see a physician because 

the office was closed decreased from 12.6 percent in 2021 to 1.6 percent in 2022.  

Overall, TennCare continues to receive positive feedback from its recipients, with 95 percent reporting 

satisfaction with the program. This positive feedback is a strong indication that TennCare is providing 

satisfactory medical care and meeting the expectations of those it serves.  
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Section I: Introduction 

Background  

On January 1, 1994, Tennessee implemented a new Medicaid reform program under the authority of a Section 

1115 demonstration. This new program, known as TennCare, moved almost the entirety of the Tennessee’s 

Medicaid program into managed care. The TennCare 1115 demonstration has been renewed continuously by the 

state and CMS since 1994. 

 

Since 1994, all (100 percent) of Medicaid beneficiaries in Tennessee have enrolled in managed care to receive 

most or all of their Medicaid benefits. Over time, Tennessee has worked toward more complete integration and 

more effective coordination of care to improve the member experience, support more cost-effective care delivery, 

and promote improved health outcomes. In 2009, Tennessee ended the separate carve-out for behavioral health 

services so that a single entity (the member’s managed care organization or MCO) is responsible for administering 

and coordinating members’ medical/surgical and behavioral health care. Long term services and supports (LTSS) 

for persons who are elderly or who have physical disabilities were carved into the MCO program with the creation 

of the CHOICES program in 2010, and in 2016, Tennessee integrated certain LTSS for individuals with intellectual 

and developmental disabilities into the MCO program with the implementation of Employment and Community 

First CHOICES.   

 

In 2019, a new Katie Beckett Program was established under the demonstration, providing services and supports 

for children under age 18 with disabilities and/or complex medical needs who are not otherwise eligible for 

Medicaid because of their parents’ income or assets.  

 

In 2020, TennCare and the Department of Intellectual and Developmental Disabilities (DIDD) jointly announced 

that all Medicaid long-term services and supports (LTSS) programs for people with intellectual and developmental 

disabilities (I/DD), including the Section 1915(c) HCBS waivers, the Employment and Community First CHOICES 

Program, and Intermediate Care Facility services for Individuals with Intellectual Disabilities (ICF/IID) will, for the 

first time, be aligned in the managed care program under the direct operational leadership, management and 

oversight of DIDD. The primary goal of this integration will be to finally and fully achieve a single, seamless, person-

centered system of service delivery system for people with I/DD that supports them to increase their 

independence, fully participate in their communities, and achieve their competitive, integrated employment 

goals. In early 2021, TennCare submitted waiver amendments to the 1115 waiver as well as the three 1915(c) 

waivers seeking to integrate I/DD services. The 1115 waiver amendment is still pending.1 

 

On January 1, 2021, Tennessee transitioned its separate Children’s Health Insurance Program (CHIP) program from 

fee-for-service to managed care, leveraging the state’s existing managed care contracts and infrastructure to 

ensure close coordination and strategic alignment between Medicaid and CHIP. Because Tennessee uses the same 

managed care contractors to provide care to both its Medicaid and CHIP beneficiaries, this quality strategy 

 
1 At the request of CMS, the 1915(c) waivers were temporarily withdrawn in order to align approval of IDD integration across Medicaid 

authorities. Once integrated, the 1915(c) data will affect LTSS metrics related to the I/DD population. 
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addresses the steps taken to improve quality in both programs.   

 

As noted above, Tennessee’s managed care program encompasses all of the state’s Medicaid and CHIP 

beneficiaries, and virtually all covered services. The state’s managed care system currently consists of six managed 

care contractors (MCCs).  The MCCs that the state contracts with are listed in Table 1. This Quality Assessment 

and Performance Improvement Strategy applies to all MCCs and the populations served by TennCare. 

Table 1.  TennCare Managed Care Contractor Information 

Plan Name MCC Type Managed Care Authority  Populations Served 

Amerigroup  MCO 1115; CHIP State Plan Medicaid adults, children, and 
CHIP 

Volunteer State Health 
Plan, Inc. dba BlueCare 

MCO 1115; CHIP State Plan Medicaid adults, children, and 
CHIP 

UnitedHealthcare Plan of 
the River Valley, Inc. dba 
UnitedHealthcare 
Community Plan 

MCO 1115; CHIP State Plan Medicaid adults, children, and 
CHIP 

TennCare Select PIHP 1115 Selected populations as specified 
in the state’s 1115 demonstration 

DentaQuest PAHP 1115 Medicaid adults and children with 
a dental benefit2  

OptumRx  PAHP 1115 Medicaid adults and children with 
a pharmacy benefit (i.e., non-
duals) 

 

TennCare Quality Strategy Goals and Objectives  

TennCare’s commitment to quality and continuous improvement in the lives of Tennesseans is reflected in its 

vision and mission of a healthier Tennessee by improving lives through high-quality cost-effective care. TennCare 

has three goals that have served as the foundation of the program since its inception, with a fourth added in 2009 

upon approval of LTSS integration. 

1. Provide high-quality care that improves health outcomes 

2. Ensure enrollee access to health care, including safety net providers 

3. Ensure enrollees’ satisfaction with services 

4. Provide enrollees with appropriate and cost-effective Home and Community-Based Services (HCBS) 

To provide high-quality care to enrollees that will improve health outcomes, TennCare will focus on improving the 

health and wellness of new mothers and infants, increasing preventive services for the state’s Medicaid and CHIP 

populations and improving chronic health conditions. In addition, TennCare will ensure that enrollees have 

improved access to care by maintaining robust member access to health services. TennCare will ensure enrollees’ 

satisfaction with services by integrating patient-centered, holistic care into population health coordination for all 

members. TennCare will also improve the quality of life for members with LTSS needs by ensuring access to high-

 
2 Dental services are a covered benefit for children under age 21, pregnant and postpartum adults, and adult enrollees in some Home and 

Community-Based Services (HCBS) programs. 
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quality, cost-effective home and community-based services that allow members to meet their individualized goals 

and live the life of their choosing. 

The progress toward TennCare’s goals and associated objectives is measured through key physical health, 

behavioral health, and long-term services and support performance measures. The objectives are drawn from 

nationally recognized and validated measure sets, as well as internal custom measures. Table 2 outlines 

TennCare’s Quality Strategy Goals, the baseline performance, and the performance target where applicable.  

Table 2.  TennCare Quality Strategy Goals and Objectives 

Objective Objective description Quality measure Statewide 
performance 

baseline 
(year) 

Statewide 
performance 

target for 
objective 

(year) 

Goal 1: Improve the health and wellness of new mothers and infants 

1.1 Increase the use of prenatal services  
Timeliness of Prenatal Care 
(PPC-CH) 78.4% (2019)  82.4% (2025) 

1.2 Increase the use of postpartum services Postpartum Care (PPC-AD) 69.4% (2019)  73.4% (2025) 

1.3 
Increase the use of well-child visits in 
the first 15 months of life 

Well-Child Visits in the 1st 30 
Months of Life, 1st 15 Months 
(W30-CH) 53.7% (2020) 56.6% (2025) 

Goal 2:  Increase use of preventive care services for all members to reduce risk of chronic health conditions 

2.1 
Increase child and adolescent well care 
visits 

Child and Adolescent Well-
Care Visits, Total Rate (WCV-
CH)  51.1% (2020) 53.1% (2025) 

2.2 Increase CMS-416 EPSDT screening rate 
CMS-416 EPSDT Screening 
Rate 69.0% (2020) 80.0% (2025) 

2.3 Increase child immunizations 
Childhood Immunization 
Status – Combo10 (CIS-CH) 36.7% (2019) 39.7% (2025) 

2.4 
Improve high blood pressure control in 
adults 

Controlling High Blood 
Pressure (CBP-AD) 64.2% (2019) 66.2% (2025) 

2.5 
Increase cervical cancer screening in 
adults 

Cervical Cancer Screening 
(CCS-AD) 64.2% (2019) 66.2% (2025) 

2.6 Increase dental sealant use in children  

Sealant Recipient on 
Permanent First Molars, at 
least one sealant (SFM-CH) 60.7% (2020) 62.7% (2025) 

2.7 
Decrease emergency department 
utilization for children**  

Ambulatory Care (AMB-CH), 
ED visits, Total Rate ages 0-19  49.0 (2019) 46.0 (2025) 

2.8 Reduce rate of hospital readmissions Plan All Cause Readmissions  1.07 (2019) 0.79 (2025) 

Goal 3: Integrate patient-centered, holistic care including non-medical risk factors into population health 
coordination for all members  

3.1 
Maintain high member satisfaction with 
TennCare 

Percent of respondents 
indicating satisfaction with 
TennCare (UT survey) 94.0% (2019)  94.0% (2025) 

3.2 
Increase screening for non-medical risk 
factors 

Percent of members screened 
by the MCO for non-medical 
risk factors (Custom) 3.2% (2021) 15.0% (2025) 

3.3 
Ensure CHOICES members receive 
person-centered care 

Percent of members who 
report the long term services 

80.0% (2018-
2019) 82.0% (2025) 
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and supports they are getting 
meet their current needs and 
goals (NCI-AD, Q 86) 

3.4 
Ensure ECF CHOICES members receive 
person-centered care 

Percent of members who 
report their service plan 
includes things that are 
important to them (NCI-IPS, Q 
49) N/A * N/A 

3.5 
Ensure Katie Beckett members receive 
person-centered care 

Percent of members/families 
who report feeling that 
supports and services have 
made a positive difference in 
the life of their child (NCI-CFS, 
Q 62) N/A * N/A 

Goal 4: Improve positive outcomes for members with LTSS needs  

4.1 
Maintain or improve quality of life for 
CHOICES members 

Percent of members who 
report their paid service and 
supports help them live the 
life they want (NCI-AD, Q 85) 

88.0% (2018-
2019) 90.0% (2025) 

4.2 
Maintain or improve quality of life for 
individuals with I/DD 

Percent of members who 
report services and supports 
are helping to live a good life 
(NCI-IPS, Q 57) N/A * N/A 

4.3 

Maintain or improve quality of life for 
eligible children in the Katie Beckett 
program  

Percent of members who 
report they are satisfied with 
the services and supports 
their child currently receives 
(NCI-CFS, Q 68) N/A * N/A 

4.4 

Increase percentage of older adults and 
adults with physical disabilities receiving 
LTSS in the community (HCBS) as 
compared to those receiving LTSS in an 
institution CHOICES baseline data  39.3% (2021) 41.3% (2025) 

4.5  

Increase percentage of individuals with 
I/DD receiving LTSS in the community 
(HCBS) as compared to those receiving 
LTSS in an institution ECF CHOICES baseline data   

70.0% 
(2021)3 72.0% (2025) 

Goal 5: Provide additional support and follow-up for patients with behavioral health care needs 

5.1 
Improve follow-up after hospitalization 
for mental illness in adults 

Follow-up After 
Hospitalization for Mental 
Illness (FUH-AD), 30-Day 
Follow-up 55.4% (2019) 57.4% (2025) 

5.2 
Improve follow-up after hospitalization 
for mental illness in children 

Follow-up After 
Hospitalization for Mental 
Illness (FUH-CH), 30-Day 
Follow-up 73.3% (2019) 75.3% (2025) 

 
3 This includes only individuals enrolled in the Employment and Community First CHOICES program until CMS approves the pending 
waiver amendments to integrate the 1915(c) waiver programs into the 1115 Waiver. If 1915(c) waiver programs were included, this 
would be 91.0%.  
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5.3 

Increase the use of medication assisted 
treatment of opioid dependance and 
addiction  

Use of Pharmacotherapy for 
OUD, Total Rate (OUD-AD) 32.4% (2019) 34.4% (2025) 

Goal 6: Maintain robust member access to health care services 

6.1 

Ensure all members can access care 
according to time and distance 
standards   TennCare custom measure 100% (2021) 100% (2022) 

6.2 
Ensure adult members can access care, 
tests, or treatments timely 

“Getting Needed Care” 
(CAHPS) 85.6% (2020) 87.6% (2025) 

6.3 
Ensure child members can access care, 
tests, or treatments timely 

“Getting Needed Care” 
(CAHPS) 89.6% (2020) 90.6% (2025) 

6.4 
Maintain high compliance scores for 
access and availability (MCO) 

EQRO Annual Technical 
Report, Annual Network 
Adequacy, MCO 
Access/Availability 97.0% (2020) 99.0% (2025) 

6.5 
Maintain high compliance scores for 
access and availability (DBM) 

EQRO Annual Technical 
Report, Annual Network 
Adequacy, DBM 
Access/Availability 99.0% (2020) 100% (2025) 

Goal 7: Maintain financial stewardship through increasing value-based payments and cost-effective care 

7.1 

Maintain the percentage of TennCare 
members attributed to PCMH 
organizations TennCare custom measure 40.7% (2019)  40.0% (2025) 

7.2 

Increase the percentage of TennCare 
members eligible for Tennessee Health 
Link (THL) who are active in THL TennCare custom measure 49.0% (2019) 51.0% (2025) 

7.3 
Increase the percentage of nursing 
facilities showing quality improvement QuILTSS for NF 

45.61% (2020 
QuILTSS 13 
cycle) 

47.61% 
(2025) 

7.4 

Increase the average Tier Score for 
facilities supporting members with 
ventilators or tracheostomies 
(Enhanced Respiratory Care) TennCare custom measure 

1.44 (October 
2020-March 
2021)*** 1.3 (2025) 

* Baseline data not available at this time 
**Lower rates are better. 
*** Closer to 1 is better 

 

Selecting measures and determining performance targets  

The TennCare Quality Strategy Goals and Objectives are established by the state to measure the health status of 

all populations served by the state’s managed care plans.   

To set statewide performance targets, TennCare statewide performance was compared to NCQA HEDIS Quality 

Compass data, where available. Statewide rates were compared to the national benchmarks (50th, 75th, 90th, etc. 

percentiles) and targets were set based on the statewide performance. If there was no NCQA HEDIS Quality 

Compass data, the TennCare statewide performance was compared to CMS Chart Packs data for the Adult and 

Child Core Sets, where available. CMS Chart Packs data provides national information on all CMS Core Measures 

where at least 25 states reported quality data. If there was no national data available for a measure, the 

performance target was set to show two percent improvement. 
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LTSS quality is measured in many areas using data from the National Core Indicators (NCI) Aging and Disabilities 

Surveys (NCI-AD), In Person Surveys (NCI-IPS), Child and Family Surveys (NCI-CFS). Tennessee has participated in 

the NCI-AD survey for many years, however, due to the COVID-19 pandemic, no data for NCI-AD was collected for 

the 2019-2020 survey year. For that reason, the most recent data available for NCI-AD-related measures is 2018-

2019. Tennessee implemented the NCI-IPS surveys with our Employment and Community First CHOICES 

population for the 2019-2020 survey year. However, this data is not recommended for use due to the impact of 

the COVID-19 pandemic. In addition, Tennessee will be utilizing the NCI-CFS tool starting in 2022 for the Katie 

Beckett member population and does not yet have baseline data. For these reasons, TennCare plans to update 

the measures reliant upon NCI-IPS and NCI-CFS data with baseline and target data in the annual Quality Strategy 

update, which will also include further updates and alignment with the recently issued state Medicaid Director 

Letter 22-003.  

Updating the Quality Strategy  

TennCare values continuous improvement and will update its Quality Strategy annually. The state will include 

significant changes that have occurred as well as updated evaluation data. Significant changes are defined by the 

state as changes that: 1) alter the structure of the TennCare Program; 2) change benefits; and/or 3) include 

changes in MCCs. Updated interventions and activities will also be provided.  

Every three years, TennCare will coordinate a comprehensive review and update to the Quality Strategy.4 The 

state’s EQRO conducted an evaluation of the effectiveness of the quality strategy in 2020. The results of this 

review are included in Appendix 2 and was also included in the state’s 2021 Update to the Quality Assessment 

and Performance Improvement Strategy, which is published on the state’s website at 

https://www.tn.gov/tenncare/information-statistics/additional-tenncare-reports.html.5 TennCare will update 

its quality strategy with recommendations identified in the EQRO’s effectiveness evaluation. The Chief Quality 

Officer and Chief Medical Officer will review the recommendations and indicate which recommendations 

TennCare will adopt in the following year’s Quality Strategy.6 

Pursuant to 42 CFR § 438.340(c)(1), the state made a draft of this Quality Assessment and Performance 

Improvement Strategy available for public review and comment.  The strategy was published on the TennCare 

website on October 3, 2022, and comments were accepted from October 3 through November 3, 2022.  The state 

received three sets of comments in response to its public notice.  All comments were reviewed and considered by 

the state prior to the submission of the Strategy to CMS, and no changes were made to the Strategy as a result of 

the feedback received.  Tennessee has no federally recognized Indian tribes, Indian Health Programs, or Urban 

Indian Organizations that furnish health care services, and therefore did not consult with Tribes. 

 

  

 
4 42 CFR 438.340(b)(10) and (c)(3)(ii), applicable also to CHIP managed care programs per 42 CFR 457.1240(e).  
5 42 CFR 438.340(c)(2), 438.340(c)(2)(i), and 438.340(c)(2)(ii), applicable also to CHIP managed care programs per 42 CFR 457.1240(e). 
6 42 CFR 438.340(c)(2)(iii), applicable also to CHIP managed care programs per 42 CFR 457.1240(e), cross-referencing 438.364(a)(4) and 457.1250(a). 
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Section II: Quality and Appropriateness of Care Assessment 

State Requirements 

Since TennCare’s inception, continuous quality improvement has been a priority for TennCare and its partner 

MCOs. TennCare has instituted several process improvement efforts and requirements to ensure that quality 

improvement efforts remain in place and are refined over time. TennCare requires accreditation and specific 

distinctions of each of its MCOs. TennCare requires all MCOs to be National Committee for Quality Assurance 

(NCQA) health plan accredited, as well as to maintain distinction status in LTSS and Multicultural Health Care. 

MCOs are required, by contract, to provide TennCare with the entire accreditation survey and associated results. 

They are also required to submit to TennCare their annual NCQA Accreditation update. Accreditation information 

is available on the TennCare website: https://www.tn.gov/tenncare/members-applicants/managed-care-

organizations.html 

Additionally, the state’s MCOs are required to report a full set of Healthcare Effectiveness Data and Information 

Set (HEDIS) and Consumer Assessment of Healthcare Providers and Systems (CAHPS) data as a part of the 

accreditation mandates in Tennessee. The HEDIS requirement is an integral part of the accreditation process of 

the NCQA and includes completion of all LTSS HEDIS Measures. This information is also provided to Qsource, 

Tennessee’s external quality review organization (EQRO), for review and trending. Qsource then prepares an 

annual report of findings for TennCare. TennCare publishes outcomes on all HEDIS measures to its website 

annually at the following website: https://www.tn.gov/tenncare/information-statistics/mco-quality-data.html 7 

TennCare also reports CMS Core performance measures for children and adults in Medicaid and CHIP. These 

measures encompass both the physical and mental health of Medicaid/CHIP measures. Demonstrating a 

commitment to high quality care, Tennessee measures and submits over 90 percent of the CMS performance 

measures for children and adults in Medicaid/CHIP each year. TennCare aims to show improvement each year on 

the CMS core measures, and sets goals based on improvement or maintenance of the NCQA Quality Compass 

national benchmarks.   

The state’s DBM is required to have a written Quality Monitoring Program (QMP) that clearly defines its quality 

improvement structures, processes, and related activities. The DBM uses the results of the QMP activities to 

improve the quality of dental health with appropriate input from providers and members. The DBM is also 

incentivized to achieve defined preventive care targets for dental sealants and silver diamine fluoride or SDF.  

TennCare involves the PBM to work closely with a Drug Utilization Review (DUR) Board, Pharmacy Advisory 

Committee, and CoverRx Clinical Advisory Committee which include multi-disciplinary healthcare professionals to 

monitor new drugs and generics for safety and efficacy, provide opportunities for improved medication access, 

recommend drug interventions based on clinical information, and focus on influencing provider habits and 

utilization management strategies. Additionally, TennCare helps facilitate collaboration between the MCOs and 

PBM to enact change at the vendor level for the benefit of members.  

 
7 42 CFR 438.340(b)(3)(i), applicable also to CHIP managed care programs per 42 CFR 457.1240(e). 

https://www.tn.gov/tenncare/members-applicants/managed-care-organizations.html
https://www.tn.gov/tenncare/members-applicants/managed-care-organizations.html
https://www.tn.gov/tenncare/information-statistics/mco-quality-data.html
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The PBM also provides a reporting system to track the outcomes of DUR.  The TennCare Retro DUR Reporting 

System mainly focuses on improving care quality. The system allows the PBM to track the impact of DUR initiatives 

by comparing specified data elements pre and post intervention. DUR metrics and interventions are used to 

support quality improvements in all population types, and often become the catalyst for change during Committee 

meetings, or at the program level.  

 

Quality Metrics and Performance Targets 

Goal 1: Improve the health and wellness of new mothers and infants 

 

TennCare has several initiatives that aim to improve the health and wellness of new mothers and infants. Since 

2016, increasing access to most effective forms of contraception, such as long-acting reversible contraceptives 

(LARCs), has been a priority for TennCare. Three initiatives are in place to reduce barriers to LARCs: 1) TennCare 

supports reimbursement of immediate postpartum long-acting contraception in hospitals, 2) TennCare updated 

reimbursement policies to support reimbursement of same day LARC insertion as an office visit, and 3) TennCare 

partnered with a specialty pharmacy to support an inventory management program where LARC units are stocked 

in provider offices for point of care use. Increasing access to LARC may support patient-centered family planning 

and optimize interpregnancy intervals.  

 

Providing maternal health care, including mental health, in the first year after delivery has been shown to have an 

outsized impact on early infant health and childhood development. TennCare continues to invest in women and 

children. In 2022, TennCare extended postpartum coverage and provided new dental coverage for members who 

have Medicaid during their pregnancy for the full 12 months. TennCare members who have Medicaid during their 

pregnancy now have continuous eligibly for 12 months following the end of a pregnancy and access to additional 

oral health benefits. 

 

Table 3. Goal 1 Quality Metrics and Performance Targets  
 Improve the health and wellness of new mothers and infants 

Metric Name Metric specifications Baseline 
performance 

(year) 

Performance 
target (year) 

Program  

Contraceptive Care – All women (CCW-AD and CCW-CH)* 

Long-acting reversible 
contraception, Ages 15-20  CMS Child Core Set 5.7% (2019) N/A 

Medicaid, CHIP, 
TennCare Select 

Long-acting reversible 
contraception, Ages 21-44  CMS Adult Core Set 6.4% (2019) N/A 

Medicaid, CHIP, 
TennCare Select 

Contraceptive Care – Postpartum Women (CCP-CH and CCP-AD)* 

Long-acting reversible 
contraception 3-day rate, 
Ages 15-20 CMS Child Core Set 2.2% (2019)  N/A 

Medicaid, CHIP, 
TennCare Select 
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Long-acting reversible 
contraception 60-day rate, 
Ages 15-20 CMS Child Core Set 16.1% (2019) N/A 

Medicaid, CHIP, 
TennCare Select 

Long-acting reversible 
contraception 3-day rate, 
Ages 21-44 CMS Adult Core Set 2.2% (2019) N/A 

Medicaid, CHIP, 
TennCare Select 

Long-acting reversible 
contraception 60-day rate, 
Ages 21-44 CMS Adult Core Set 12.7% (2019) N/A 

Medicaid, CHIP, 
TennCare Select 

Well Child Visits in the first 30 months of life (W30-CH) 

1st 15 months  CMS Child Core Set  53.7% (2020)  56.7% (2025) 
Medicaid, CHIP, 
TennCare Select 

15-30 months  CMS Child Core Set  67.8% (2020)  70.8% (2025) 
Medicaid, CHIP, 
TennCare Select 

* TennCare encourages increasing access to LARCs, but it is voluntary and as such, TennCare wants to be sure that it is member driven. 

Therefore, these quality metrics do not have a specific performance target.  Metrics are included for tracking purposes. 

 

Goal 2: Increase use of preventive care services for all members to reduce risk of chronic health 

conditions 

TennCare was one of the first states to require all its managed care organizations to have a comprehensive 

population health program and required clinical risk stratification of the population so that resources could be 

efficiently optimized to help provide care coordination in a sustainable way. These population health efforts have 

resulted in significant targeted care coordination and supports that have made meaningful and measurable 

impacts in high-risk members healthcare journey. The efforts also have identified and scaled cost-effective 

approaches to ensuring members access to care.   

 

Most recently, TennCare began integrating social risk factor supports into the population health strategy in 

2019.  TennCare has invested significant internal resources to improve the coordination around population health 

and social risk factors by collaborating with its MCO’s to redesign the requirements of the population health 

programs to incorporate new emerging evidence and best practices.  

 

TennCare’s MCOs are held accountable for EPSDT screening rates. TennCare holds an annual EPSDT strategy 

meeting with all three MCOs to identify high-priority target areas and a joint strategy to continually improve the 

screening rates across the state. The MCOs are then required to develop an annual EPSDT investment plan that 

identifies areas of low screening rates and focus on investing new resources to closing care gaps. The MCO 

investment plans have included strategies such as member and provider incentives, scheduling platforms, and 

partnerships with behavioral health providers. Beginning January 2022, TennCare’s MCOs were provided 

additional funding through the CDC COVID-19 Supplemental Funding Grant to engage in statewide events and 

outreach to improve well child visits and immunization rates. The funding will be available through FY24.   

 

In 2016, TennCare launched the patient centered dental home (PCDH), which is a dental practice that maintains 

an ongoing relationship between the dentist and the patient inclusive of all aspects of oral health care delivered 
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in a comprehensive, continuously accessible and coordinated way. Modeled after TennCare’s Patient Centered 

Medical Home (PCMH) program, all primary care dentists, which include general and pediatric dentists who 

participate in TennCare Medicaid and CoverKids are required to be a dental home. The PCDH is critical in achieving 

improvements in oral health outcomes. The PCDH requires the DBM to use various metrics to rank providers based 

on quality and to make new member assignments and reassignments to dental homes based on provider 

performance. TennCare tracks member utilization of dental services, utilization of oral disease prevention 

measures and minimally invasive dental treatments such as Silver Diamine Fluoride (SDF).  

Table 4. Goal 2 Quality Metrics and Performance Targets  
Increase use of preventive care services for all members to reduce risk of chronic health conditions 

Metric Name Metric specifications Baseline 
performance 

(year) 

Performance 
target (year) 

Program  

Weight assessment and counseling for nutrition and physical activity for children/adolescents (WCC-CH) 

BMI percentile 3-11 years CMS Child Core Set 80.2% (2019) 83.2% (2025) 
Medicaid, CHIP, 
TennCare Select 

BMI percentile 12-17 years CMS Child Core Set 76.5% (2019) 79.5% (2025) 

Medicaid, CHIP, 
TennCare 
Select  

BMI percentile total CMS Child Core Set 79.0% (2019) 82.0% (2025) 
Medicaid, CHIP, 
TennCare Select 

Immunizations for Children and Adolescents 

Childhood Immunization Status 
(CIS-CH) Combination 10 CMS Child Core Set 36.7% (2019)  39.7% (2025) 

Medicaid, CHIP, 
TennCare Select 

Immunization for Adolescents 
(IMA-CH) Combination 2 CMS Child Core Set 33.4% (2019) 36.4% (2025) 

Medicaid, CHIP, 
TennCare Select 

Breast Cancer Screening (BCS-AD)  

Breast cancer screening (BCS-AD) CMS Adult Core Set 54.8% (2019) 57.8% (2025) 
Medicaid, CHIP, 
TennCare Select 

Asthma medication ratio (AMR-CH and AMR-AD) 

Overall HEDIS 51.0% (2019) 54.0% (2025) 
Medicaid, CHIP, 
TennCare Select 

Dental measures 

Increase utilization of Silver 
Diamine Fluoride (SDF)  

TennCare custom 
measure 0.6% (2019) 2.6% (2025) Medicaid, CHIP 

Increase the percentage of 
members 2-20 years of age who 
had one or more dental services 
annually 

Partial enrollment 
adjusted ratio (PEAR), 
(Custom) 53.9% (2019) 55.9% (2025) Medicaid, CHIP 

Diabetes measures 

HbA1c Control (<8%) (CDC) HEDIS 50.1% (2019) 53.0% (2025) 
Medicaid, CHIP, 
TennCare Select 

HbA1c Poor Control (>9%) (HPC-
AD) * CMS Adult Core Set 39.3% (2019) 36.3% (2025) 

Medicaid, CHIP, 
TennCare Select 

Blood Pressure Control (CDC)  HEDIS 60.4% (2019) 63.4% (2025) 
Medicaid, CHIP, 
TennCare Select 
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Eye Exam (CDC) HEDIS 52.0% (2019) 55.0% (2025) 
Medicaid, CHIP, 
TennCare Select 

Kidney Health Evaluation (KED) HEDIS 26.9% (2020) 28.9% (2025) 
Medicaid, CHIP, 
TennCare Select 

Child and Adolescent Well-Care Visits (WCV-CH) 

Ages 3-11 CMS Child Core Set 58.6% (2020) 60.6% (2025) 
Medicaid, CHIP, 
TennCare Select 

Ages 12-17 CMS Child Core Set 49.9% (2020) 51.9% (2025) 
Medicaid, CHIP, 
TennCare Select 

Ages 18-21 CMS Child Core Set 25.9% (2020) 27.9% (2025) 
Medicaid, CHIP, 
TennCare Select 

*Lower rates are better. 

 

Goal 3: Integrate patient-centered, holistic care including non-medical risk factors into population 

health coordination for all members 

TennCare has a strong focus on patient-centered, holistic care that includes non-medical risk factors. The agency 

has a disparities plan8 to identify, evaluate, and reduce, to the extent practical, health disparities based on age, 

race, ethnicity, sex, primary language, and disability status. 

Identification of health disparities and disability status 

TennCare has taken steps to identify the age, race, ethnicity, sex, primary language, and disability statuses for 

each enrollee at the time of enrollment. Eligibility for TennCare and other Medicaid programs is determined by 

TennCare. The application includes questions about age, race, ethnicity, sex, primary language, and disability 

statuses and instructs the applicant that responses to the race, ethnicity, and language questions are voluntary.  

An individual is considered disabled if they qualified for Medicaid on the basis of having a disability. 

Pursuant to the eligibility and enrollment data exchange requirements in CRA § A.2.23.5, the MCOs must receive, 

process, and update enrollment files that are sent by TennCare to the MCOs daily. Within twenty-four (24) hours 

of receipt of enrollment files, the MCOs must update the eligibility/enrollment databases.  

The MCOs and their providers and subcontractors that provide services to members participate in TennCare’s 

efforts to promote the delivery of services in a culturally competent manner to all enrollees, including those with 

Limited English Proficiency, disabilities, and diverse cultural and ethnic backgrounds regardless of a member’s 

gender or sex status. This includes the MCOs emphasizing the importance that network providers have the 

capabilities to ensure physical access, accommodations, and accessible equipment for the furnishing services to 

members with physical or mental disabilities. 

Evaluation of health disparities 

TennCare addresses disparities in healthcare through tracking the rates of illness and chronic conditions in relation 

to key demographic factors. TennCare contractually requires the MCOs to conduct QM/QI activities to address 

 
8  42 CFR 438.340(b)(6), applicable also to CHIP managed care programs per 42 CFR 457.1240(e). 
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healthcare disparities identified through data collection and requires them to include the methodology utilized 

for collecting the data as well as interventions taken to enhance the accuracy of the data collected. Additionally, 

TennCare is directly working to reduce healthcare disparities through contractually requiring its MCOs to provide 

essential networks and services required to address disparity issues. These requirements include providing care 

coordination and direct support services for CHOICES HCBS enrollees and Employment and Community First 

CHOICES enrollees. Dual Eligible Special Needs Plans (D-SNPs) are also charged with coordinating health-related 

social supports that may impact dual eligible members’ health-related behaviors and outcomes.  

Reducing health disparities 

Social risk factors of health are conditions in the environment where TennCare members are born, live, learn, 

work, play, worship, and age that have an outsized impact on individuals’ health. In Tennessee, risk factors directly 

related to an individual’s social, economic, and physical environment are estimated to drive at least 40-60% of an 

individual’s health. These risk factors affect a wide range of health, functioning, and quality-of-life outcomes. 

TennCare, as part of its 4-year strategic plan, has begun integrating whole-person health approaches to better 

address the social risks of our TennCare members. These efforts, which TennCare refers to broadly as its “Health 

Starts Initiative,” span a series of evidence-based and innovative initiatives that aim to provide clinical supports, 

resources, and technological enhancements to reduce the impact of social risk factors.  

On April 1, 2021, TennCare’s MCOs began piloting efforts with key TennCare providers to determine how to 

consistently screen members for social needs, refer members to community resources to meet identified needs, 

and ensure that the social needs referral was completed. The provider partnerships are also designed to measure 

impact on the Member and uncover best practices associated with addressing needs at the provider level. 

TennCare’s goal is to take the best practices and new innovative approaches and scale them across multiple 

provider types to include primary care, hospital- based care, post-acute care, LTSS, and community partners.  

TennCare is also integrating a statewide, Closed-Loop Referral System (CLRS) to provide enhanced support to 

providers and MCOs as they address social needs in the TennCare population. The CLRS is a technology-based 

platform that facilitates systematic social risk referrals and contains up-to-date community resource directories 

and referral outcomes tracking capabilities. The solution will serve as a repository of community-based resources 

to be utilized by the MCOs and healthcare providers. Social risk factor questionnaires can be performed in the 

system and will serve as data to populate community resources for Member referrals. The system also supports 

data analytics to understand the population health needs and other key health outcome metrics which will be 

used to further improve and refine existing efforts and expand the way TennCare meets social needs and 

addresses social risk factors. 

In addition to programmatic efforts, TennCare MCOs are required to obtain and maintain NCQA’s Multicultural 

Health Care Distinction and upon expiration obtain and maintain NCQA’s Health Equity Accreditation. Both 

distinctions are a representation of TennCare’s commitment to offer culturally and linguistically appropriate 

services and provides an avenue to evaluate how well the MCOs comply with standards for collecting 

race/ethnicity and language data, provide language assistance, cultural responsiveness, quality improvement of 

CLAS, and reduction of health care disparities.  
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Patient-Centered Focus 

TennCare is committed to ensuring enrollees’ satisfaction with services. TennCare contracts with the University 

of Tennessee Boyd Center for Business and Economic Research to conduct an annual survey of 5,000 Tennessee 

households to gather information on insurance status, how individuals and families engage in the health care 

process and satisfaction with TennCare. The design for the survey is a “household sample,” and the interview is 

conducted with the head of the household. The report, “The Impact of TennCare: A Survey of Recipients”, allows 

comparison between responses from all households and households receiving TennCare.  The most recent 2021 

survey shows that 92 percent of TennCare recipients expressed satisfaction with the program’s quality of care, 

making 2021 the 13th straight year in which satisfaction with TennCare exceeded 90 percent. TennCare is proud 

of the growth in member satisfaction that has been achieved over time. For the first ten years of the program’s 

existence, satisfaction with care received from TennCare averaged 79 percent.  In the most recent ten-year period, 

by contrast, member satisfaction averaged 94 percent. This improvement and continued performance are a 

reflection of TennCare’s commitment to high quality care and performance improvement.  

Table 5. Goal 3 Quality Metrics and Performance Targets  
Integrate patient-centered, holistic care including non-medical risk factors into population health coordination for all 

members 

Metric Name Metric 
specifications 

Baseline 
performance 

(year) 

Performance 
target (year) 

Program  

Non-medical risk factors (Health Starts) 

Increase the number of authorized 
users using a statewide CLRS   TennCare Custom  0 (2022) 600 (2025) 

Medicaid, CHIP, 
LTSS, TennCare 
Select 

Increase the percentage of referrals 
created by MCO to meet identified 
needs  TennCare Custom 52.9% (2021) 54.9% (2025) 

Medicaid, CHIP, 
LTSS, TennCare 
Select 

 LTSS Member Satisfaction 

Increase the percentage of CHOICES 
members who report that people who 
are paid support staff show up and 
leave when they are supposed to (NCI-AD Q 28) 

 69.0% 
(2018/2019)  71.0.0% (2025)  LTSS 

Increase the percentage of ECF 
CHOICES members who report their 
paid support staff show up and leave 
when they are supposed to  (NCI-IPS Q 54)  N/A*  N/A  LTSS 

Increase the percentage of Katie 
Beckett member families satisfied 
with the services and supports their 
child currently receives (NCI-CFS Q 61) N/A* N/A LTSS 

* Baseline data not available at this time 

 



 

TennCare 2022 Quality Strategy   Page 17 of 60 

Goal 4: Improve positive outcomes for members with LTSS needs  

Each of the MLTSS programs is specifically designed to support the achievement of specific outcomes.  

CHOICES 

The CHOICES program provides home and community-based services (HCBS) for elderly and/or physically disabled 

persons who would otherwise require Nursing Facility (NF) services. TennCare provides these services for 

individuals at a cost that does not exceed the individual cost neutrality test used in a Section 1915(c) waiver. 

Through improved coordination of care and use of more cost-effective home and community-based alternatives, 

TennCare expands access to home and community-based services for persons who do not yet meet a NF level of 

care, but who are “at risk” of needing NF services, thereby delaying or preventing the need for more expensive 

institutional care.  

Employment and Community First CHOICES 

The Employment and Community First CHOICES program is a tiered benefit structure based on the needs of 

individuals enrolled in the program and allows the state to provide HCBS and other Medicaid services more cost-

effectively so that more people who need HCBS can receive them. This includes people with ID who would 

otherwise be on the waiting list for a section 1915(c) waiver and people with other DD who are not eligible for 

Tennessee’s current section 1915(c) waivers. The development of a benefit structure and the alignment of 

financial incentives specifically geared toward promoting integrated competitive employment and integrated 

community living will result in improved employment and quality of life outcomes.  

Katie Beckett 

The Katie Beckett program was designed for children under the age of 18 with disabilities or complex medical 

needs. The program supports children with disabilities and complex medical needs to grow and thrive in their 

homes and communities, including planning and preparing the child for transition to employment and community 

living with as much independence as possible. The program also supports and empowers families caring for a child 

with disabilities or complex medical needs at homes and keeps families together and sustains family caregivers. 

The program provides services in the most cost-effective manner possible in order to serve as many children as 

possible within approved program funding.  

Identification of persons who need LTSS or require special health care needs9 

The state provides LTSS benefits through managed care. The MCOs are contractually required to make a best 

effort to conduct an initial screening of each member's needs, within ninety (90) days of the effective date of 

enrollment for all new members to assess member’s health risk utilizing a health risk assessment or a 

comprehensive health risk assessment. The MCO must make subsequent attempts to conduct an initial screening 

of each member's needs if the initial attempt to contact the member is unsuccessful. The information collected 

 
9 42 CFR 438.340(b)(8), applicable also to CHIP managed care programs per 42 CFR 457.1240(e), cross-referencing 438.208(c)(1) and 

457.1230(c). 
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from these health assessments will be used to align individual members with appropriate intervention approaches 

and maximize the impact of the services provided. 

At time of enrollment and annually thereafter, the MCO must make a reasonable attempt to assess the member’s 

health. The comprehensive health risk assessment required by Level 2 Population Health programs, CHOICES, ECF 

CHOICES, Katie Beckett, Dual Special Needs Program (D-SNP), Select Community, and Department of Children’s 

Services (DCS) can be used in lieu of the approved health assessment required by the contract. The completed 

approved health assessment or comprehensive health risk assessment data may be shared among TennCare 

MCOs and used to meet the annual requirement. The MCO shares with TennCare, or other MCCs serving the 

member, the results of any identification and assessment of that member's needs to assist in facilitating the 

administration of health-related services and to prevent duplication of those activities. 

The MCO conducts a comprehensive Health Risk Assessment (HRA) for all members enrolled in the Chronic Care 

Management, Complex Case Management, and High-Risk Maternity Programs. The HRA should include screening 

for physical conditions, mental health, and substance abuse for all members. For members considered high risk, 

the assessment includes documenting the individual health history, determining each member’s health literacy 

status, identifying substance abuse and behavioral issues/problems, identifying needs and gathering information, 

when appropriate, from other sources (e.g., family members, medical providers, and educators). The MCO also 

conducts an assessment for the need of a face-to-face visit for members considered to have high health risks that 

are enrolled in the Chronic Care Management, Complex Case Management, or High-Risk Maternity programs. The 

MCO will assess the need for a face-to-face visit using the standard assessment criteria provided by TennCare. If 

needed, such a visit will be conducted following consent of the member. 

 
Table 6. Goal 4 Quality Metrics and Performance Targets  

Improve positive outcomes for members with LTSS needs10 

Metric Name Metric 
specifications 

Baseline 
performance 

(year) 

Performance 
target (year) 

Program 

Quality of Life 

Increase percentage of CHOICES 
members who report they feel like 
they have more choice and control 
over their life than 12 months ago. NCI-AD (Q TN-5) 19.0% (2019-2019) 21.0% (2025) LTSS 

Increase percentage of ECF CHOICES 
members who report having enough 
choice about their daily schedule NCI-IPS (Q 81) N/A N/A LTSS 

Increase percentage of 
parents/families who report feeling 
that services and supports have 
improved their ability to care for their 
child NCI-CFS (Q 64) N/A N/A LTSS 

 
10 42 CFR 438.340(b)(3)(i), applicable also to CHIP managed care programs per 42 CFR 457.1240(e), cross-referencing 438.330(c)(1)(ii). 
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Community Integration 

Increase percentage of working age 
adults with I/DD enrolled in HCBS 
who are employed in an integrated 
setting earning at or above minimum 
wage 

ECF CHOICES 
baseline data 28.0% (2021) 30.0% (2025) LTSS 

Increase the percentage of older 
adults and adults with physical 
disabilities who report being able to 
do things outside of their homes as 
much as they want to. NCI-AD (Q 51) 58.0% (2018-2019) 60.0% (2025) LTSS 

Increase the percentage of 
individuals with I/DD who report 
being able to go out into the 
community and do the things they 
like to do NCI-IPS (Q 28) N/A* N/A LTSS 

Increase the percentage of children 
participating in activities in the 
community NCI-CFS (Q 40) N/A N/A LTSS 

Rebalancing 

Increase HCBS expenditures for older 
adults and adults with physical 
disabilities as a percentage of total 
LTSS expenditures 

CHOICES 
baseline data  21.1% (2021) 23.1% (2025) LTSS 

Increase HCBS expenditures for 
individuals with I/DD as a percentage 
of total LTSS expenditures 

ECF CHOICES 
baseline data  28.8% (SFY 2021) 30.8% (2025) LTSS 

LTSS HEDIS Measures – Comprehensive Assessments and Care Plans  

Comprehensive Assessment and Update (LTSS-CAU) 

Assessment of Core Elements  HEDIS  78.0% (2019)  80.0% (2025)  LTSS 

Assessment of Supplemental 
Elements  HEDIS  74.6% (2019)  76.6% (2025)  LTSS 

Comprehensive Care Plan and Update (LTSS-CPU)  

Care Plan with Core Elements 
Documented  HEDIS  75.6% (2019)  77.6% (2025)  LTSS 

Care Plan with Supplemental 
Elements Documented  HEDIS  75.5% (2019)  77.5% (2025)  LTSS 

Reassessment/Care Plan Update after Inpatient Discharge (LTSS-RAC)  

Reassessment after Inpatient 
Discharge  HEDIS  21.1% (2019)  23.1% (2025)  LTSS 

Reassessment and Care Plan Update 
after Inpatient Discharge  HEDIS  16.6% (2019)  18.6% (2025)  LTSS 

Shared Care Plan with Primary Care Practitioner (LTSS-SCP)  

Shared Care Plan with Primary Care 
Practitioner   HEDIS  53.7% (2019)  55.7% (2025)  LTSS 
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Goal 5: Provide additional support and follow-up for patients with behavioral health care needs 

TennCare and its contracted MCOs operate two statewide behavioral health programs where the focus is on 

improving healthcare quality outcomes and care coordination for members with severe and persistent mental 

illness (SPMI) and/or substance use disorders (SUD).  

Tennessee Health Link (THL) coordinates health care services for TennCare members with the highest behavioral 

health needs. Through better coordinated behavioral and physical health services, the Health Link program is 

meant to produce improved member outcomes, greater provider accountability and multidisciplinary care 

coordination when it comes to the delivery of appropriate care for each individual, and improved cost control for 

the state. For more information about THL, see goal 7 for further information. 

Buprenorphine Enhanced Medication Assisted Recovery and Treatment (BESMART) Program was developed in 

2019 to be a specialized provider network focused on contracting with high quality medication assisted treatment 

(MAT) providers to provide comprehensive care to TennCare members with SUD. BESMART providers commit to 

providing best practice clinical standards of comprehensive medication assisted therapy, care coordination, 

behavioral health support. 

Table 7. Goal 5 Quality Metrics and Performance Targets  
Provide additional support and follow-up for patients with behavioral health care needs 

Metric Name Metric specifications Baseline 
performance 

(year) 

Performance 
target (year) 

Program  

Use of Opioids at High Dosage in Persons without Cancer (OHD-AD) 

Use of Opioids at High Dosage in 
Persons without Cancer*  CMS Adult Core Set  2.9% (2019) 1.9% (2025)  Medicaid 

Concurrent Use of Opioids and Benzodiazepines (COB-AD) 

Concurrent Use of Opioids and 
Benzodiazepines*  CMS Adult Core Set 9.4% (2019)  8.4% (2025)  Medicaid 

Follow-up After Hospitalization for Mental Illness (FUH-AD) 

7-day rate CMS Adult Core Set 33.5% (2019) 35.5% (2025) 
Medicaid, CHIP, 
TennCare Select 

30-day rate CMS Adult Core Set 55.4% (2019) 57.4% (2025) 
Medicaid, CHIP, 
TennCare Select 

Follow-up After Hospitalization for Mental Illness (FUH-CH) 

7-day rate CMS Child Core Set 51.4% (2019) 53.4% (2025) 
Medicaid, CHIP, 
TennCare Select 

30-day rate CMS Child Core Set 73.3% (2019) 75.3% (2025) 
Medicaid, CHIP, 
TennCare Select 

Use of Pharmacotherapy for OUD (OUD-AD)  

 Total Rate  CMS Adult Core Set  32.4% (2019) 34.4% (2025) Pharmacy 

 Buprenorphine  CMS Adult Core Set  28.0% (2019) 30.0% (2025) Pharmacy 
*Lower rates are better. 
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Goal 6: Maintain robust member access to health care services 

TennCare monitors MCO General Network Access, Specialty Network Access, Behavioral Health Network Access 

and Long Term Services & Supports. The standards can be accessed at https://www.tn.gov/tenncare/information-

statistics/tenncare-contracts.html. All TennCare Network Access Requirements are located in Attachment III 

(General Access), Attachment IV (Specialty) and Attachment V (Behavioral Health) of the CRA. TennCare has 

historically maintained 100% network access with its contracted MCOs for many years.  As new standards have 

been developed over the years, TennCare sets benchmarks over several months that MCOs must meet prior to go 

live. 

The state’s MCC’s are contractually required to provide available and accessible, adequate numbers of contracted 

providers for the provision of TennCare covered services. The Division of TennCare uses Quest Analytics software 

as to monitor enrollee access to care. These software applications and other measures are utilized to identify 

potential deficiencies in each MCC’s provider network. Geo Reports are routinely prepared for each MCC monthly.  

If a potential network deficiency is identified, the MCC is notified and is requested to address the deficiency. 

Transition of Care 

TennCare maintains a transition of care policy that addresses transfers between managed care contractors and 

that ensures continued access to services during any transition between managed care contractors.11  This 

transition of care policy specifies that transferring enrollees continue to have access to services consistent with 

their prior access, including the ability to retain their current provider for a period of time if that provider is not in 

the new managed care contractor’s network.  In addition, the transition of care policy ensures that the enrollee is 

referred to appropriate providers of services that are in the new managed care contractor’s network.  Under the 

state’s transition of care policy, the enrollee’s old managed care contractor must fully and timely comply with 

appropriate information requests from the enrollee’s new managed care contractor, including requests for 

historical utilization data.  In addition, the enrollee’s new providers are able to obtain copies of the enrollee’s 

medical records, consistent with federal and state law.  The transition of care policy also includes a process for 

the electronic exchange of specified data classes and elements.   

Table 8. Goal 6 Quality Metrics and Performance Targets  
Maintain robust member access to health care services 

Metric Name Metric specifications Baseline 
performance 

(year) 

Performance 
target (year) 

Program  

Adult Access to Preventive/Ambulatory Health Services (AAP) 

Ages 20-44 HEDIS 79.0% (2019) 81.0% (2025) 
Medicaid, CHIP, 
TennCare Select 

Ages 45-64 HEDIS 87.7% (2019) 89.7% (2025) 
Medicaid, CHIP, 
TennCare Select 

General Network Access Standards 

Maintain high compliance for adult 
members 

General Network 
Access standards  100% (2021)  100% (2025) 

Medicaid, CHIP, 
LTSS 

 
11 42 CFR 438.340(b)(5), applicable also to CHIP managed care programs per 42 CFR 457.1240(e), cross-referencing 438.62(b). 

https://www.tn.gov/tenncare/information-statistics/tenncare-contracts.html
https://www.tn.gov/tenncare/information-statistics/tenncare-contracts.html
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Maintain high compliance for 
pediatric members 

General Network 
Access standards 100% (2021)  100% (2025) Medicaid, CHIP 

Specialty Network Access Standards 

Maintain high compliance for adult 
members 

Specialty Network 
Access standards  100% (2021)  100% (2025) Medicaid, CHIP 

Maintain high compliance for 
pediatric members 

Specialty Network 
Access standards  100% (2021)  100% (2025) Medicaid, CHIP 

Behavioral Network Access Standards 

Maintain high compliance for adult 
members 

Behavioral Health 
Network Access 
standards  100% (2021)  100% (2025) Medicaid, CHIP 

Maintain high compliance for 
pediatric members 

Behavioral Health 
Network Access 
standards  100% (2021)  100% (2025) Medicaid, CHIP 

General Dental Network Access Standards 

Maintain high compliance for adult 
members 

General Dental 
Network Access 
standards  100% (2021)  100% (2025) 

Medicaid, CHIP, 
LTSS 

Maintain high compliance for 
pediatric members 

General Dental 
Network Access 
standards 100% (2021)  100% (2025) Medicaid, CHIP 

Maintain high compliance for ECF 
CHOICES members 

General Dental 
Network Access 
standards 99.9% (2021) 100% (2025) LTSS 

Pharmacy Network Access Standards 

Maintain high compliance for adult 
members 

Pharmacy Network 
Access standards  100% (2021)  100% (2025) Medicaid, CHIP 

Maintain high compliance for 
pediatric members 

Pharmacy Network 
Access standards  100% (2021)  100% (2025) Medicaid, CHIP 

LTSS Network Access Standards 

Maintain high compliance for CHOICES 
HCBS members 

MLTSS Network 
Adequacy Scores 100% (2021) 100% (2025) LTSS 

Maintain high compliance for ECF 
CHOICES members 

MLTSS Network 
Adequacy Scores 99.8% (2021) 100% (2025) LTSS 

 
 

Goal 7: Maintain financial stewardship through increasing value-based payments and cost-

effective care 

Patient-Centered Medical Homes 

TennCare’s Patient Centered Medical Home (PCMH) program aims to improve the quality of primary care services 

for members, the capabilities and reach of primary care providers, and the overall quality of health care delivered 

to the TennCare population. TennCare believes that a strong primary care system is the backbone of a thriving 

health care delivery system. Primary care transformation focuses on the role of the primary care provider: 

preventing illness, managing chronic illnesses, coordinating care with other providers, and engaging members in 

the community. As part of Tennessee’s Health Care Innovation Initiative, the state has committed to moving away 

from paying for volume to paying for value. The mission is to reward health care providers for improving health 
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outcomes by providing high quality and efficient treatment of medical conditions and maintaining people's health 

over time. This strategy includes PCMH for the general population of adults and children, a Tennessee Health Link 

(THL) model for TennCare members with high behavioral health needs, and a Care Coordination Tool that offers 

additional information to primary care providers (for example, it alerts primary care providers when their patients 

go to the emergency room or the hospital). The PCMH program launched in January 2017 and serves children and 

adults. As of March 2022, approximately 40% percent of TennCare members are attributed to one of over 80 

organizations, and 450 sites statewide.    

Across program years 2017, 2018, and 2019 TennCare observed improved quality in 11 of the 13 

measures.  TennCare utilizes the National Committee for Quality Assurance (NCQA) HEDIS® measures for the 

majority of PMCH Core Quality Measures.  The largest improvements were seen in the metrics Comprehensive 

Diabetes Care: Blood Pressure Control (<140/90) and BMI Percentile Assessment for Children/Adolescents which 

both improved an average of 12 percentage points across the three years. Well-child visit screening rates 

increased for ages 7 – 11 by six percentage points, and by two percent points for ages 3 – 6, the first 15 months 

and ages 12 - 21.    

Tennessee Health Link 

The primary objective of THL is to coordinate health care services for TennCare members with the highest 

behavioral health needs. Through better coordinated behavioral and physical health services, the Health Link 

program is meant to produce improved member outcomes, greater provider accountability and flexibility when it 

comes to the delivery of appropriate care for each individual, and improved cost control for the state.  There are 

18 agencies who provide THL services across the state.  

Health Link providers commit to providing comprehensive care management, care coordination, referrals to social 

supports, member and family support, transitional care, health promotion, and population health management. 

Participating providers receive training and technical assistance, quarterly reports with actionable data, and 

access to the care coordination tool. These providers are compensated with financial support in the form of 

activity payments and an opportunity for an annual outcome payment based on quality and efficiency 

performance.  

Episodes of Care 

TennCare’s Episodes of Care program strives to transform the way specialty and acute healthcare services are 

delivered in Tennessee by incentivizing high-quality, cost-effective care; encouraging provider coordination; and 

disincentivizing ineffective and/or inappropriate care. An episode of care includes all the relevant health care 

services a patient receives during a specified period for the treatment of a physical or behavioral health condition. 

For each episode of care, a principle accountable provider (or “quarterback”) is defined and held accountable for 

the quality and cost of care delivered during the entire episode. With regards to promoting quality, these 

“quarterbacks” are given quarterly reports outlining how that provider has performed on the gain-sharing quality 

metrics (i.e., metrics tied to financial accountability) and informational quality metrics of the episodes they are 

responsible for. If the “quarterback” meets cost and quality thresholds for a given episode, that provider then 

becomes eligible for a reward payment, based on shared savings. Tennessee is committed to providing quality 
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data for episodes on an annual basis. Based on the latest full-year set of performance data, 67 percent of quality 

metrics tied to gain-sharing improved or maintained performance from 2019 to 2020. A full summary of each gain-

sharing quality metric and its year-over-year performance in the program can be found under the “Results” section 

at the following link: https://www.tn.gov/tenncare/health-care-innovation/episodes-of-care/results-

changes.html. If TennCare identifies a quality metric that has undergone a significant decrease in performance, 

the state works alongside its MCO partners to analyze the data, identify potential reasons for the change (e.g., 

updated practice guidelines, new medical codes, etc.), and update an episode’s design if applicable.  

Quality Improvement in Long-Term Services and Supports (QuILTSS) 

Nursing Facilities 

Quality Improvement in Long-Term Services and Supports (QuILTSS) is the name given to TennCare’s value-based 

purchasing and delivery system transformation (VBP/DST) approach for LTSS.  QuILTSS encompasses a number of 

initiatives focused on promoting a person-centered approach to service planning and delivery, improving quality 

of care and quality of life, and shifting payment to outcomes driven and other VBP approaches, with a primary 

emphasis on improving the member’s experience of care across services and settings, including nursing facilities 

(NFs) and home and community based services (HCBS).  

Working in partnership with stakeholders, Tennessee is continuing to implement quality- and acuity-based 

payment and delivery system reform for Long-Term Services and Supports Nursing Facility services. Successes 

already realized from this work include a nursing home payment structure that takes into account the acuity of 

residents and the quality of care provided as well as a 25 percent reduction in payments to nursing homes for 

complex respiratory care with more people weaned from the ventilator and reductions in adverse outcomes 

(infections, hospitalizations, deaths).  

Home and Community Based Services (HCBS) 

HCBS QuILTSS also encompasses a number of different VBP/DST initiatives across TennCare’s HCBS programs and 

authorities. The Systems of Support (SOS) model was implemented in early 2016 as a new model of support for 

the delivery of behavioral crisis prevention, intervention, and stabilization services for individuals with intellectual 

and developmental disabilities (I/DD). Delivered under the managed care program, the service focuses on crisis 

prevention, in-home stabilization, sustained community living, and improved quality of life for individuals with 

challenging behaviors that place themselves and others at risk.  The VBP approach utilizes a monthly case rate 

aligned to support improvement and increased independence over time as the provider is successful in helping 

paid or unpaid caregivers increase their capacity to provide needed support in order to prevent and/or manage 

crises.  A second VBP component introduced in 2019 added outcome-based deliverables in order to receive 

monthly payments. Learnings from this initiative helped to inform the design of new Groups 7 and 8 in 

Employment and Community First CHOICES (described below), including the VBP/DST approach and data 

collection process (which was actually launched before the collection of non-claims-based SOS measurement 

data).   

Employment and Community First CHOICES is a managed LTSS program designed to promote integrated 

employment and community living as the first and preferred outcome for individuals with I/DD.  Employment 

https://www.tn.gov/tenncare/health-care-innovation/episodes-of-care/results-changes.html
https://www.tn.gov/tenncare/health-care-innovation/episodes-of-care/results-changes.html
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benefits designed in consultation with experts from the federal Office of Disability Employment Policy create a 

pathway to employment, even for people with severe disabilities.  Reimbursement for employment benefits in 

this program reflects a variety of value-based approaches including outcome-based reimbursement for up-front 

services leading to employment,  tiered outcome-based reimbursement for Job Development and Self-

Employment Start-Up based on the member’s “acuity” level and paid in phases to support tenure, and tiered 

reimbursement for Job Coaching also based on the member’s acuity, but taking into account the length of time 

the person has held the job and the amount of paid support required as a percentage of hours worked (which 

helps to incentivize greater independence in the workplace, the development of natural supports, and the fading 

of paid supports over time).   

New Groups 7 and 8 targeted specifically to children and adults, respectively, with I/DD and severe co-occurring 

psychiatric conditions or challenging behavior support needs, were implemented in September 2019.  Building on 

the lessons learned from the SOS model, the VBP approach for the primary benefit in each group— Intensive 

Behavioral Family-Centered Treatment, Stabilization and Support and Intensive Behavioral Community Transition 

and Stabilization Services, respectively— combines outcome-based deliverables with a monthly case rate aligned 

to support improvement and increased independence over time. 

LTSS Workforce Incentives  

An essential component of the comprehensive strategy is the alignment of incentives for workers to both enroll 

and especially to complete the education program. Funding for this program was made available as part of the 

FY21 budget to launch direct wage incentives to workers delivering Medicaid services in TennCare’s CHOICES 

(including NF and HCBS), Employment and Community First CHOICES, and Section 1915(c) HCBS waivers operated 

by DIDD.  

While the education program was poised to launch in the fall 2020 the onset of the COVID-19 public health 

emergency (PHE) resulted in loss of funding from the state budget as well as a shift in the focus of Tennessee’s 

Community Colleges and Colleges of Applied Technology to converting all classes to an online format in 

preparation for the fall semester. In addition, the COVID-19 pandemic resulted in the loss of one of TennCare’s 

longstanding competency-based education partners. However, with the availability of ARPA FMAP funding, 

Tennessee was able to pivot to a revised plan and is now poised to launch, through ARPA FMAP funding, the 

workforce development education and training program, Learn and Earn, in early 2023 providing quality incentive 

payments to DSPs who complete competency-based curriculum.   

Performance Improvement Projects (PIP) and PIP interventions12 

In accordance with the contractor risk agreements (CRAs) with TennCare, MCOs must conduct at least two clinical 

and at least three non-clinical PIPs. The DBM and PBM must conduct at least one clinical and one non-clinical PIP, 

respectively. For MCOs, the two required clinical PIPs must include one study on behavioral health relevant to one 

of the population health programs for bipolar disorder, major depression, or schizophrenia, while the other must 

focus on child or perinatal health. One of the three required non-clinical PIPs must be conducted in the area of long-

 
12 42 CFR 438.340(b)(3)(ii), applicable also to CHIP managed care programs per 42 CFR 457.1240(e), cross-referencing 438.330(d) and 

457.1240(b). 
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term care focusing on one of the HEDIS LTSS measures, or other efforts to drive quality performance and 

improvement in person-centered planning or person-centered support plans. In addition, MCOs must conduct a 

study on Early and Periodic Screening, Diagnostic and Treatment (EPSDT) screening and outreach if their overall CMS-

416 rates are below 80%. Each of the PIPs tie into the Quality Strategy and advance at least one of the state’s goals 

and objectives.  See Appendix 3 for the full listing of PIPs for each MCC. 
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Section III: Monitoring and Compliance 

Network adequacy and availability of services13 

TennCare’s MCCs consistently maintain adequate networks.  Remediation efforts (e.g., CAP, ORR, or RFI) are rarely 

required to address a deficiency. Additionally, TennCare maintains high compliance scores for access and 

availability for its MCOs and the DBM.   

TennCare provides the state’s MCO network adequacy and availability of services standards within the Contractor 

Risk Agreement (CRA), which can be found at https://www.tn.gov/tenncare/information-statistics/tenncare-

contracts.html. All TennCare Network Access Requirements are located in Attachment III (General Access), 

Attachment IV (Specialty) and Attachment V (Behavioral Health) of the CRA. The standards apply for Medicaid, 

CHIP and LTSS members. 

General Network Access (Attachment III of CRA) 

TennCare MCOs provide available, accessible, and adequate numbers of institutional facilities, service locations, 

service sites, professional, allied, and paramedical personnel for the provision of covered services, including all 

emergency services, on a 24-hour-a-day, 7-day-a-week basis for all members (adults and children) as outlined in 

the General Network Access requirements.   

Specialty Network Access (Attachment IV of CRA) 

TennCare MCOs adhere to Specialty Network Access requirements to ensure access and availability to specialists 

for all members (adults and children) who are not dually eligible for Medicare and TennCare (non-dual members). 

For the purpose of assessing specialty provider network adequacy, TennCare evaluates the MCO’s provider 

network with monitoring these 17 specialties: Allergy, Cardiology, Chiropractic, Dermatology, Endocrinology, 

Otolaryngology, Gastroenterology, General Surgery, Nephrology, Neurology, Neurosurgery, 

Oncology/Hematology, Ophthalmology, Orthopedics, Psychiatry (adult), Psychiatry (child and adolescent), and 

Urology. 

Behavioral Health Network Access (Attachment V of CRA) 

TennCare MCOs adhere to the following Behavioral Health Network Access requirements to ensure access and 

availability to behavioral health services for all members (adults and children). For the purpose of assessing 

behavioral health provider network adequacy, TennCare evaluates the MCO’s provider network relative to the 

contractual requirements. Providers serving adults are evaluated separately from those serving children. 

 

MLTSS Network Access 

In addition to the General Network Access standards above, TennCare has established specific MCO standards 

regarding network adequacy for MLTSS providers to include time and distance standards for LTSS provider types 

in which an enrollee must travel to the provider to receive services.14  Additionally, TennCare has MCO network 

 
13 42 CFR 438.340(b)(1), applicable also to CHIP managed care programs per 42 CFR 457.1240(e), cross-referencing 438.68, 438.206, 
457.1218, and 457.1230(a). 
14 Pursuant to 42 CFR 438.68(2), in addition to the requirements in Section A.2.11.1 and Attachment III of the CRA. See CRA Section 

A.2.11.7. 

https://www.tn.gov/tenncare/information-statistics/tenncare-contracts.html
https://www.tn.gov/tenncare/information-statistics/tenncare-contracts.html
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adequacy standards other than time and distance standards for LTSS provider types that travel to the enrollee to 

deliver services. For services provided in the member’s home, MCOs must ensure a choice of providers for every 

HCBS and a sufficient number of providers to initiate services as specified in the person-centered support plan 

ensuring continuity of services without gaps in care. MCO standards also apply for special populations, specifically 

that individuals with I/DD have a network of providers with appropriate experience and expertise in serving people 

with I/DD and in achieving important program outcomes, such as employment.  

 

In the future, TennCare intends to incorporate quality performance as part of the network adequacy structure 

for LTSS.  At this juncture, TennCare is implementing quality monitoring and quality measurement processes that 

will allow the state to identify high performing providers and to establish a process for taking quality 

performance into consideration as part of the review of network adequacy for LTSS providers. 

 

General Dental Services 

The DBM makes services, service locations and service sites available and accessible so that transport 

distance/time to general dental, oral surgery services, orthodontic services, pediatric dental services and dental 

specialty providers will be the usual and customary, not to exceed the network access standards as outlined in the 

Dental Benefit Managers contract, found at: 

https://www.tn.gov/content/dam/tn/tenncare/documents2/DentaQuest59802.pdf.  

 

Pharmacy Benefit Services 

The PBM provides available, accessible, and adequate numbers of pharmacies to meet the pharmacy network 

access standards as outlined in the Pharmacy Benefits Managers contract, found at 

https://www.tn.gov/content/dam/tn/tenncare/documents2/Optum3186500600.pdf. 

Clinical practice guidelines15 

The state requires MCOs to utilize evidence-based clinical practice guidelines required by 42 CFR 438.236 in its 

Population Health Programs. Wherever possible, MCOs utilize nationally recognized clinical practice guidelines. 

For example, all three MCOs use the nationally recognized Guidelines for Perinatal Care (American Academy of 

Pediatrics & American Congress of Obstetrics and Gynecology) and the Global Strategy for the Diagnosis, 

Management and Prevention of Chronic Obstructive Pulmonary Disease (Global Initiative for Chronic Obstructive 

Lung Disease (GOLD)). On occasion, tools for standardized specifications for care to assist practitioners and patient 

decisions about appropriate care for specific clinical circumstances are developed through a formal process and 

are based on authoritative sources that include clinical literature and expert consensus. The guidelines must be 

reviewed and revised whenever the guidelines change and at least every two years. The MCO is required to 

maintain an archive of its clinical practice guidelines for a period of five years. Such archive must contain each 

clinical guideline as originally issued so that the actual guidelines for prior years are retained for program integrity 

 
15 42 CFR 438.340(b)(1), applicable also to CHIP managed care programs per 42 CFR 457.1240(e), cross-referencing 438.236 and 

457.1233(c). 

https://www.tn.gov/content/dam/tn/tenncare/documents2/DentaQuest59802.pdf
https://www.tn.gov/content/dam/tn/tenncare/documents2/Optum3186500600.pdf
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purposes. All MCOs are required to be NCQA accredited. As part of the accreditation survey, files are reviewed to 

ensure that the NCQA requirements for clinical practice guidelines are met. 

TennCare prioritizes the use of evidenced-based practice and clinical interventions that have demonstrated 

positive outcomes in several research studies to assist consumers in achieving their desired goals of health and 

wellness.  

For additional information on each MCOs clinical practice guidelines, please see the following websites:   

Amerigroup 

https://provider.amerigroup.com/docs/gpp/TN_CAID_ClinicalPracticeGuidelinesMatrix.pdf?v=202106011539 

BlueCare 

https://provider.bcbst.com/tools-resources/manuals-policies-guidelines 

 

UnitedHealthcare  

https://www.uhcprovider.com/content/dam/provider/docs/public/commplan/multi/clinical-guidelines/Clinical-Practice-

Guidelines-UHCCP.pdf  

Intermediate sanctions16 

Tennessee’s managed care contracts include the use of intermediate sanctions against managed care contractors 

for failure to meet performance standards.  Consistent with federal regulations, these sanctions may be imposed 

upon a reasonable determination by the state that the contractor is deficient in the performance of its 

obligations, which include (but may not be limited to): 

o Fails substantially to provide medically necessary covered services; 

o Imposes on members cost sharing responsibilities that are in excess of the cost sharing permitted by 

TennCare; 

o Acts to discriminate among enrollees on the basis of health status or need for health care services;  

o Misrepresents or falsifies information that it furnishes to CMS or to the State; 

o Misrepresents or falsifies information furnished to a member, potential member, or provider; 

o Fails to comply with the requirements for physician incentive plans as listed in 42 CFR 438.6(h); 

o Has distributed directly, or indirectly through any agent or independent contractor, marketing or member 

materials that have not been approved by the state or that contain false or materially misleading 

information; and 

o Has violated any of the other applicable requirements of Sections 1903(m) or 1932 of the Social Security 

Act and any implementing regulations. 

Intermediate sanctions imposed by the state against a contractor may include the development and 

implementation of corrective action plans, liquidated damages, suspension of enrollment, disenrollment of 

members, limitation of the contractor’s service area, civil monetary penalties (as provided for in 42 CFR 438.704), 

 
16 42 CFR 438.340(b)(7), applicable also to CHIP managed care programs per 42 CFR 457.1240(e), cross-referencing Part 438 Subpart I 

https://provider.amerigroup.com/docs/gpp/TN_CAID_ClinicalPracticeGuidelinesMatrix.pdf?v=202106011539
https://provider.bcbst.com/tools-resources/manuals-policies-guidelines
https://www.uhcprovider.com/content/dam/provider/docs/public/commplan/multi/clinical-guidelines/Clinical-Practice-Guidelines-UHCCP.pdf
https://www.uhcprovider.com/content/dam/provider/docs/public/commplan/multi/clinical-guidelines/Clinical-Practice-Guidelines-UHCCP.pdf
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appointment of temporary management (as provided for in 42 CFR 438.706), or suspension of payment for 

members enrolled after the effective date of the sanction until the state is satisfied that the issue has been 

resolved. These remedies provide the state with a range of administrative mechanisms to address performance 

issues. The disposition of any corrective action depends upon the nature, severity and duration of a deficiency or 

non-compliance. 

Compliance with Federal LTSS Requirements17 

While populations served through LTSS programs are included in the performance objectives listed above, 

TennCare has also outlined the compliance measures specific to LTSS populations given the unique needs of those 

served. These measures specific to CHOICES were established based on section 1915(c) waiver assurances and 

sub-assurances, including level of care, service plan, qualified providers, health and welfare, administrative 

authority, and participant rights—largely measures of compliance with federal and/or state requirements.  

Upon implementation of Employment and Community First CHOICES and Katie Beckett, these measures were 

expanded to encompass the new programs. In addition, TennCare incorporated quality components of the 

Medicaid Managed Care Rule specified in 42 C.F.R. § 438.330. More recently, STC 52 to the TennCare III 

Demonstration, Quality Improvement Strategy for 1915(c) or 1915(i)-approvable HCBS Services, requires that “the 

state’s Quality Assessment and Performance Improvement Plan must encompass LTSS-specific measures set forth 

in the federal rule and should also reflect how the state will assess and improve performance to demonstrate 

compliance with applicable federal waiver assurances set forth in 42 CFR 441.301 and 441.302.” Appendix 4 

outlines compliance measurement goals and objectives for the State’s three MLTSS programs – CHOICES, 

Employment and Community First CHOICES, and Katie Beckett Part A Programs. 

  

 
17 TennCare III Demonstration, STC 51: Quality Improvement Systems and Strategy for the CHOICES, ECF CHOICES, and Katie Beckett (Part 

A) Programs.  TennCare III Demonstration, STC 52: Quality Improvement Strategy for 1915(c) or 1915(i) approvable HCBS Services.  
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Section IV: External Quality Review Arrangements  

EQR arrangements18 

Tennessee contracts with Qsource to provide all External Quality Review (EQR) activities. The contract is effective 

beginning on September 1, 2020 and ends on September 30, 2023. The contract may be extended with the state 

reserving the right to execute two (2) one-year renewal options extending the contract term no longer than 

September 30, 2025. The services to be provided under this contract include multiple tasks and deliverables that 

are consistent with applicable federal EQR regulations and protocols for Medicaid Managed Care Organizations 

and state-specific requirements. The contract allows the state to be compliant with Federal EQR regulations and 

rules and to measure MCC-specific compliance with the TennCare Section 1115 Waiver. 

Qsource conducts independent reviews of the quality outcomes, timeliness of and access to the services covered 

under each MCC. The Annual Quality Survey reviews the MCOs’ compliance with Medicaid and CHIP Managed 

Care regulations. It includes a review of enrollee rights and protections, quality assessment and performance 

improvement, structure and operation standards, measurement and improvement standards, and compliance 

with the appeal process. The survey process includes document review, interviews with key MCC personnel, and 

an assessment of the adequacy of information management systems. In addition to this survey, QSource conducts 

Performance Improvement Project validations and Performance Measure Validation in accordance with federal 

requirements. Qsource also conducts an Annual Network Adequacy Survey to determine the extent to which the 

MCCs’ networks are compliant with contractual requirements. The EQRO provides these reviews for all MCOs, 

DBM, and the PBM. Tennessee contracts with FIDE-SNPs that are fully aligned with the MCOs.  These plans and 

their members are included in the state’s EQR activities and in the annual EQR technical report. 

EQR non-duplication option19 

TennCare exercises the non-duplication option in 42 CFR 438.360 for EQR-related activities, specifically the 

required compliance review also referred to as the TennCare Annual Quality Survey.   

Every year, Qsource updates compliance assessment tools based on current Protocol 3: Review of Compliance 

with Medicaid and CHIP Managed Care Regulations, titled Annual Quality Survey (AQS) for TennCare, and based 

on the most recent contractual obligations between the state and managed care organizations (MCOs). After the 

AQS tools are updated, Qsource compares the evaluation elements with elements in the applicable NCQA 

accreditation standards. AQS elements with the same requirements as NCQA elements are deemed to prevent 

duplication. All Tennessee MCOs are required to have NCQA Health Plan Accreditation. These processes prevent 

duplication of activities for the MCO TennCare program participants. The full list of deemable items can be found 

in Appendix 5.   

 
18 42 CFR 438.340(b)(4), applicable to CHIP managed care programs per 42 CFR 457.1240(e), cross-referencing 438.350, which is applicable to CHIP per 42 
CFR 457.1250 
19 42 CFR 438.340(b)(9), applicable also to CHIP managed care programs per 42 CFR 457.1240(e), cross-referencing 438.360(c), which is applicable to CHIP 
per 42 CFR 457.1250(a) 
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Section V: Directed Payments  

Since the implementation of the Medicaid and CHIP Managed Care Final Rule, TennCare has pursued approval on 

a variety of directed payments. In accordance with §438.6(c)(2)(i)(C) of the managed care rule, TennCare has 

designed its directed payment programs so that they advance at least one goal or objective in the quality strategy. 

Appendix 6 provides additional details and outlines the goals that are being advanced by each directed payment. 
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Section VI: Appendix 

Appendix 1: Acronyms 
 

AAP American Academy of Pediatrics 

AAP  Ambulatory Health Services 

ANA Provider Annual Network Adequacy Benefit Delivery Review 

AQS Annual Quality Survey 

ARPA FMAP American Rescue Plan Act Federal Medical Assistance Percentage 

BCBST BlueCross BlueShield of Tennessee 

BESMART Buprenorphine Enhanced Medication Assisted Recovery and Treatment 

BMI Body Mass Index 

CAHPS Consumer Assessment of Healthcare Providers and Systems 

CAP Corrective Action Plan 

CCT Care Coordination Teams  

CDC Centers for Disease Control and Prevention 

CFR Code of Federal Regulations 

CHIP Children’s Health Insurance Program 

CLAS  Culturally and linguistically appropriate services 

CLRS Closed-Loop Referral System  

CMS Centers for Medicare & Medicaid Services 

COVID-19 Coronavirus Disease 2019 

CRA Contractor Risk Agreement 

DBM Dental Benefits Manager 

DCS Department of Children’s Services 

DD Developmental Disabilities 

DSP Direct Support Professionals 

DST  Delivery System Transformation 

DIDD Department of Intellectual and Developmental Disabilities 

D-SNPs Dual Eligible Special Needs Plans 

DSW Direct Support Worker/Workforce 

ECF CHOICES Employment and Community First CHOICES  

ED Emergency Department 



 

TennCare 2022 Quality Strategy   Page 34 of 60 

EPSDT Early and Periodic Screening, Diagnostic and Treatment 

EQR External Quality Review 

EQRO External Quality Review Organization  

FIDE SNP Fully Integrated Dual Eligible Special Needs Population 

FY Fiscal Year 

HCBS Home and Community-Based Services 

HEDIS Healthcare Effectiveness Data and Information Set  

HRA Health Risk Assessment 

I/DD Intellectual and/or Developmental Disabilities  

ICF/IID Immediate Care Facility for Individuals with Intellectual Disabilities 

LARC Long- Acting Reversible Contraceptives 

LOC Level of Care 

LTSS Long Term Services and Supports 

MAT Medication Assisted Treatment 

MCC Managed Care Contractor 

MCO Managed Care Organization 

MDS Minimum Data Set 

MLTSS Medicaid Managed Long Term Services and Supports 

MMIS Medicaid Management Information System 

MRR Medical Record Review 

NCI National Core Indicators 

NCI-AD National Core Indicators – Aging and Disabilities 

NCI-CFS  National Core Indicators – Child and Family Surveys  

NCI-IPS  National Core Indicators – In Person Surveys   

NCQA National Committee for Quality Assurance 

NEMT Non-Emergency Medical Transportation 

NF Nursing Facility 

OUD Opioid Use Disorder 

ORR On Request Report 

PAE Pre-Admission Evaluation 

PAHP Prepaid Ambulatory Health Plan 

PBM Pharmacy Benefits Manager 
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PCDH Patient Centered Dental Home 

PCMH Patient Centered Medical Home 

PCP Primary Care Provider or Practitioner 

PCSP Person-Centered Support Plan 

PH Population Health 

PHE Public Health Emergency 

PIHP Prepaid Inpatient Health Plan 

PIP Performance Improvement Project 

PPC Prenatal and Postpartum Care 

QA Quality Assurance 

QI Quality Improvement 

QI/UM Quality Improvement/Utilization Management 

QM/QI Quality Management/Quality Improvement 

QuILTSS Quality Improvement in Long Term Services and Supports  

RFI Request for Information 

REM Reportable Event Management 

SDF Silver Diamine Fluoride 

SDOH Social Determinants of Health 

SIM State Innovation Model (grant) 

SPMI  Severe and Persistent Mental Illness 

SOS System of Support 

STC Special Terms and Conditions 

SUD Substance Use Disorder 

TCS TennCare Select 

THL Tennessee Health Link 

UM Utilization Management 

VBP Value Based Purchasing 

VLARC Voluntary Long Acting Removable Contraceptives 

WFD Workforce Development 
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Appendix 2: TennCare 2020 Quality Strategy Evaluation Summary  

In February 2021, TennCare’s EQRO conducted an evaluation of the 2020 Quality Strategy. This report provides 

an evaluation of the progress TennCare made in 2020 toward achieving the goals set forth in its Quality Strategy, 

which is required by 42 Code of Federal Regulations (CFR) 438.340(c)(2)(i), 438.340(c)(2)(ii), and 457.1240(e) to 

be reviewed and updated at least every three years. 

According to 42 CFR § 438.340, all states with managed care are required to submit to the Centers for Medicaid 

& Medicare Services (CMS) a written strategy for assessing and improving the quality of managed care services 

provided to Medicaid members. TennCare’s Quality Strategy outlines the State’s quality improvement activities, 

which are consistent with the Three Aims of the National Quality Strategy: better care, healthy people/healthy 

communities, and affordable care. TennCare’s Quality Strategy is shaped by four primary physical and behavioral 

health goals:  

1. Ensure appropriate access to care;  

2. Provide high-quality, cost-effective care; 

3. Ensure enrollees’ satisfaction with services; and 

4. Improve healthcare for program enrollees. 

In addition, TennCare’s 2020 Quality Strategy has established performance measures specific to populations 

enrolled in TennCare’s two long-term services and supports (LTSS) programs, CHOICES and Employment and 

Community First (ECF) CHOICES. The first CHOICES program provides home- and community-based services (HCBS) 

for older adults and adults with physical disabilities, while ECF CHOICES provides employment opportunities and 

HCBS for individuals with intellectual and developmental disabilities. As these programs and the Quality Strategy 

have evolved, TennCare has continued to focus quality improvement efforts on the core objectives for which both 

CHOICES programs were established. Due to changes in the goals for the CHOICES programs, this report does not 

evaluate the LTSS goals for 2020. 

Methodology/Data Sources 

This report provides a progress update on statewide managed care organization (MCO) performance in meeting 

the Quality Strategy’s four physical and behavioral health goals. A variety of data sources were used to measure 

the effectiveness of these goals and objectives, including statewide average Healthcare Effectiveness Data and 

Information Set (HEDIS) and Consumer Assessment of Healthcare Providers and Systems (CAHPS) rates; patient-

centered medical home (PCMH) data provided by the National Committee for Quality Assurance (NCQA); and 

TennCare enrollment and claims data. 

Results 

Overall, the Quality Strategy represents an effective tool for measuring and improving the quality of TennCare’s 

managed care services. Of the 11 objectives that make up the Quality Strategy’s physical and behavioral health 

goals, six met or exceeded the goals set forth for 2020, one was partially met, and data for one objective were 
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unavailable due to the COVID-19 pandemic. Several objectives significantly exceeded the targets, and trending 

with previous years reveals that many measures have steadily improved over time, including the following: 

• Objective 2.1: The Postpartum Care rate for the Prenatal and Postpartum Care (PPC) HEDIS measure 

exceeded the goal by 6.61 percentage points at 70.20% (goal: 63.59%). 

Objective 3.2: For CAHPS 2020, the percentage of TennCare members who responded “Always” or “Usually” to 

the Getting Needed Care composite measure was 85.77% for the adult Medicaid population (goal: 82.48%) and 

88.84% for the child Medicaid population (goal: 86.82%). These rates exceeded the target, and trending reveals 

steady increases in the measure since CAHPS 2018. 

Objective 4.1: These three Weight Assessment and Counseling for Nutrition and Physical Activity for 

Children/Adolescents (WCC) rates surpassed the goals by 6.24, 3.36, and 4.35 percentage points, respectively: 

• BMI Percentile Documentation: 80.51% (goal: 74.27%) 

• Counseling for Nutrition: 70.68% (goal: 67.32%) 

• Counseling for Physical Activity: 66.74% (goal: 62.39%) 

Three objectives and one partial objective did not fully achieve the 2020 aims. The results for these objectives are 

listed below: 

• Objective 1.1: The statewide EPSDT screening rate fell slightly short of the 80% goal at 79% in FFY 2019. 

Of the 16 counties with screening rates between 60% and 69%, only five improved by 5% or more; 

however, a total of seven brought their screening rates to 70% or higher. 

• Objective 2.1: The Timeliness of Prenatal Care rate for the PPC measure fell slightly short of the target at 

83.68% (goal: 83.76%). The other PPC rate exceeded the goal. However, while both rates are 

improvements over previous years, NCQA indicated a break in trending for PPC due to changes in measure 

specifications for HEDIS 2020. 

• Objective 2.4: The statewide rates for HEDIS 2020 (measurement year 2019) were as follows: CIS—MMR: 

88.90% (goal: 90.1%); IMA—Combination 1: 78.02% (goal: 79.19%); CIS—Influenza: 44.68% (goal: 

46.91%). Although these rates fell slightly short of the goals, trending with previous years reveals steady 

improvements in all three rates. 

• Objective 4.2: The statewide rates for these population health outcome measures, in which lower rates 

indicate better performance, were as follows: ED visits per 1000 members—593 (goal: 582); 30-day 

readmissions per 100 members—13.6 (goal: 10.7); ESRD per 100 members with diabetes—7.8 (goal: 7.0). 

Although these rates did not meet the goals, trending shows steady improvement in the ED visit rate over 

the previous three years. 

         

  



Appendix 3: TennCare PIP Summary  

In accordance with the contractor risk agreements (CRAs) with TennCare, MCOs must conduct at least two clinical and at least three non-clinical 

PIPs. The DBM and PBM must conduct at least one clinical and one non-clinical PIP, respectively. For MCOs, the two required clinical PIPs must 

include one study on behavioral health relevant to one of the population health programs for bipolar disorder, major depression, or schizophrenia, 

while the other must focus on child or perinatal health. One of the three required non-clinical PIPs must be conducted in the area of long-term care. 

In addition, MCOs must conduct a study on Early and Periodic Screening, Diagnostic and Treatment (EPSDT) screening and outreach if their overall 

CMS-416 rates are below 80%. 

Note: Improvement strategies are not applicable to PIPs that were in their baseline measurement year in 2021. Verbiage quoted from the MCCs’ PIP 

Summary Forms appears in italics and is included to capture MCCs’ aims and strategies in their own words. Each PIP is linked to a specific goal in the 

Quality Strategy (QS) as indicated in the first column. Also included in the table are each PIP’s measurement year (Baseline [B]; Remeasurement 1 

[R1]; Remeasurement 2 [R2]; Remeasurement 3 [R3]; Remeasurement 4 [R4]) and classification as clinical (C) or non-clinical (NC).   

Table 9.  TennCare 2021 Performance Improvement Projects 

2021 Performance Improvement Projects 

QS Year C/NC Topic PIP Aim Statement Improvement Strategies 

Amerigroup 

2 B C Improve Childhood Immunization 
Status (CIS) Combination 10 
Rates—East, Middle, and West 
Regions (AGE/AGM/AGW) 

Will targeted interventions, such as member 
incentives, digital outreach, and innovative 
community collaborations, increase the 
percentage of members receiving childhood 
combination 10 immunizations? 

 

2 B NC Increase Eye Exam Screening 
Rates for Members with Diabetes 
(AGE/AGM/AGW) 

In pursuit of health equity goals, will member and 
provider incentives focused on minimizing the 
impact of social determinates of health improve 
retinal eye exam screenings for members with 
type 1 or type 2 diabetes within their community 
during the HEDIS® measurement year? 

 

3 R1 NC Improve East Grand Region 
Member Satisfaction with the Health 
Plan (AGE) 

Will health plan and provider education along with 
telehealth and additional transportation options 
increase the percentage of respondents that 
answered Question 49 (Rating of Health Plan) on 
the CAHPS Child Medicaid-General Population 
survey with a score of 8, 9, or 10? 

 CAHPS Awareness Training to address barriers 
such as lack of provider tools/ awareness on how to 
improve the patient/member experience 

 Enhanced telehealth services to improve access, 
continuity and coordination of care 

 Enhanced non-emergency medical transportation 
(NEMT) to improve lack of transportation options 
along with other social determinants of health factors 
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2 R2 C Improve EPSDT Screening Rates in 
the 18–20-Year-Old Age Group 
Statewide (AGE/AGM/AGW) 

Will targeted member outreach, provider 
engagement, along with member and provider 
incentives improve the EPSDT Screening Rate in 
the 18-20 year old age group over the 
measurement period? 

 Keeping Members Healthy (KMH) Provider Incentive 
Program that offers providers an opportunity to earn 
a financial incentive for increasing their EPSDT 
screening rates contingent on meeting or exceeding 
the defined percentage point improvement 

 Healthy Rewards Member Incentive Program in 
which members were able to earn one annual 
financial reward for completing an EPSDT screening 
visit 

 HealthCrowd Member Outreach, a vendor managed 
program, to notify young adult members of important 
information related to EPSDT screenings using 
modalities such as SMS, text messaging, IVR calls, 
and email 

 Quality Management Provider Engagement Visits 
entail Amerigroup staff developing and implementing 
a plan with targeted providers one-on-one to 
improve rates by providing education, highlighting 
areas of opportunity and providing gap in care lists 
and other resources to support annual EPSDT 
Screenings 

 Member EPSDT Service Reminder Mailings (Birthday 
Cards) are sent as a preventative reminder to 
members 45-90 days prior to their date of birth to 
remind them of the importance of their well child visit 

4 R2 NC Increase Percentage of CHOICES 
Members Who Had LTSS 
Assessment with Nine Core 
Elements (AGE/AGM/AGW) 

Will targeted interventions, Patient Centered 
Support Plan (PCSP) tool coupled with electronic 
capture system enhancements, staff PCSP 
training and PCSP auditing with feedback, 
improve the rate of CHOICES - Group 2 and 3 
Members who had a comprehensive LTSS 
assessment with 9 core elements documented 
within 90 days of enrollment for new members or 
during the measurement year for established 
members? 

 Participation in NCQA Learning Collaborative Pilot 
with utilization of feedback and guidance for nine 
elements of compliance 

 Re-audit of 2018 CAU Sample conducted, applying 
NCQA clarification guidance for compliance 
elements and reestablishment of the 2018 Baseline 

 An internal PCSP audit tool implemented that 
includes NCQA standards and assessment 
expectations, which allows for identification of trends 
and patterns, consistent feedback and re-education 
to coordination staff with tracking of improvement 
regarding adherence to the 9 core elements of the 
standards. The process entails communication of 
audit findings to the manager, manager reviews and 
discusses with the coordinator with remediation as 
applicable. The closed loop concludes with feedback 
to the auditor manager for awareness of training and 
audit tool effectiveness 

 Enhanced Training conducted for NCQA standards 
and assessment expectations for the Person-
Centered Support Plan (PCSP) of care coordination 
staff 

 Implementation of the Healthy Innovations Platform 
(HIP) care management system, which incorporates 
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the updated PCSP with key required fields to ensure 
NCQA and HEDIS® standards are assessed and 
documented in a systematic and consistent method. 

 In coordination with TennCare, updates made to the 
Person Centered Support Plan (PCSP) to 
incorporate NCQA and HEDIS® standards into the 
document to ensure all required standards are 
assessed and documented. 

5 R1 C Improve Diabetic Screening 
Compliance for Members with 
Schizophrenia or Bipolar Disorder 
Using Antipsychotic Medication 
(SSD) (AGW) 

Will targeted interventions consisting of education, 
member gap closures and incentives for gap 
closures improve diabetic screening compliance 
in members with Schizophrenia, Schizoaffective 
disorder or Bipolar disorder that are taking 
antipsychotic medications? 

 Provider support to target members with gaps in 
care (GIC) to increase provider awareness of the 
need for diabetes screening 

 Provider incentives to mitigate provider costs 
associated with claims submission 

 Glucose and hemoglobin A1c testing during 
inpatient behavioral health (BH) hospitalization 
encounter to address barrier of multiple locations 
needed for lab testing 

BlueCare 

4 B NC LTSS Shared Care Plan with 
Primary Care Practitioner (LTSS-
SCP) (BCE/BCM/BCW) 

Will targeted interventions improve the rate of 
sharing the care plan with the Primary Care 
Practitioner (PCP) or other documented medical 
care practitioner identified by a CHOICES or ECF 
CHOICES member within 30 days of its 
development, over each remeasurement year? 

 

5 R1 C Improving Antidepressant 
Medication Management (AMM) 
(BCE/BCM/BCW) 

Will focused provider interventions increase 
member compliance with the continuation phase 
of antidepressant therapy for treatment of major 
depression over each remeasurement year?  

 Initiated text message and telephone calls for new 
fills and refills of antidepressant medication to MCO 
plan members statewide 

 Conduct periodic provider education statewide on 
the AMM-C measure in partnership with the Provider 
Incentive and Engagement (PIE) team 

 90-day refill changes for antidepressant medications 

 Implemented telehealth coverage and developed 
provider notification 

5 R1 NC Decrease the Use of Opioids at 
High Dosage (HDO) 
(BCE/BCM/BCW) 

Will implementing targeted interventions decrease 
the proportion of BlueCare Statewide members 18 
years and older who received prescription opioids 
at a high dosage (average morphine milligram 
equivalent dose [MME] ≥90) for ≥15 days over 
each remeasurement year? 

 External Vendor Enhancement of monitoring 
practice pattern analysis of providers, combining 
analytics with personalized services to improve 
outcomes for members with or at risk for OUD. Risk 
Identification and Mitigation (RIM) Reports are 
available for providers. 

 Behavioral Health Quality Coaches - conducted 
educational webinars on targeted measures that 
included HDO. Will continue ongoing education 
during onsite visits. 
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 BlueCare shift to new PH model/program that 
included development of opioid cohort and internal 
dashboards statewide 

 Integration of Controlled Substance Monitoring 
Database (CSMD) into the documentation system of 
record. Internal Interactive Module Education and 
Training was completed statewide - interactive 
module loaded into Learning Center and email sent 
out to complete training. 

3 R1 NC Social Determinants of Health Data 
Collection Process 
(BCE/BCM/BCW) 

Will the development of a systematic process to 
collect SDoH information targeting the social 
determinants of health assessment in the internal 
documentation system of record on members with 
an open care management case in the Statewide 
BlueCare population, increase the number of 
SDoH assessments completed, social 
determinants identified, and referral needs 
addressed, and improve member outcomes over 
each measurement year?  

 Implementation of the new modified SDoH 
Assessment Tool and internal education for all case 
managers on the use/documentation of the tool in 
the documentation system of record, so that the data 
are in the same location for use by case managers 

 Community Resource Tool – Repository of 
community resources identified by category needs, 
county, and ZIP code. This tool is for all staff to 
utilize for the member’s needs 

 Identification of process for collecting the SDoH 
Performance Measures data directly from the 
internal documentation system of record based on 
the assessment tool completed by the case 
managers 

 Shift to new PH Model/Program, which included a 
focus on identifying social determinants and 
addressing through referral sources  

BlueCare and TennCareSelect 

2 R1 C Improving Childhood and 
Adolescent Immunization Rates 
(CIS/IMA) 

Will targeted provider interventions result in 
increased influenza and HPV vaccination rates in 
children and adolescents over each 
remeasurement period? 

 Development of a Vaccination Hesitancy 
Educational Flyer for providers to use during clinical 
encounters 

 Provider Incentive and Engagement Team began 
Quarterly reviews statewide with providers 
addressing child and adolescent immunizations 
targeting influenza and HPV. 

2 R4 NC Improving Early and Periodic 
Screening, Diagnostic and 
Treatment (EPSDT) 

Do targeted provider engagement activities 
improve the EPSDT rates over each 
remeasurement period? 

 Provider education and partnerships through: 
provider educational email blasts; provider 
educational mass mailings; educational 
presentations at webinars, workshops, clinical 
advisory panel, meetings 

 Implementation of an Integrated Appointment 
Scheduling Platform that allows health plan staff to 
directly access provider appointment inventory and 
schedule member appointments while on the phone 
with members. The platform also provides 
technology for appointment reminders that can be 
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utilized by providers who may not otherwise have 
those capabilities. The platform also integrates 
transportation for appointments. 

 Supersizing Provider Program to incentivize 
providers to capitalize on sick visits and covert them 
to an EPSDT visit to address preventive care. 

 Embedded Member Resource Coordinator (MRC)—
embedded within the ED to help address social 
determinants of health, assist with PCP follow-up, 
appointment scheduling, transportation assistance 
and other member needs.  

TennCareSelect 

2 R1 NC Improving Comprehensive Diabetes 
Care (Blood Pressure Control for 
SelectCommunity) 

Does providing a tailored set of interventions and 
approaches improve the Comprehensive Diabetes 
Care: Blood Pressure Control (CDC BP) HEDIS 
rate for the TennCareSelect SelectCommunity 
population over each measurement year? 

 Agent Workspace technology implemented to be 
address gaps in care identified in the Agent 
Workspace application and address actions taken 
toward closing the gap. 

 Training related to the CDC-BP HEDIS measure was 
developed to provide knowledge and technical 
specification updates; included information about 
open gap exploration and how to officially provide 
closure if the gap was identified as already closed 

5 R1 NC Decreasing Plan All-Cause 
Readmissions 

Do targeted interventions decrease the number of 
TennCareSelect acute inpatient and observation 
stays that are followed by an unplanned acute 
readmission for any diagnosis within 30 days over 
each measurement year? 

 Interactive calls made to all members statewide 
discharged from a facility for mental illness to 
provide education and support, confirm appointment 
scheduled during discharge, or assist scheduling an 
appointment. Identify and resolve any social 
determinants of health barriers to care such as 
transportation. An incentive offered to members who 
keep their appointment within 7 days of discharge. 
Follow up calls made one (1) day post appointment 
to ensure that member attended. 

 Transition of Care (TOC) / Discharge Planning 
responsibility transferred statewide from Case 
Management to Utilization Management (UM). UM 
worked with Predictive Analytics to improve 
identification of members with high probability of 
readmission statewide. Members are discharge 
planned with the facility and documentation is 
completed on a new UM discharge planning 
template. Referrals made to Interdisciplinary care 
team as needed  

 Member Outreach Discharge calls made to 
members statewide with high probability of 
readmission (Asthma/Chronic Obstructive 
Pulmonary Disease) prior to discharge from hospital.  
A transition of care (TOC) template is completed, 
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and members are educated on self-management 
and follow up appointments. 

 UM evaluates members statewide for tele-monitoring 
referral to an external vendor using specific criteria 
for each diagnosis. Currently applies to only Medical 
members. 

 Contracted with statewide vendor that utilizes 
providers to complete follow-up visits with members 
after hospitalization for mental illness 

5 R2 C Follow-Up After Hospitalization for 
Mental Illness—7 Day (FUH) 

Do targeted interventions improve the rate of 
timely follow-up care for members age 6 and older 
who were hospitalized for treatment of mental 
illness over each remeasurement period? 

 Tennessee Health Link (THL) Provider incentivized 
measure, Quarterly education and support given to 
providers statewide. 

 Member Outreach phone calls to members 
statewide for appointment scheduling assistance, 
with financial incentive for members who keep 
appointment. Follow up calls are made 1-day post 
appointment to ensure that member attended. 
Phone calls also include education on the 
importance of follow-up care. 

 Incorporating behavioral health inpatient and 
outpatient practices statewide into the Integrated 
Appointment Scheduling Platform. 

 Statewide vendor that utilizes providers to complete 
the 7-day follow-up visit after hospitalization for 
mental illness.  

 Provider and Community Partner Education 

3 R2 NC Social Determinants of Health Data 
Collection Process 

Will the development of a systematic process to 
collect SDoH information targeting the social 
determinants of health assessment in the internal 
documentation system of record on members with 
an open care management case in the Statewide 
TCS population, increase the number of SDoH 
assessments completed, social determinants 
identified, and referral needs addressed, and 
improve member outcomes over each 
measurement year?  

 Formation of the multi-disciplinary SDoH Workgroup 
and development of modified SDoH assessment tool 
to be completed in the internal documentation 
system of record. Internal education developed for 
all case managers on the use/documentation of the 
new modified SDoH tool. 

 Community Resource Tool – Repository of 
community resources identified by category needs, 
county, and ZIP code. This tool is for all staff to 
utilize for the member’s needs 

 Identification of process for collecting the SDoH 
Performance Measures data directly from the 
internal documentation system of record based on 
the assessment tool completed by the case 
managers 

 Shift to new PH Model/Program, which included a 
focus on identifying social determinants and 
addressing through referral sources 
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UnitedHealthcare 

2 B C Increasing the Screening Rates of 
Child & Adolescent Well-Care Visits 
(WCV) (UHCE/UHCM/UHCW) 

Will the use of targeted member outreach and 
incentives increase screening rates for children 
18-21 years of age over each remeasurement 
year? 

 

3 R1 NC Increasing the Physical Health 
Provider Satisfaction Survey 
Engagement Rate 
(UHCE/UHCM/UHCW) 

Can enhanced communication efforts to providers 
regarding the importance of their feedback 
increase the response rates for our Physical 
Health Provider Satisfaction Survey over each 
measurement period? 

 Formed a workgroup comprised of various provider-
facing staff to evaluate current survey cover letter. 
Workgroup then worked with CMO to advise on 
content, as well as ways to address preferences and 
needs that have been identified in other provider 
communications that could be applicable here. After 
forming a draft Pre-Notification Letter including 
specific actions taken from our previous year’s 
survey, it was presented to those network providers 
that regularly participate in our Provider Affairs 
Subcommittee for a final review and to satisfy the 
‘study’ step of our PDSA cycle. The survey cover 
letter will be updated annually to include specific 
impacts and actions taken based on the previous 
year’s survey responses as decided upon and 
approved by the PAS each year 

5 R1 C Adherence to Antipsychotic 
Medications for Individuals w/ 
Schizophrenia (SAA) (UHCW) 

Will targeted provider and member interventions 
increase adherence to antipsychotic medications 
for individuals diagnosed with schizophrenia over 
each measurement period? 

 Quality Analyst worked with UHCCP Data Analysts 
to run a monthly report via SMART. The Quality 
Analyst and provider reviewed the monthly report as 
needed to discuss progress and reconcile 
adherence data.  Members identified on the 
provider’s Pharmacy Gaps in Care Reports fall off 
the list, as providers outreach members to reconcile 
any medications issues. During this measurement 
cycle, the Quality Analyst collaborated with 6 
identified providers to review, analyze, and make 
adjustments as needed.  

 Developed and published an educational newsletter 
article for members titled The Importance of Taking 
Medication as Directed. The article was shared in a 
quarterly newsletter and with providers to discuss 
with members as needed. 

 Developed and published a SAA education flyer 
(“Attention-Tips to Address the SAA Measure”) to 
the Provider website and published an educational 
article for providers (“Antipsychotic 
Pharmacotherapy: TennCare Preferred Drug List & 
Appropriate Diagnosis for Prior Authorization 
Bypass”).  

3 R2 NC Care Coordination 
(UHCE/UHCM/UHCW) 

Can targeted provider outreach improve provider 
and member perception of coordination of care 
between health care practitioners as indicated by 

 Creating a SDOH role within the health plan to assist 
providers with resource identification and linkage for 
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UnitedHealthcare Community Plan Provider 
Satisfaction Survey and CAHPS® Survey 
responses over each measurement period? 

patients with these non-medical risk factors to 
support overall care coordination activities 

 Moving CM team to sit within the Population Health 
structure to allow for central alignment of health plan 
goals for care coordination. Creating a total of 18 
Community Care Teams (CCTs) comprised of one 
Registered Nurse and three Community Health 
Workers, for a total of six CCTs per region, each 
assigned to specific counties or geographical areas.  

2 R2 C Impact of Member and Provider 
Outreach on Immunization Rates for 
CIS Combo 10 
(UHCE/UHCM/UHCW) 

Will targeted provider and member interventions 
increase the CIS Combo 10 immunization rate, for 
members, over each remeasurement period? 

 Utilize provider facing teams to educate, partner 
with, and regularly meet with our network providers 
participating in VBC. This education, combined with 
other efforts such as UHCOnAir, is used to support 
these providers in their efforts to incrementally 
improve their targeted quality metrics. Incentive 
amount for improvement associated with the CIS 
Combo 10 measure for our TennStar participating 
providers was increased.  

 Clinical Practice Education Consultants met 
regularly with all TennStar providers to identify open 
gaps in care, established methods for closing those 
gaps in care, discuss their earning potential, as well 
as to review their current progress to date. 

 National Member Engagement team identified a 
Pfizer affiliated outreach program based on the 
positive outcome rates shown in other participating 
health plans.  

 Implemented an additional member outreach 
combining postcards and interactive voice response 
(IVR) calls to target members ages 6 months, 8 
months, and 16 months with missed vaccines 
monthly. 

4 R2 NC Transitions of CHOICES Individuals 
(UHCE/UHCM/UHCW) 

Can utilizing innovative and transitional care 
interventions/methods result in a positive 
percentage ratio change in the number of Home 
and Community Based members versus Nursing 
Facility members over each measurement period? 

 NF Diversion Activities: Manager Review of all 
community persons requesting transition to Nursing 
Facility prior to approval and submission to state 
partner portal in all regions. 

 NF Facility Screenings and Census Review: Review 
of all existing population at NF by Transition team 
with Assigned Facility CC for potential new transition 
referrals in all regions. 

 Review of NF MDS 3.0 Section Q Discharge 
Individuals Identified Goals by assigned facility staff 
in all regions. 

 NF Warning Report: Red Flags for Diagnosis and 
Claims Related to risk of NF Placement for Group 1: 
Cases reviewed during Manager/ Coordinator 



 

TennCare 2022 Quality Strategy   Page 46 of 60 

meetings for high risk persons and plan of risk 
mitigation in all three regions. 

 NCQA Inpatient and Readmission Report: Cases 
reviewed during MCM/ CC One on Ones for high risk 
and plan of risk mitigation in all regions. 

 Housing Specialist and Member Advocacy 
collaboration during all regional transition grand 
rounds for consult and assistance. 

 Collaboration with Provider Relations and Network 
Development for Community Based Residential 
Alternatives (CBRA) option for persons transitioning 
to community in all regions. 

 Continuum of Care Grand Rounds with Medical 
Director for complex persons desiring to transition to 
community in all regions. 

 Complete Comprehensive Interdisciplinary Rounds 
with Managers for All Individuals Prior to Return to 
the Nursing Facility. 

 TCARE Assessment for Natural Supports and 
Caregivers. This program provides support to 
sustain individuals in the community by supporting 
those who provide the natural unpaid care to the 
LTSS HCBS Population. A Plan of Care is 
developed for the Caregiver directly to support their 
needs and resolve gaps. 

DentaQuest 

2 R3 C Increasing Provider Use of Silver 
Diamine Fluoride (SDF) as a 
Preventive Measure 

Can the percentage of TennCare member utilizers 
0-20 that receive an application of Silver Diamine 
Fluoride (SDF) be increased through targeted 
education to our providers over each 
remeasurement year? 

 SDF Provider Toolkit available on DQ Provider page 

 The American Dental Association redefined CDT 
code D1354 from a full-mouth application to a per-
tooth application state-wide. 

 Provider utilization of SDF was added to the 
quarterly Provider Performance Report scorecard for 
provider behavior 

 Provider incentive payment was calculated based on 
number of SDF applications, along with other 
preventive measures 

 Provider hospital readiness form was updated to 
clinically deny treatment in a hospital under general 
anesthesia unless the provider has tried SDF or 
explained why SDF is not an appropriate treatment. 

 New Person-Centered Dental Home Program 
implemented for all TennCare network providers, 
emphasizing minimum expectation of SDF use and 
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individual education and remediation for offices not 
using SDF 

5 R3 NC Decreasing TennCare Enrollees 
Receiving Opioid Prescriptions 

Can the percentage of TennCare member utilizers 
0-20 that receive an opioid prescription be 
decreased through targeted education to 
TennCare dental providers over each 
remeasurement year? 

 Opioid Provider toolkit available on DentaQuest 
provider page. 

 TennCare implemented an edit on opioid 
prescriptions for all outpatient, first-time prescription, 
non-chronic opioid users, such that: First fill 
prescriptions are limited to a 5-day supply (revised to 
3-day supply on July 1st, 2018) at 60 MME per day; 
additional days’ supply and higher MME limits 
require pre-authorization and ICD-10 codes 
containing diagnostic justification. 

 DQ Dental Director presented dangers of and 
alternatives to opioids to dental students at Meharry 
and University of TN Dental Schools. 

 Identified Dental Providers that are outliers amongst 
their peers, in terms of percentage of TennCare 
patients receiving an opioid prescription. These 
providers were targeted with a letter sent via mail 
and email calling attention to their prescriptive 
behaviors as well as providing education and 
alternative strategies for pain management. 

OptumRx 

7 B C Schizophrenia Medication 
Compliance Improvement Plan 

Will the increased use of long-acting injectable 
antipsychotics reduce the frequency and costs 
associated with psychotic breaks (e.g., inpatient 
facility days and medical cost) in patients with 
schizophrenia who have been non-compliant with 
oral antipsychotics over each remeasurement 
year? 

 

5 B NC Usage of Diagnosis Code Override 
by Providers for Preferred Atypical 
Antipsychotics 

Does targeted communication to providers about 
the diagnosis code override process for preferred 
atypical antipsychotics increase the use of 
appropriate diagnosis code overrides for 
TennCare members with at least one preferred 
atypical antipsychotic claim over each 
remeasurement year? 

 

 

 



Appendix 4: MLTSS Compliance Measurement Goals  

Table 10.  MLTSS Compliance Measurement Goals 

Metric name/Objective Metric 
Specifications 

Baseline 
performance 

(year)  

Performance 
target (year) 

1. Maintain the percent of CHOICES Group 2 members who 
are offered a choice between institutional services and HCBS 

Member Record 
Review 100% (2021) 100% (2025) 

2. Ensure CHOICES, Employment and Community First 
CHOICES, and Katie Beckett Part A20 members will have a level 
of care determination indicating the need for institutional 
services or being “At-Risk” for institutional placement, as 
applicable, prior to enrollment in CHOICES, Employment and 
Community First CHOICES, or Katie Beckett, as applicable, and 
receipt of Medicaid-reimbursed HCBS.  

MMIS system 
standards21  100% (2021)   100% (2025) 

3. Ensure CHOICES Groups 2 and 3, Employment and 
Community First CHOICES, and Katie Beckett Part A members 
have a PCSP that clearly identifies the member’s needs, 
preferences and timed and measurable goals, along with 
services and supports that are consistent with the member’s 
needs, preferences, and goals. 

Member Record 
Review 99.2% (2021) 100% (2025) 

4. Ensure CHOICES Group 2 and 3, Employment and 
Community First CHOICES, and Katie Beckett Part A members 
have a PCSP that meets requirements specified by the CRA 
and/or in TennCare protocol.  

Member Record 
Review 98.0% (2021) 100% (2025) 

5. Ensure CHOICES Group 2 and 3, Employment and 
Community First CHOICES, and Katie Beckett Part A member 
records document that the member (or their family 
member/authorized representative, as applicable) received 
education/information at least annually regarding how to 
identify and report abuse, neglect and exploitation. 

Member Record 
Review 100% (2021) 100% (2025) 

6. Ensure CHOICES Groups 2 and 3, Employment and 
Community First CHOICES, and Katie Beckett Reportable 
Event records will indicate the incident/event was reported 
within timeframes specified in the CRA. 

Critical Incident 
Audit and the ECF 
CHOICES 
Reportable Events 
Audit22 100% (2021) 100% (2025) 

7. Ensure CHOICES Group 2 and 3, Employment and 
Community First CHOICES, and Katie Beckett Part A member 
records in which HCBS were denied, reduced, suspended, or 
terminated as evidenced in the PCSP as applicable document 
that the member was informed of and afforded the right to 
request a Fair Hearing as determined by the presence of a 
notice of action. 100% remediation of all individual findings is 
expected; compliance percentage at or below 85% requires a 
quality improvement plan. 

Member Record 
Review 100% (2021) 100% (2025) 

 

 
20 The Katie Beckett Part A population was not included in the MRR for 2021, however, it will be included in future years.  
21 As a practical matter, TennCare cannot enroll anyone in the MMIS unless there is a LOC determination in TPAES. This is completed as part of 
the process 100% of the time. 
22 For 2022, there will be one Reportable Event Audit due to the alignment of Critical Incident reporting across all LTSS programs in 2021. 



Appendix 5: EQR Nonduplication 

During the 2022 Annual Quality Survey (AQS), each MCO will be evaluated for deeming based on the NCQA standards for which it received 

accreditation. Elements that score 100% on the applicable NCQA elements will be deemed. Elements will not be partially deemed. Example: 

Availability of Services Element #1, all four NCQA elements (NET 1, MED 3, MED 12, and LTSS 1) should have a score of 100%; e.g., if the MED 3 

score was less than 100% or not reviewed by NCQA, then this element cannot be deemed and all required documentation should be provided.  

 

QP Standard: Availability of Services 

Element 
# 

AQS Tool Element Name CFR Reference(s) 2020 NCQA Element(s) 2021 NCQA Element(s) 

1 Adequate Access for All 
Members 

438.206.b.1 NET 1: Elements A-C 

MED 3: Element A factor 2, B factors 1-2 

MED 12: Element A 

LTSS 1: Element B factor 10, C 

NET 1: Elements A-C 

MED 3: Elements A factor 2, B factors 
1-2 

MED 12: Element A 

LTSS 1: Elements B factor 10, C 

2 Women’s Health Specialists  438.206.b.2 NET 1: Element A 

MED 1: Element A 

NET 1: Element A 

MED 1: Element A 

3 Second Opinion 438.206.b.3 MED 1: Element C MED 1: Element C 

4 Out-of-Network Services  438.206.b.4 MED 1: Element D MED 1: Element D 

5 Out-of-Network Costs  438.206.b.5 MED 1: Element E MED 1: Element E 

6 Credentialing and 
Recredentialing Policy 

438.206.b.6 

438.214.b.2-d.1 

Not Deemable  CR 1: Elements A-B 

CR 2: Element A 

LTSS 1: Element I factors 1-3 

MED 1: Element L 

7 Family Planning 438.206.b.7 NET 1: Element B-C NET 1: Elements B-C 

8 Timely Access 438.206.c.1.i NET 2: Element A-C NET 2: Elements A-C 

9 Hours of Operation and Access 438.206.c.1.ii-.iii MED 1: Element F-G MED 1: Elements F-G 
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QP Standard: Availability of Services 

Element 
# 

AQS Tool Element Name CFR Reference(s) 2020 NCQA Element(s) 2021 NCQA Element(s) 

10 Compliance 438.206.c.1.iv-.vi QI 2: Element A 

CR 5: Element A  

QI 2: Element A 

CR 5: Element A 

11 Cultural Competency 438.206.c.2 MED 12: Element A 

NET 1: Element A 

ME 2: Element B 

MED 12: Element A 

NET 1: Element A 

ME 2: Element B 

MHC 3: Elements A-B 

MHC 4: Element A 

12 Accessibility for Members with 
Disabilities  

438.206.c.3 MED 3: Element A MED 3: Element A 

 

QP Standard: Assurances of Adequate Capacity and Services 

Element 
# 

AQS Tool Element Name CFR Reference(s) 2020 NCQA Element(s) 2021 NCQA Element(s) 

1 Appropriate Range of Services 
and Providers 

438.207.b.1-.2 NET 1: Elements B-C 

MED 1: Element B 

NET 1: Elements B-C 

MED 1: Element B 

 

QP Standard: Coordination and Continuity of Care 

Element 
# 

AQS Tool Element Name CFR Reference(s) 2020 NCQA Element(s) 2021 NCQA Element(s) 

1 Primary Care 438.208.b.1 MED 5: Element A 

NET 1: Element B 

NET 2: Element A 

PHM 5: Elements A, E 

LTSS 1: Element A factor 5, B-I 

MED 5: Element A 

NET 1: Element B 

NET 2: Element A 

PHM 5: Elements A, E 

LTSS 1: Element A factor 5, B-I 

2 Coordination of Services 438.208.b.2-.2.iv Not Deemable MED 5: Element A factors 3-6 
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QP Standard: Coordination and Continuity of Care 

Element 
# 

AQS Tool Element Name CFR Reference(s) 2020 NCQA Element(s) 2021 NCQA Element(s) 

QI 3: Elements A-D 

LTSS 1: Element A factor 5 

LTSS 3: Element A factor 7, B-C 

3 Initial Screening 438.208.b.3 MED 6: Element A MED 6: Element A 

4 Prevent Duplication of Services 438.208.b.4 MED 6: Element B MED 6: Element B 

5 Medical Records 438.208.b.5 MED 5: Element B MED 5: Element B 

6 Protected Health Information 438.208.b.6 MED 5: Elements A-C MED 4: Elements A-C 

7 Comprehensive Assessment 
Mechanisms 

438.208.c.2 LTSS 1: Element A factors 2-3, B-D LTSS 1: Element A factors 2-3, B-D 

8 Treatment and Service Plans 438.208.c.3-.3.v Not Deemable MED 5: Element C 

LTSS 1: Elements E, F, G factor 13, 
and I 

LTSS 3: Element A factor 8 

9 Direct Access to Specialists 438.208.c.4 MED 1: Element A-B MED 1: Elements A-B 

 

QP Standard: Coverage and Authorization of Services 

Element 
# 

AQS Tool Element Name CFR Reference(s) 2020 NCQA Element(s) 2021 NCQA Element(s) 

2 Arbitrary Limitations Prohibited 438.210.a.3.ii MED 9: Element D MED 9: Element E 

3 Service Limitations 438.210.a.4-.4.i UM 1: Element A factors 5-6  

UM 2: Element A 

UM 1: Element A factors 5-6 

UM 2: Element A 

5 Medically Necessary Definition 438.210.a.5-.5.i UM 1: Element A factors 5-6 UM 1: Element A factors 5-6 

8 Processing Authorizations 438.210.b.2-.2.iii UM 2: Element C 

UM 7: Element A, D 

UM 2: Element C 

UM 7: Elements A, D 
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QP Standard: Coverage and Authorization of Services 

Element 
# 

AQS Tool Element Name CFR Reference(s) 2020 NCQA Element(s) 2021 NCQA Element(s) 

LTSS 1: Element A factor 2 LTSS 1: Element A factor 2 

9 Appropriate Expertise  438.210.b.3 UM 4: Element A-D, F 

MED 9: Element B 

UM 4: Element A-D, F 

MED 9: Element C 

10  Notice of Adverse Benefit 
Determination 

438.210.c UM 7: Element B, E UM 7: Element B, E 

18 Emergency Service Limitations 438.114.d-.d.1.ii MED 9: Element C  MED 9: Element D 

19 Subsequent Treatment 438.114.d.2 MED 9: Element C MED 9: Element D 

20 Transfer or Discharge 438.114.d.3 MED 9: Element C  MED 9: Element D 

24  Language and Format 438.10.d.1-.d.6.iii MED 12: Elements C-H 

ME 7: Element A factor 5, B factor 5 

ME 2: Element A factor 5, B 

UM 3: Element A factors 4-5 

MED 13: Element B-C 

NET 6: Element L 

NET 1: Element A 

ME 3: Element C 

MED 12: Element C-G 

ME 3: Element C 

26 Provider Termination 438.10.f.1 MED 1: Element H 

NET 5: Element A 

MED 1: Element H 

NET 5: Element A 

 

QP Standard: Provider Selection 

Element 
# 

AQS Tool Element Name CFR Reference(s) 2020 NCQA Element(s) 2021 NCQA Element(s) 

1 Credentialing and 
Recredentialing Process 

438.214.b.2 CR 1: Element A-B 

CR 2: Element A 

LTSS 1: Element I 

CR 1: Element A-B 

CR 2: Element A 

LTSS 1: Element I factors 1-3 
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2 Provider Selection P&Ps 438.214.c CR 1: Element A factor 6 CR 1: Element A factor 6 

3 Excluded Providers 438.214.d.1 Not Deemable MED 1: Element L 

 

QP Standard: Confidentiality 

Element 
# 

AQS Tool Element Name CFR Reference(s) 2020 NCQA Element(s) 2021 NCQA Element(s) 

1 Written P&Ps 438.224 MED 4: Element A-C MED 4: Elements A-C  

MHC 1: Element C factors 1-3 

 

QP Standard: Grievance and Appeal Systems 

Element 
# 

AQS Tool Element Name CFR Reference(s) 2020 NCQA Element(s) 2021 NCQA Element(s) 

1 System in Place 438.402.a MED 10: Element A-B 

ME 7: Element A-B 

UM 5: Element D  

UM 8: Element A factor 10 

ME 2: Element A factor 15 

MED 10: Elements A-B 

ME 7: Elements A-B 

UM 5: Element D 

UM 8: Element A factor 10 

ME 2: Element A factor 15 

2 One Level 438.402.b UM 8: Element A factor 10 

ME 2: Element A factor 15 

 

UM 8: Element A factor 10 

ME 2: Element A factor 15 

3 State Fair Hearing (SFH) 438.402.c-.c.1.i MED 10: Element A factor 4, B factor 4 

UM 8: Element A factor 14 

ME 2: Element A factor 15 

MED 10: Element A factor 5, B 
factor 4 

UM 8: Element A factor 14 

ME 2: Element A factor 15 

4 Provider Assistance 438.402.c.1.ii UM 8: Element A factor 14 UM 8: Element A factor 14 

5 Timeframe to Request Appeal 438.402.c.2-.2.ii MED 10: Element A 

UM 8: Element A 

MED 10: Element A 

UM 8: Element A 
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QP Standard: Grievance and Appeal Systems 

Element 
# 

AQS Tool Element Name CFR Reference(s) 2020 NCQA Element(s) 2021 NCQA Element(s) 

6 Methods 438.402.c.3-.3.ii MED 10: Element A factor 4 MED 10: Element A factor 5 

7 Availability of Notices 438.404.a UM 5 

UM 7 

MED 9 

UM 5 

UM 7 

MED 9 

8 ABDN Inclusions 438.404.b.1-.6 UM 7: Element B-C 

MED 9: Element A 

UM 7: Element B, C, E, F 

MED 9: Element B 

9 ABDN Mailing 438.404.c.1 Not Deemable MED 9: Element A  

10 Denial of Payment 438.404.c.2 UM 5: Element A factor 5, B 

UM 8: Element A factor 7 

UM 9: Element B factor 1 

UM 5: Element A factor 5, B 

UM 8: Element A factor 7 

12 Reasonable Assistance 438.406.a Not Deemable UM 3: Element A factors 1-5 

MED 10: Element A factors 4 & 
10 

13 Acknowledge Receipt 438.406.b-.b.1 MED 10: Element A factor 1 MED 10: Element A factor 1 

14 Reviewer Requirements 438.406.b, b.2-b.2.iii UM 8: Element A factors 2-6 

UM 9: Element A factors 1-2 

MED 10: Element A factor 2 

UM 8: Element A factors 2-6 

UM 9: Element A factors 1-2 

MED 10: Element A factor 3 

15 Oral Inquiries 438.406.b.3 MED 10: Element A factor 4 

ME 7: Element B factors 1-5 

UM 8: Element A factors 4, 9, &12 

MED 10: Element A factors 2 & 5 

ME 7: Element B factors 1-5 

UM 8: Element A factors 4, 9, & 
12 

16 Opportunity to Make an 
Argument 

438.406.b.4 UM 8: Element A factor 4 UM 8: Element A factor 4 

17 Member Information Provided 438.406.b.5 UM 8: Element A factor 4 & 12 UM 8: Element A factors 4 & 12 

18 Parties to the Appeal 438.406.b.6-.6.ii UM 7: Element C factor 2 & F factor 2 

UM 8: Element A factor 14 

UM 7: Element C factor 2 & F 
factor 2 
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QP Standard: Grievance and Appeal Systems 

Element 
# 

AQS Tool Element Name CFR Reference(s) 2020 NCQA Element(s) 2021 NCQA Element(s) 

UM 8: Element A factor 14 

20 Standard Grievance Resolutions 438.408.b.1 MED 10: Element A factor 4 MED 10: Element A factor 5 

21 Standard Appeal Resolutions 438.408.b.2 UM 8: Element A factors 7-8 

UM 9: Element B factors 1-2 

UM 8: Element A factors 7-8 

UM 9: Element B factors 1-2 

22 Expedited Appeal Resolutions 438.408.b.3 UM 8: Element A factor 9 

UM 9: Element B factor 3 

UM 8: Element A factor 9 

UM 9: Element B factor 3 

23 Timeframe Extensions 438.408.c.1-.1.ii MED 10: Element A 

UM 8: Element A 

UM 9: Element B 

MED 10: Element A 

UM 8: Element A 

UM 9: Element B 

24 Requirements Following 
Extension 

438.408.c.2-.2.ii MED 10: Element A 

UM 8: Element A 

UM 9: Element B 

MED 10: Element A 

UM 8: Element A 

UM 9: Element B 

25 Format of Resolutions 438.408.d.2-.2.ii MED 10: Element A factor 5 

MED 12: Element F factors 1-4 

ME 7: Element B factor 3 

UM 8: Element A factor 9 

UM 9: Element D factors 1-6 

MED 10: Element A factor 6 

MED 12: Element F factors 1-4 

ME 7: Element B factor 3 

UM 8: Element A factor 9 

UM 9: Element D factors 1-6 

26 Results and Date 438.408.e.1 UM 9: Element D factor 1 UM 9: Element D factor 1 

27 Additional Resolution Contents 438.408.e.2-.2.iii UM 8: Element A factor 16 

ME 2: Element A factor 15 

MED 9: Element A factors 1 & 4 

UM 8: Element A factor 16 

ME 2: Element A factor 15 

MED 9: Element B factors 1 & 4 

28 Expedited Review Process 438.410.a UM 8: Element A factor 9 UM 8: Element A factor 9 

29 Punitive Action Prohibited 438.410.b Not Deemable MED 10: Element A factor 7 

30 Expedited Resolution Denials 438.410.c-.c.2 MED 10: Element A factor 6 

UM 8: Element A factors 7-9 

MED 10: Element A factor 8 

UM 8: Element A factors 7-9 
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QP Standard: Grievance and Appeal Systems 

Element 
# 

AQS Tool Element Name CFR Reference(s) 2020 NCQA Element(s) 2021 NCQA Element(s) 

31 Information for Providers and 
Subcontractors 

438.414 MED 10: Element B factors 1-5 MED 10: Element B factors 1-5 

32 Ongoing Monitoring 438.416.a MED 10: Element C factors 1-8 

UM 9: Element A factors 1-3 

MED 10: Element C factors 1-8 

UM 9: Element A factors 1-3 

33 Records Requirements 438.416.b-.b.6 MED 10: Element C factors 1-8 MED 10: Element C factors 1-8 

35 Continuous Benefits 
Requirements 

438.420.b-.b.5 MED 11: Element B factors 1-5 MED 11: Element B factors 1-5 

36 Termination of Benefits 438.420.c-.c.3 MED 11: Element C factors 1-3 MED 11: Element C factors 1-3 

37 Cost Recovery 438.420.d MED 11: Element B-C MED 11: Elements B-C 

38 Services Not Furnished During 
Pending Appeal 

438.424.a MED 10: Element D factor 1 MED 10: Element D factor 1 

39 Services Furnished During 
Pending Appeal 

438.424.b MED 10: Element D factor 2 MED 10: Element D factor 2 

 

QP Standard: Subcontractual Relationships and Delegation 

Element 
# 

AQS Tool Element Name CFR Reference(s) 2020 NCQA Element(s) 2021 NCQA Element(s) 

1 Delegated Activities 438.230.a-.c.1.i CR 8, ME 8, UM 13 

QI 5: Element B 

CR 8, ME 8, UM 13  

QI 5: Element B 

2 Remedies for Unsatisfactory 
Performance 

438.230.c-.c.1, 
.c.1.ii-.iii 

CR 8, ME 8, UM 13 

QI 5: Elements A-B 

CR 8, ME 8, UM 13 

QI 5: Elements A-B 

QP Standard: Health Information Systems 

Element 
# 

AQS Tool Element Name CFR Reference(s) 2020 NCQA Element(s) 2021 NCQA Element(s) 
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1 System Requirements 438.242.a MCO’s ability to submit NCQA’s IDSS 
files 

MCO’s ability to submit NCQA’s IDSS 
files 

2 Data Collection 438.242.b, .b.2 MCO’s ability to submit NCQA’s IDSS 
files 

MCO’s ability to submit NCQA’s IDSS 
files 

3 Data Accuracy and 
Completeness 

438.242.b, .b.3-.3.iii HEDIS Compliance Audit encompasses 
these requirements. 

HEDIS Compliance Audit 
encompasses these requirements. 

4 Data Availability 438.242.b, .b.4 MCO’s ability to submit NCQA’s IDSS 
files 

MCO’s ability to submit NCQA’s IDSS 
files 

 

QP Standard: Quality Assessment and Performance Improvement (QAPI) Program 

Element 
# 

AQS Tool Element Name CFR Reference(s) 2020 NCQA Element(s) 2021 NCQA Element(s) 

1 Program in Place 438.330.a.1 QI 1: Element A factors 1-6, B factors 1-5 QI 1: Element A factors 1-6, B factors 
1-5 

3 Under-/Over-Utilization 438.330.b, .b.3-.4 MED 7: Element A factors 1-4 MED 7: Element A factors 1-4 

4 LTSS Requirements 438.330.b, .b.5-.5.ii MED 7: Element A factor 3 

LTSS 1: Element H factors 1-5 

LTSS 2: Element A factors 1-2, E factors 
2 & 4 

MED 7: Element A factor 3 

LTSS 1: Element H factors 1-5 

LTSS 2: Element A factors 1-2,  E 
factors 2 & 4 

 



Appendix 6: Tennessee Directed Payment Programs 

Table 11. 438.6(c) Directed Payment Programs Overview  

 Directed Payment 
Description 

Payment Type Quality Strategy Goals Quality Strategy Objectives  

1 Fee Schedules (“Sweeper”) Fee Schedule Goal 3: Integrate patient-
centered, holistic care 
including non-medical risk 
factors into population health 
coordination for all members 

Objective(s):    
3.3-3.5 Ensure CHOICES, ECF 
CHOICES, and Katie Beckett 
members receive holistic care 
 
4.1-4.3 Maintain or improve 
quality of life for CHOICES, 
ECF CHOICES and Katie 
Beckett members 
 
6.1 Ensure all members can 
access care according to time 
and distance standards 
 

Goal 4: Improve positive 
outcomes for members with 
LTSS needs 

Goal 6: Maintain robust 
member access to health care 
services 

2 Hospital Uniform 
Percentage Increase 

Fee Schedule Goal 2: Increase use of 
preventive care services for all 
members to reduce risk of 
chronic health conditions 
 

Objective(s):    
2.8 Reduce rate of hospital 
readmissions 

 

3 Hospital Rate Variation Fee Schedule Goal 2: Increase use of 
preventive care services for all 
members to reduce risk of 
chronic health conditions 
 

Objective(s):   
2.7 Decrease emergency 
department utilization for 
children  
 
2.8 Reduce rate of hospital 
readmissions 
  

 

4 Emergency Medical Services 
(ground ambulance) 

Uniform Dollar Increase 

Fee Schedule  Goal 6: Maintain robust 
member access to health care 
services 

Objective(s):   
6.2 Ensure adult members 
can access care, tests, or 
treatments timely 
 
6.3 Ensure child members can 
access care, tests, or 
treatments timely 
 

5 Patient Centered Medical 
Homes (PCMH) 

Value-Based 
Purchasing 

Goal 1: Improve the health and 
wellness of new mothers and 
infants  
 
Goal 2: Increase use of 
preventive care services for all 
members to reduce risk of 
chronic health conditions 
 

Objective(s): 
1.3 Increase the use of well-
child visits in the first 30 
months 
 
2.1 Increase child and 
adolescent well care visits 
2.3 Increase child 
immunizations 
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Goal 7: Maintain financial 
stewardship through 
increasing value-based 
payments and cost-effective 
care 

2.4 Improve high blood 
pressure control in adults 
 
7.1 Maintain the percentage 
of TennCare members 
attributed to PCMH 
organizations 
 

6 Academic Affiliated 
Physicians’ Upper Payment 

Limit (UPL) 

Fee Schedule & 
Value-Based 
Purchasing 

Goal 1: Improve the health and 
wellness of new mothers and 
infants 

Objective(s) 
1.1 Increase the use of 
prenatal services 
 
1.2 Increase the use of 
postpartum services 
 
2.3 Increase child 
immunizations 
 
2.8 Reduce the rate of 
hospital readmissions 

Goal 2: Increase use of 
preventive care services for all 
members to reduce risk of 
chronic health conditions 
 
 

7 Tennessee Health Link (THL) Value-Based 
Purchasing 

Goal 5: Provide additional 
support and follow-up for 
patients with behavioral health 
care needs 
 

Objective(s): 
5.1 Improve follow-up after 
hospitalization for mental 
illness in adults 
 
5.2 Improve follow-up after 
hospitalization for mental 
illness in children 
 
7.3 Increase the number of 
TennCare members who are 
active in the Tennessee 
Health Link program 
 

Goal 7: Maintain financial 
stewardship through 
increasing value-based 
payments and cost-effective 
care 

8 Emergency Medical Services 
(ground ambulance) 

Minimum Fee Schedule 
 
 

Fee Schedule  
(State Plan 

Amendment) 

Goal 6: Maintain robust 
member access to health care 
services 

Objective(s): 
6.2 Ensure adult members 
can access care, tests, or 
treatments timely 
 
6.3 Ensure child members can 
access care, tests, or 
treatments timely 
 

9 Home & Community Based 
Services (HCBS) Workforce 

Development Incentives 

Value-Based 
Purchasing 

Goal 3: Increase LTSS Member 
Satisfaction 
 
Goal 4: Improve positive 
outcomes for members with 
LTSS needs 
 

Objective(s):  
3.3-3.5 Ensure CHOICES, ECF 
CHOICES, and Katie Beckett 
members receive holistic care  
 
4.1-4.3 Maintain or improve 
quality of life for CHOICES, 
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Goal 7: Maintain financial 
stewardship through 
increasing value-based 
payments and cost-effective 
care 

ECF CHOICES and Katie 
Beckett members 

 



 
 
 
 
 
 
 
Attachment M:  
Report on Claiming DSIPs for DY 1 of the TennCare III 
Waiver 



Report on Claiming DSIPs for DY 1 of the TennCare III Waiver 

 

Under the TennCare III Section 1115 waiver, Tennessee is allowed to claim additional federal funds 
through the Designated State Investment Program (DSIP), as described in STC 32 of the waiver.  STC 32 
specifies that an annual monitoring report will detail the specifics on TennCare’s shared savings 
expenditures and the related quality metrics.  This report identifies the DSIP claiming that is applicable for 
DY1 of the TennCare III waiver. 

Allowable Expenses for DSIPs 

According to STC 32, allowable expenses include: 

• Medicaid services for non-Medicaid eligible people 
• Non-Medicaid services for Medicaid eligible people 
• Medicaid provider stabilization payments for current Medicaid services for people at-risk for 

Medicaid if services are not received. 

Additionally, Attachment O of the waiver includes a list of categories that CMS has approved as eligible 
for claiming as allowable expenses.  Those categories are listed below.  

State Agency Program 
Department of Health Community and Faith-Based Clinics 
Department of Mental Health and Substance 
Abuse Services 

Behavioral Health Safety Net 

Department of Intellectual and Developmental 
Disabilities 

SafetyNet – ID/DD Services 

Department of Education K-12 Nurses 
Department of Education K-12 Psychologists 
Department of Education K-12 Social Workers 
Department of Education At-Risk Student Services 
Division of TennCare CoverRX Prescription Medication Support 

 

The state confirms that all expenses reported on the DSIP line of CMS-64 for DY1 are in compliance with 
the requirements listed above. 

Non-Allowable Expenses for DSIPs 

According to STC 32, non-allowable expenses include: 

• Capital investments 
• Expenditures that are not health related 
• Any other expenditure that is otherwise prohibited by statute or regulation 

Additionally, Tennessee is not allowed to claim DSIPs on expenditures that are already drawing federal 
financial participation. 



The state confirms that all expenses reported on the DSIP line of the CMS-64 for DY1 are in compliance 
with the requirements listed above. 

Documentation of DSIP Expenditures 

Upon reporting the DSIP expenditures on the CMS-64 at the end of calendar year 2023 Q1, TennCare will 
provide to CMS detailed, auditable data justifying all the expenditures claimed on the DSIP line.  The 
majority of this information comes from Edison, which is the state of Tennessee’s accounting system and 
the official system of record for all Tennessee governmental expenditures.  This data will be provided to 
Tennessee’s designated Financial Management Specialist, Joshua Portz.  TennCare will also provide this 
information to any other office within CMS upon request. 

Progress on Shared Savings Metric Set 

The shared savings metrics set consists of 10 measures specified in the demonstration’s Shared Savings 
Quality Measures Protocol.  (See Attachment P of the TennCare demonstration.)  The shared savings 
metric set includes measures applicable to all demonstration populations (including measures from the 
Medicaid Adult, Child, and Maternity Core Sets), measures relevant to both medical/surgical and 
behavioral health conditions, and measures related to both preventive and acute care. 

Table # illustrates the state’s progress to date on the metrics that comprise the shared savings metric set 
from the baseline year (2019). 

Table #.  TennCare III Shared Savings Metric Set 

Measure MY 2019 
(baseline) MY 20201 Difference 

(MY 2020 – MY 2019) 

Significant 
Change? 
(Y/N) 

Adult Core Measures 
Controlling High Blood Pressure (CBP) 64.33% 62.67% -1.66% N 
Follow-Up After Hospitalization for 
Mental Illness Ages 18-64, 30-Day (FUH) 55.42% 58.17% +2.75% N 

Use of Pharmacotherapy for OUD, Total 
Rate (OUD) 32.40% 47.98% +15.58% Y 

Child Core Measures 
Follow-Up After Hospitalization for 
Mental Illness Ages 6-17, 30-Day (FUH) 73.11% 72.82% -0.29% N 

Childhood Immunization Status, Combo 
10 (CIS) 35.66% 34.64% -1.02% N 

Child and Adolescent Well-Care Visits, 
Total Rate (WCV) 57.65% 51.18% -6.47% N2 

Maternity Core Measures 
Timeliness of Prenatal Care (PPC) 83.68% 81.92% -1.76% N 
Postpartum Care (PPC) 70.20% 72.67% +2.47% N 
Well-Child Visits in the First 30 Months of 
Life, First 15 Months (W30) 59.83% 53.55% -6.28% N 

 
1 Performance data for Measurement Year 2020 were the most currently available performance data at the end of 
Demonstration Year 1. 
2 Due to the COVID-19 public health emergency in effect during this measurement period, the state is requesting a 
performance adjustment relative to this measure.  



Long-Term Services and Supports 
HCBS Rebalancing 90.1% 91.2% +1.1% N 

 

According to the Effect Size Change Methodology specified in STC 32, one measure showed significant 
improvement (Use of Pharmacotherapy for OUD) and one measure showed significant decline (Child and 
Adolescent Well-Care Visits) when compared to the baseline year.  Based on these outcomes (i.e., 
significant improvement in one measure), the quality performance adjustment for Demonstration Year 1 
for purposes of calculating shared savings is 0.46. 

Performance Adjustment 

In the event of a public health emergency during a performance measurement period, the 
demonstration’s STCs permit the state to request an adjustment to the performance expectation for 
achieving shared savings.  Calendar Year 2020 marked the first year of the COVID-19 pandemic, with the 
Secretary declaring that a public health emergency existed nationwide beginning January 27, 2020. 

The COVID-19 public health emergency had a significant and well-documented impact on utilization of 
health care services among Medicaid beneficiaries, with resulting impacts on many of the measures 
contained in the shared savings metric set.  Although it is likely that multiple measures from the shared 
savings metric set were impacted by the COVID-19 public health emergency during this measurement 
period, the state is requesting a performance adjustment for the Child and Adolescent Well-Care Visits 
(WCV) measure.  Unlike the other measures that comprise the shared savings metric set, the Child and 
Adolescent Well-Care Visits (WCV) measure is a new measure that was introduced during the COVID-19 
public health emergency.  The timing of the measure’s introduction, and the lack of a history of 
longitudinal data with which to contextualize fluctuations in the measure over time, creates a particular 
uncertainty with regard to this measure and the appropriateness of the related performance expectation. 

Although there is no national historical data within which to contextualize performance for the WCV 
measure, national EPSDT screening and participation rate data from the same time period indicate a 
general decline in utilization of services among children and adolescents enrolled in Medicaid, indicating 
that declines in utilization of EPSDT services was not unique to Tennessee.  Nationally, EPSDT screening 
rates declined from 79 percent in FFY 2019 to 68 percent in FFY 2020 (a decline of 9 percentage points), 
and the national EPSDT participation rate declined from 60 percent to 52 percent for the same time period 
(a decline of 8 percentage points). 

Given this, the state believes it is reasonable to attribute at least a portion of the decline in the rate of 
child and adolescent well-care visits during the performance period to the effects of the COVID-19 public 
health emergency.  Therefore, the state requests a reasonable performance adjustment of no less than 5 
percentage points be applied to this metric for this year.   

Calculation of Shared Savings 

According to the TennCare III waiver, the calculation of shared savings uses the following formula: 



State 
Shared 
Savings 
Amount  

=  (  
DY 
Aggrega
te 
Budget 
Neutrali
ty Cap  

–  DY 
Aggrega
te 
Demons
tration 
Expendi
tures  

)  X  Quality 
Perform
ance 
Adjustm
ent  

 

Following the above formula, the state shared savings amount for DY1 is $872,681,626.  The data for the 
aggregate budget neutrality cap and aggregate demonstration expenditures comes from the most recent 
budget neutrality report filed with CMS in March 2023.  TennCare’s base eligibility percentage of shared 
savings is 45%.  Based on the quality metrics above, that base percentage is being adjusted to 46%. 

$872,681,626 = ($10,509,435,387 - $8,612,301,417) X 0.46 

The total of eligible DSIPs in DY1 is less than the amount of shared savings.  Therefore, TennCare is claiming 
the total amount of eligible DSIPs. 

Spending of Shared Savings 

Per STC 32, TennCare is required to describe how the shared savings are used in each year.  Below is a 
description of the state investments.  In aggregate, Tennessee spent $457,149,051 on the below 
programs.  Because this amount is lower than the total eligible shared savings claim, this is the amount 
Tennessee is claiming. 

Tennessee has spent a total of $15,023,051 on a safety net program specifically designed for individuals 
with intellectual and developmental disabilities.  This safety net program is administered through the 
state’s Department of Intellectual and Developmental Disabilities.  The services provided fall into three 
broad categories: community/family support services, assistive technology services, and residential 
treatment services.  Community/family support services are targeted to qualifying persons with 
intellectual and developmental disabilities and include therapy, adult day care, supported employment, 
and other community-based support services.  Assistive technology services are targeted to qualifying 
persons with intellectual and developmental disabilities and include custom positioning and transport 
equipment including wheelchairs.  Residential treatment services are provided to qualifying persons with 
intellectual and developmental disabilities and include behavior stabilization services and highly 
structured ICF services in a residential setting.  These services have a direct impact on the health and well-
being of qualifying persons with intellectual and developmental disabilities. 

Tennessee has spent a total of $26,617,276 on a safety net program specifically designed for behavioral 
health needs.  This safety net program is administered through the state’s Department of Mental Health 
and Substance Abuse Services.  These outpatient services fall into three major categories: behavioral 
health services, substance abuse services, and children’s behavior services.  Behavioral health safety net 
services are targeted to qualifying low-income Tennesseans with severe mental illness.  Substance abuse 
services are targeted to qualifying low-income Tennesseans with Substance Use Disorder (SUD).  
Children’s behavior services are targeted to qualifying low-income Tennesseans whose children are 
exhibiting disruptive behaviors that are sufficiently severe as to put the child at risk of being removed 
from the home and placed in custody.  



Tennessee has spent a total of $19,146,665 on a safety net program specifically designed for the physical 
needs of low-income Tennesseans.  This safety net program is administered through the state’s 
Department of Health.  This program provides safety net health care services provided through a network 
of designated community and faith-based clinics.  These outpatient services have a direct impact on the 
health and well-being of low-income uninsured Tennesseans. 

Tennessee has spent a total of $309,532,051 on health services for at-risk students.  This at-risk program 
is administered through the state’s Department of Education.  This program represents investments for 
services for students in the state’s K-12 public schools who are identified as being at-risk.  At-risk students 
are defined as those students meeting direct certification eligibility guidelines pursuant to 42 U.S.C. §§ 
1751-1769.  This includes children participating in SNAP, TANF and FDPIR.  

Tennessee has spent a total of $81,805,366 on direct health services for students in Tennessee.  This 
health program is administered through the state’s Department of Education.  This program enhances 
access by providing fundings for a variety of provider types for the state’s students in K-12 settings.  A 
total of $23,247,158 has been spent on nurses.  A total of $26,195,995 has been spent on psychologists.  
A total of $32,362,213 has been spent on social workers. 

Tennessee has spent a total of $5,024,642 on a safety net program specifically designed for 
pharmaceutical needs.  This safety net program is administered through the Division of TennCare.  This 
program, called CoverRX, provides access to covered prescriptions for low-income Tennesseans who are 
not otherwise able to adequately access needed pharmaceuticals. 


	Key Dates of the Demonstration Quarter
	Progress Towards Milestones
	The TennCare III demonstration continues a number of program components from the prior iteration of the TennCare demonstration that are already in operation.  In addition, TennCare III includes some new programmatic flexibilities and authorities.  In ...
	 Submission of the Shared Savings Quality Measures Protocol on March 8, 2021 (approved by CMS on December 27, 2022);
	 Submission of the draft Implementation Plan on April 8, 2021, and the revised Implementation Plan on August 16, 2021;
	 Submission of the Demonstration Monitoring Protocol on June 7, 2021;
	 Submission of the DSIP Claiming Protocol on June 30, 2021 (approved by CMS on December 27, 2022); and
	 Submission of the draft Evaluation Design on July 7, 2021, and the revised Evaluation Design on September 9, 2022.
	The state has not yet implemented certain flexibilities authorized under the TennCare demonstration.  For instance, the state has not implemented any new policies related to suspension of members convicted of TennCare fraud.  The state will work close...
	Additional Program Developments During Demonstration Year 2
	During DY 2, the state pursued approval for a number of significant program enhancements and priorities identified by CMS, including the following:
	Policy or Administrative Difficulties in Operating the Demonstration

	There were no significant administrative difficulties in operating the demonstration during DY 2.  The state continued to await CMS approval of each of the four demonstration amendments described above.
	Key Challenges During DY 2
	Key Achievements During DY 2

	Increasing Enrollment for Persons with Intellectual and Developmental Disabilities.  During DY 2, the state made significant progress in expanding enrollment for persons with intellectual and developmental disabilities by increasing the number of slot...
	Re-Opening of CHOICES At Risk Demonstration Group.  One change to the TennCare program contained in the budget passed by the Tennessee General Assembly for State Fiscal Year 2022 entails re-opening enrollment in a demonstration population within the C...
	Under the terms of the TennCare demonstration, CHOICES Group 3 is open to individuals who are eligible for Medicaid as SSI recipients and to non-Medicaid-eligible individuals who qualify in the CHOICES At Risk Demonstration Group.  The CHOICES At Risk...
	The State’s program contains three parts:
	 Katie Beckett (Part A) – Children with the most severe needs receive the full TennCare benefits package, as well as essential wraparound home and community based services.  These individuals are subject to monthly premiums, which are determined on a...
	 Medicaid Diversion (Part B) – Individuals in this group receive a specified package of essential wraparound services and supports, including premium assistance.  These services are intended to prevent or delay the need for traditional Medicaid suppo...
	 Continued Eligibility (Part C) – Children in this group are enrolled in TennCare, have been determined no longer to meet the eligibility requirements for a Medicaid category, meet the criteria for enrollment in Katie Beckett (Part A), but do not hav...
	The new Katie Beckett/Medicaid Diversion program began accepting self-referral forms from interested families on November 23, 2020.  The program continued to grow throughout DY 2.  As of the last day of the demonstration year, a total of 2,175 childre...
	Issues or Complaints Identified by Beneficiaries

	Grievances.  Details of grievances received and resolved by TennCare’s managed care contractors (MCOs, DBM, and PBM) during DY 2 are included as Attachment B to this Annual Monitoring Report.  Each time an enrollee contacted the state or a managed car...
	Audits, Investigations, or Lawsuits that Impact the Demonstration

	During DY 2, two audits related to the Division of TennCare were conducted by external agencies: a Single Audit conducted by the Tennessee Comptroller of the Treasury for the period of July 1, 2021, through June 30, 2022, and a safeguard review perfor...
	Single Audit by the Tennessee Comptroller of the Treasury
	Each year, a Single Audit for the State of Tennessee is conducted by the Tennessee Comptroller of the Treasury.  The scope of the audit is broad, encompassing “the financial statements of the governmental activities, the business-type activities, the ...
	Safeguard Review by the Internal Revenue Service (IRS)
	In July 2022, the IRS issued a Safeguard Review Report summarizing the findings of a safeguard review of TennCare that had been conducted in May and June 2022.  As noted in the report, the purpose of a safeguard review is to evaluate the methods used ...
	 Maintaining a System of Standardized Records;
	 Maintaining a Secure Place for Storage;
	 Restricting Access to Authorized Individuals and have a Need-to-Know;
	 Employee Awareness and Internal Inspections;
	 Submission of Required Safeguard Reports;
	 Disposing of Federal Tax Information;
	 Need and Use of Federal Tax Return Information; and
	 Computer Systems Security.
	The bulk of the Safeguard Review Report’s findings fell within the categories of “Maintaining a Secure Place for Storage,” “Restricting Access to Authorized Individuals and have a Need-to-Know,” and “Computer Systems Security.”  In four of the categor...
	During DY 2, the Division of TennCare was also involved in several lawsuits.  Details of these suits are as follows:
	Dyersburg Family Walk-In Clinic, Inc. v. Tennessee Department of Finance and Administration, et al. Lawsuit.  On December 22, 2020, Dyersburg Family Walk-In Clinic, Inc., which does business under the registered assumed name Reelfoot Family Walk-In Cl...
	EMCF v. TennCare Lawsuit.  In September 2018, Emergency Medical Care Facilities, P.C., filed a complaint for declaratory judgment and injunctive relief against the Division of TennCare in Davidson County Chancery Court.  The suit relates to a $50 cap ...
	Erlanger Health System v. TennCare Lawsuit.  This declaratory order action was commenced against the state regarding the applicability and validity of two TennCare rules that set the reimbursement rates for emergency services provided to TennCare enro...
	M.A.C., et al. v. Smith Lawsuit.  On July 2, 2021, five TennCare members filed a federal lawsuit against TennCare alleging that the Home- and Community-Based Services they received through the State’s 1915(c) waiver programs were not being fully staff...
	McCutchen et al. v. Becerra Lawsuit.  On May 20, 2021, the state of Tennessee filed a motion to intervene in the federal lawsuit challenging CMS’s approval of the TennCare III demonstration.  This lawsuit was filed by the Tennessee Justice Center (TJC...
	Rhythm Health Tennessee, Inc. v. State Protest Committee, et al. Lawsuit.  On September 12, 2022, Rhythm Health Tennessee, Inc., filed a Petition for Writ of Certiorari in the Davidson County Chancery Court against several parties, including TennCare,...
	Unusual or Unanticipated Trends
	Legislative Updates

	The Tennessee General Assembly passed a number of pieces of legislation with implications for the TennCare program during DY 2.  Most significantly, the General Assembly appropriated funding for such agency priorities as providing pregnant women enrol...
	Public Forums
	Enrollment and Member Month Data

	The majority of TennCare’s enrollment consists of Type 1 EG3 children and Type 1 EG4 adults, with nearly 82 percent of TennCare enrollees appearing in one of these categories.  The number of individuals enrolled in TennCare increased by 4.3 percent fr...
	Information and Data about the CHOICES Program

	CHOICES is TennCare’s program of managed long-term services and supports for individuals who are elderly and/or have physical disabilities.  Implemented in 2010, CHOICES offers nursing facility services (CHOICES 1) and home- and community-based servic...
	Information and Data about the Employment and Community First CHOICES Program
	Information and Data about the Katie Beckett, Medicaid Diversion, and Continued Eligibility Groups

	Data and trends of the designated Katie Beckett/Medicaid Diversion data elements:  STC 53.d. requires the state to provide CMS periodic statistical reports about the Katie Beckett and Medicaid Diversion groups.  The state anticipates submitting baseli...
	Steps Taken to Ensure Compliance with Regulations Governing HCBS Settings

	The state’s Transition Plan—delineating the state’s process for assuring compliance with the HCBS settings rule—has been fully implemented.  The state submitted its final Statewide Transition Plan Quarterly Status Report to CMS on April 11, 2019, affi...
	Beginning in March 2020, certain aspects of compliance with the HCBS Settings Rule have been affected by stay-at-home orders and social distancing expectations resulting from the COVID-19 public health emergency.  On April 30, 2020, an emergency amend...
	A more comprehensive description of the steps taken to ensure compliance with the regulations governing HCBS settings is included as Attachment H to this Annual Monitoring Report.
	Health and Welfare of HCBS Recipients

	The State’s system for assuring the health and welfare of TennCare members receiving HCBS is outlined in Attachment I to this Annual Monitoring Report.
	Progress Toward Goals and Targets in the Monitoring Protocol
	Impact of the Demonstration in Providing Insurance Coverage

	BESMART Program.  The buprenorphine-enhanced supportive medication-assisted recovery and treatment (or “BESMART”) program is a core component of the state’s strategy to address the opioid epidemic in Tennessee.  The BESMART program is a network of hig...
	The BESMART Program officially launched on January 1, 2019, and has continued to grow and serve more Tennesseans.  As of March 2019, there were approximately 100 high-quality BESMART providers contracted with TennCare MCOs to treat 2,000 members.  By ...
	The focus that TennCare has placed on combatting the opioid epidemic through treatment and other major prevention efforts has also shown tremendous success in reducing the number of newborns with neonatal abstinence syndrome (NAS), or signs and sympto...
	Beneficiary Survey
	Progress on Shared Savings Metric Set

	Attachment D.pdf
	Attachment D
	Attachment D Contents
	SUBJECT           PAGE
	SCOPE                   5
	ACRONYMS

	A.  Maintaining a System of Standardized Records
	B.  Maintaining a Secure Place for Storage
	C.  Restricting Access to Authorized Individuals and have a Need-to-Know
	D.  Employee Awareness and Internal Inspections
	E.  Submission of Required Safeguard Reports
	F.  Disposing of Federal Tax Information
	G.  Need and Use of Federal Tax Return Information
	H.  Computer Systems Security
	MANAGEMENT OPERATIONAL AND TECHNICAL (MOT) FINDINGS
	TECHNOLOGY SPECIFIC FINDINGS


	Attachment F.pdf
	An additional 300 Reserve Capacity slots were added effective July 1, 2021, for a total of up to 1,600 Reserve Capacity slots across all ECF CHOICES groups.  An additional 2,000 Reserve Capacity slots were added effective September 22, 2021, to ECF CH...
	Individuals in emergent circumstances as defined in TennCare rule
	Individuals with multiple complex health conditions as defined in TennCare rule
	Individuals with significant medical or behavioral needs who require such supports to sustain current family living arrangements
	Individuals requiring planned transition to community living due to the caregiver’s poor and declining health
	Reserve capacity groups related to ECF CHOICES Groups 7 and 8
	Reserve capacity slots funded through Tennessee’s Initial HCBS Spending Plan and Narrative pursuant to Section 9817 of the ARP

	Attachment J.pdf
	Attachment J
	Attachment J Contents
	List of Tables
	List of Figures
	Acknowledgements, Acronyms, and Initialisms0F
	Executive Summary
	Background
	HEDIS Measures—Domains of Care
	Effectiveness of Care Measures
	Prevention and Screening
	Weight Assessment and Counseling for Nutrition and Physical Activity for Children/Adolescents (WCC)
	Childhood Immunization Status (CIS)
	Immunizations for Adolescents (IMA)
	Lead Screening in Children (LSC)
	Breast Cancer Screening (BCS)
	Cervical Cancer Screening (CCS)
	Chlamydia Screening in Women (CHL)

	Respiratory Conditions
	Appropriate Testing for Pharyngitis (CWP)
	Use of Spirometry Testing in the Assessment and Diagnosis of COPD (SPR)
	Pharmacotherapy Management of COPD Exacerbation (PCE)
	Asthma Medication Ratio (AMR)

	Cardiovascular Conditions
	Controlling High Blood Pressure (CBP)
	Persistence of Beta-Blocker Treatment after a Heart Attack (PBH)
	Statin Therapy for Patients with Cardiovascular Disease (SPC)
	Cardiac Rehabilitation (CRE)

	Diabetes
	Comprehensive Diabetes Care (CDC)
	Kidney Health Evaluation for Patients with Diabetes (KED)
	Statin Therapy for Patients with Diabetes (SPD)

	Behavioral Health
	Antidepressant Medication Management (AMM)
	Follow-Up Care for Children Prescribed ADHD Medication (ADD)
	Follow-Up after Hospitalization for Mental Illness (FUH)
	Follow-Up After Emergency Department Visit for Mental Illness (FUM)
	Follow-Up after High-Intensity Care for Substance Use Disorder (FUI)
	Follow-Up after Emergency Department Visit for Alcohol and other Drug Abuse or Dependence (FUA)
	Pharmacotherapy for Opioid Use Disorder (POD)
	Diabetes Screening for People with Schizophrenia or Bipolar Disorder who are using Antipsychotic Medications (SSD)
	Diabetes Monitoring for People with Diabetes and Schizophrenia (SMD)
	Cardiovascular Monitoring for People with Cardiovascular Disease and Schizophrenia (SMC)
	Adherence to Antipsychotic Medications for Individuals with Schizophrenia (SAA)
	Metabolic Monitoring for Children and Adolescents on Antipsychotics (APM)

	Overuse/Appropriateness
	Non-Recommended Cervical Cancer Screening in Adolescent Females (NCS)
	Appropriate Treatment for Upper Respiratory Infection (URI)
	Avoidance of Antibiotic Treatment for Acute Bronchitis/Bronchiolitis (AAB)
	Use of Imaging Studies for Low Back Pain (LBP)
	Use of Opioids at High Dosage (HDO)
	Use of Opioids from Multiple Providers (UOP)
	Risk of Continued Opioid Use (COU)

	Measures Collected Through CAHPS Health Plan Survey
	Flu Vaccinations for Adults Ages 18 to 64 (FVA)
	Medical Assistance with Smoking and Tobacco Use Cessation (MSC)


	Access/Availability of Care Measures
	Adults’ Access to Preventive/Ambulatory Health Services (AAP)
	Initiation and Engagement of Alcohol and other Drug Abuse or Dependence Treatment (IET)
	Prenatal and Postpartum Care (PPC)
	Use of First-Line Psychosocial Care for Children and Adolescents on Antipsychotics (APP)

	Utilization and Risk-Adjusted Utilization
	Well-Child Visits in the First 30 Months of Life (W30)
	Child and Adolescent Well-Care Visits (WCV)
	Plan All-Cause Readmissions (PCR)

	Experience of Care
	CAHPS Health Plan Survey 5.1H Adult Version (CPA) and 5.1H Child Version (CPC)
	Getting Needed Care
	Getting Care Quickly
	How Well Doctors Communicate
	Customer Service

	Children With Chronic Conditions (CCC)

	Health Plan Descriptive Information Measures
	Enrollment by Product Line (ENP)

	Measures Reported Using Electronic Clinical Data Systems (ECDS)
	Breast Cancer Screening (BCS-E)
	Follow-Up Care for Children Prescribed ADHD Medication (ADD-E)
	Depression Screening and Follow-Up for Adolescents and Adults (DSF-E)
	Utilization of the PHQ-9 to Monitor Depression Symptoms for Adolescents and Adults (DMS-E)
	Depression Remission or Response for Adolescents and Adults (DRR-E)
	Unhealthy Alcohol Use Screening and Follow-Up (ASF-E)
	Adult Immunization Status (AIS-E)
	Prenatal Immunization Status (PRS-E)
	Prenatal Depression Screening and Follow-Up (PND-E)
	Postpartum Depression Screening and Follow-Up (PDS-E)

	Long-Term Services and Supports (LTSS) Measures
	Comprehensive Assessment and Update (LTSS-CAU)
	Comprehensive Care Plan and Update (LTSS-CPU)
	Reassessment/Care Plan Update after Inpatient Discharge (LTSS-RAC)
	Shared Care Plan with Primary Care Practitioner (LTSS-SCP)


	Medicaid Results
	Statewide Performance
	Individual Plan Performance—HEDIS Measures
	Individual Plan Performance—CAHPS

	Medicaid HEDIS Trending—Statewide Weighted Rates
	Effectiveness of Care Measures: Prevention and Screening
	Effectiveness of Care Measures: Respiratory Conditions
	Effectiveness of Care Measures: Cardiovascular Conditions
	Effectiveness of Care Measures: Diabetes
	Effectiveness of Care Measures: Behavioral Health
	Effectiveness of Care Measures: Overuse/Appropriateness
	Access/Availability of Care Measures

	Appendix A | Medicaid Utilization Results
	Additional Utilization Measure Descriptions
	Frequency of Selected Procedure (FSP)
	Ambulatory Care (AMB)
	Inpatient Utilization – General Hospital/Acute Care (IPU)
	Identification of Alcohol and Other Drug Services (IAD)
	Mental Health Utilization (MPT)
	Antibiotic Utilization (ABX)

	Utilization Measures: Medicaid Plan-Specific Rates

	Appendix B | Medicaid MCO Population
	Appendix C | ECDS and LTSS Measure Results


	Attachment K.pdf
	Attachment K
	Attachment K Contents

	Attachment L.pdf
	Attachment L
	Attachment L Contents

	Attachment M.pdf
	Attachment M
	Attachment M Contents

	Attachment B.pdf
	Attachment B Cover
	Attachment B




