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Welcome to the EIDM Instructions for DDR Users

The EIDM Instructions for DDR users describes steps DDR users should take to obtain EIDM
IDs and request access to DDR. Please contact the Help Desk if you have questions outside
the scope of this document.

Assistance with DDR is available through the DDR Help Desk, Monday through Friday, 9:00
am-7:00 pm Eastern Standard Time. For questions regarding the use of DDR, contact the DDR
Help Desk via email at DDRHelpDesk@dcca.com or call301-547-4688.

The DDR Help Desk Team welcomes your suggestions for our training and reference
materials. Please contact us with your feedback and comments on this training, or if you need
other DDR assistance.

Table 1. Key Terms

Select each term for further information.

Table 1: Key Terms

Term

Description

EIDM Portal

CMS Enterprise ldentity Management Portal

CMS Secure Portal

The link to login to the EIDM Portal

RIDP

Remote Identity Proofing

MEA

Multi-Factor Authentication

EIDM 1D

An EIDM ID provides access to EIDM
through the CMS Enterprise Portal. Having
an EIDM ID does not mean a user has
access to DDR. After registering an EIDM ID,
a user must request access to DDR, select
an EIDM role for DDR, and receive approval.

DDR Role

The role you will hold within DDR. This is
separate from the roles you request within
EIDM. In DDR there are roles that allow you
perform different functions within the
system.

EIDM Role for DDR

The DDR Role you will hold in EIDM. This is
separate from roles within DDR. In EIDM
there are general roles that correspond with
the roles in DDR. For example, a user should
request the EIDM role of DDR State User if
the user holds the DDR role of State DDR
Contact (SDC) or State Designee.
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What is EIDM?

The CMS Enterprise Identity Management (EIDM) Portal is an identity management and
services system that provides users with access to Centers for Medicare and Medicaid Services
(CMS) applications. An EIDM account ensures that only authorized and registered users can
access protected information and systems through the CMS Enterprise Portal. This system
replaces the previous Individuals Authorized Access to CMS Computer Services (IACS) system,
for which users requested access in 2013.

What is DDR?

The Drug Data Reporting for Medicaid (DDR) is a web application that standardizes
manufacturer drug data reporting under the Medicaid Drug Rebate and Federal Upper Limits
programs. Labelers must use DDR to enter all data required under Section 1927 of the Social
Security Act, the National Drug Rebate Agreement and relevant regulations. The DDR contains
each labeler’s data by labeler code, including all drug product and pricing data. The system
gives users the option of maintaining and submitting all required data through data entry
screens, submitting the required data through the DDR's file upload function or using a
combination of the two methods. The DDR is a secure system requiring all labeler contacts
responsible for data submission to apply for and be granted CMS user IDs and passwords
before they can access the system. DDR is a fast and accurate tool for reporting drug data to
CMS for purposes of the Medicaid Program.

DDR improves the state reporting and federal review processes, federal program management,
and transparency. It also supports data-driven decision making for Medicaid Drug Rebate
(MDR) programs through online access to data and information.

DDR integration into EIDM

(DDR is connected to the CMS EIDM Portal, https://portal.cms.gov . Users access DDR
through EIDM. All existing and potential DDR users, regardless of user role, are required to
have an EIDM ID.

¢ Once you have an EIDM ID, or if you have previously obtained one, you will need to
request DDR access through EIDM and select an EIDM role for DDR.

¢ Unless notified otherwise, all State users should request the DDR State role, all
CMS users should request the DDR CMS role, and all labeler users should
request the DDR Labeler role in EIDM.

¢ When requesting access, you may be subject to Remote Identity Proofing, a process
within EIDM that verifies your identity. Your EIDM role request for DDR will go through
an approval process at CMS. When your role request is approved, you will be granted
access to the DDR application to begin or continue working in DDR.


https://portal.cms.gov/

Figure 1: EIDM DDR Integration Workflow

The image below displays the steps needed to register for an EIDM ID and to request access to DDR through EIDM.

o— o o
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Register an EIDM ID at the Login into the EIDM portal via the Portal Receive approval for your
EIDM Portal via the Portal URL: https://portal.cms.gov, and EIDM role request (via email)
URL: https://portal.cms.gov request access to DDR

0& @ o=
4— — Il__'ﬁ.l’

Receive approval for your requested Request the appropriate DDR Login into DDR system via the CMS Enterprise Portal
DDR role via Email role : URL: https://portal.cms.gov using
your EIDM username and password

Figure 1: EIDM DDR Integration Workflow
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Table 2: DDR User Role Table

The table below displays the DDR roles available in EIDM with corresponding descriptions.
This table may be used to determine your role when requesting DDR access in EIDM.

Table 2: EIDM User Role Table

ROLE ROLE TYPE Approval Hierarchy (Approved by)
DDR Authorizer Approver EIDM Tier 2

DDR Application Approver Approver DDR Authorizer

DDR Help Desk Help Desk DDR Authorizer

DDR CMS End User DDR Application Approver

DDR State End User DDR Application Approver

DDR Labeler End User DDR Application Approver

DDR Contractor End User DDR Application Approver

DDR OIG End User DDR Application Approver




Figure 2: EIDM Role Approval Hierarchy

The image below displays the role approval hierarchy for DDR roles within EIDM. Each
tier approves the tier below it.

Figure 2: EIDM Role Approval Hierarchy

EIDM Tier 2

Roles in blue are new & getting provisioned to both DDR and MDP LDAP groups.

- EIDM Tier 2 and Business Owner Roles



Scenarios
Select the following scenario that applies to you to continue obtaining an EIDM ID or requesting
an EIDM role for DDR:

1. Do vou already have an EIDM ID?

a. Begin with assuring that your challenge questions, password and personal
information are up to date. Once completed, request an EIDM DDRrole.

2. Are vyou anew user? (i.e.. You do not have an EIDM D)
a. Begin with registering for an EIDMID.

3. Are you having trouble logging in?

a. If you don’t know your User ID, select the “Forgot User ID” link. Once your
information is verified and you have received your User ID, select the “Forgot
Password” link to set a new password. If you cannot answer your challenge
guestions, please contact the DDR Help Desk at DDRHelpDesk@dcca.com. If
your information cannot be verified, then follow the instructions for New User

Registration.
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Step 1. Register for an EIDM ID

All DDR users must first register as a user through the CMS EIDM Portal. To create your
EIDM profile, set up a User ID, password, and challenge questions.

1. Go to the Enterprise Portal at https://portal.cms.gov. (You can use Internet Explorer 11,
Firefox, or Chrome)

2. Select “New User Registration” on the homepage.

CMS.gov | Enterprise Portal

v Agree to our Terms & Conditions

Login

Forgot your User 1D or your Password?

New User Registration

Figure 3: New User Registration button


https://portal.cms.gov/

3. Select "DDR: Drug Data Reporting for Medicaid” from the drop-downlist.

4 CMS Enterprise Portal - | X - g
= C | & Secure | https;//portaldev.cms.gov/wps/portal/unauthportal/selfservice/newuserregistration/ or | ¢
I Apps [§ aboutblank Imported From IE [} NewTab [ SNOW %74 CMS Enterprise Port

CMS_gov | Enterprise Portal 28 Applications @ Help @ About % E-Mail Alerts

Step #1: Choose Your Application

Step 1 of 3 - Select your application from the dropdown. You will then need to agree to the terms.

Choose Your Application v

[Cisco WebEX Saas
CNC: Compromised Number Checklist
COB: Coordination of Benefits
CPMS: CO-OP Program Management System
DBidS: DMEPOS Bidding System
DEX: Data Exchange System
DSH: Disproportionate Share Hospital
ECRS: Electronic Correspondence Referral System
ELMO: Eligibility & Enrollment Medicare Online
Enterprise Cognos Reports
Enterprise MicroStrategy Reports
EPPE: Enterprise Privacy Policy Engine

© 8

Figure 4: DDR: Select DDR: Drug Data Reporting for Medicaid option in drop-down list

4. Accept the Terms and Conditions by checking the box at the bottom of the page. Then,
select “Next” to continue.

4 CMS Enterprise Portal - 1 X - o
&« C | & Secure | https//portaldev.cms.gov/wps/portal/unauthportal/selfservice/newuserregistration/ or ¥r
i Apps [ aboutblank Imparted From 1€ [} NewTab [E SNOW 54 CMS Enterprise Port:

CMS.QOV |Emferpri5~a Portal Applications @ Help @ About % E-Mail Alerts

Step #1: Choose Your Application

Step 1 of 3 - Select your application from the dropdown. You will then need to agree to the terms.

DDR: Drug Data Reporting for Medicaid v

Terms & Conditions

OMB No.0938-1236 | Expiration Date: 03/31/2021 | Paperwork Reduction Act

Consent to Monitoring

By logging onto this website, you consent to be menitored. Unauthorized attempts to upload information and/or change information on this web site are strictly

prohibited and are subject to prosecution under the Computer Fraud and Abuse Act of 1986 and Title 18 U.S.C. Sec.1001 and 1030. We encourage you to read
the HHS Rules of Behavior.

9:00 AM
10/03/2018

Figure 5: Terms and Conditions acceptance checkboxand Next  button
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Enter required information. Please note that all fields are required including Social Security

Enter City

Enter First Name

Enter Home Address #1

Enter E-mail Address

Enter Phone Number

All fields are required unless marked 'Optional’.

Step #2: Register Your Information

Step 2 of 3 - Please enter your personal and contact information.

Enter Middle Name (optional) Enter Last Name Suffix (optional)

Enter Social Security Number (optional)

Is Your Address US Based?

© Yes O No

State

Back

Birth Month v Birth Date v Birth Year hd

Enter Home Address #2 (optional)

v Enter Zip Code Enter Zip+4 (optional)

Confirm E-mail Address

Cancel

Number. When finished, select “Next” at the bottom of the page.

Figure 6: Register Your Information page and Next button
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6. Create your EIDM User ID, Password and Challenge Questions. When finished, select “Next”.

Enter User ID

Enter Password

Step #3: Create User ID, Password & Security

Step 3 of 3 - Please create User ID and Password, Select security questions and provide answers,

Select Security Question #1

Select Security Question #2

Select Security Question #3

Back

Enter Confirm Password

hd Enter Security Question #1 Answer I

b I Enter Security Question #2 Answerl

v IEnterSecurity Question #3 Answer I

o

Figure 7: Create User ID, Password and Security page and Next button

Please Note:

e Your User ID must:

(0]

0}
0}
(0}

Be between 6 and 74 alphanumericcharacters

Contain at least 1 letter

Not contain your Social Security Number or any 9 consecutive numbers
Must not include any special characters other than dashes, underscores,
apostrophes, @ symbols, and periods, followed by alphanumeric characters

7. You will then be directed to a Registration Summary page. Please review all
information entered to ensure it is correct, and confirm your e-mail address.

12



Registration Summary

Please review your information and make any necessary changes before submitting.

DDR: Drug Data Reporting for Medicaid

All fields are required unless marked 'Optional’.

First Name

Last Name
Enter Middle Name (optional) i Suffix (optional)
Birth Month Birth Date Birth Year
Enter Social Security Number (optional) v v v
Home Address #1
Enter Home Address #2 (optional)
City State Zip Code

Enter Zip+4 (optional)

E-mail Address

Confirm E-mail Address

Phone Number

Figure 8: Registration Summary page and Confirm E- Mail Address field
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8. Onthe same screen, also verify your User ID and challenge questions. Then select “SubmitUser”.

User D
Password Confirm Password
Security Question #1 Answer
What is your favorite radio station? v
Security Question #2 Answer
What is a relative's telephone number that is not your own? v
Security Question #3 Answer
What is the name of your favorite childhood friend? hd

Figure 9: Submit User button

9. A confirmation message will appear .

®@Confirmation 2

Your ID has been successfully registered with CMS Enterprise Portal, An e-mail has been sent to vour registered e-mail address. You can now login by clicking here

Figure 10: Confirmation message

Step 2: Request Access to DDR

Next, you will request an EIDM role for DDR. Once approved, you will be able to access DDR.

NOTE: Your EIDM role is different than your DDR role. Your EIDM role provides access to
DDR, while your DDR role provides specific permissions within the DDR application. If you are
a new user, you must request a role in DDR to begin using the application.

1. Login to the CMS Enterprise Portal by entering your EIDM User ID and Password. Accept

14



the Terms and Conditions by checking the box in front of “Agree to our Terms and
Conditions”. The Terms and Conditions can be accessed by clicking on the link labeled
“Terms and Conditions.”

CMS.gov | Enterprise Portal

UserlD h
Password h

v |Agree to our Terms & Conditions
Login

Forgot your User ID or your Password?

New User Registration

Figure 11: CMS Enterprise Portal login screen
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2. On the top banner, under your name, select “My Access” from the drop-down menu to
request a role. Alternatively, you can select “Request/Add Apps” on the “My Portal”

page.

4 CMS Enterprise Portal - | X
& [&] | @ secure | https://portaldev.cms.gov/wps/myportal/cmsportal/usermenu/myaccess/
I Apps [ aboutblank Imported From IE [ NewTab [l SNOW 274 CMS Enterprise Port

ise Portal

CMS.gov |My Ent

Access Catalog Start typing to filter apps..

B REQUEST ADMIN ROLE

asdasdas
tast apslication medy @AS% ol ke S=ois?
Help Desk Information Tejfeioadt
123122123123
2sgascase Help Desk Information
123-456-7300! @#5% (ol -+ oS =cf
SampIsTEST@gssinc.com!@#3%"(olkik+cS=cts?
{s}fslsad]
Request Access Request Access
asdasdasdas werewr

Help Desk Information
12312312123
sadasdas dsfsdfsdi

Help Desk Information
sofsdfdf

Request Access Request Access

The Fee for Servica Data Collestion System

The Benefits Coordination & Recovery System
(FFSDCS) apglication collec More... it

(BCRS) allows & user i Mare...
Help Desk Information
123-455-7820

SamoleTEST@gssinc.com

Help Desk Information
123-458-7300

SampleTEST@@gssine.com

Bundled Payments for Care Improvement Data File

© DDRUSERw @ Help @ LogOut

My Access

You currently do not have access to any applications. Please use the
access catalog to request access to the applications.
szdasdasd
Help Desk Information
2312312

s3sasds

Request Access

sizfsdi

Help Desk Information
soffsdf
asfsdf

My Pending Requests

‘You do not have any pending requests at this time

Request Access

Help Desk Information
123-488-7300

SamoleTEST@assine.com

218 AM

09/27/2018

Figure 12: My Access option in drop-down menu and Request/Add Apps link
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3. Search for “Drug Data Reporting for Medicaid (DDR)” in the catalog. When the DDR tile appears,
select the gray “Request Access” button.
- o EN

¥4 CMS Enterprise Portal - | X
| i

menu/myaccess/

vps/myportal/cmsportal/

&« C | @ Secure | https:/portaldev.cms.gov/
I Apps [§ aboutblank Imported From IE [ NewTab [ SNOW 274 CMS Enterprise Port

© DDRUSERw @ Help @ LogOut

CMS.gov [My Enterprise Portal

Request Access Request Access Request Access

Durzble Mesizal Equipment Prosthetics Ontnatics & sfigsta
Si lies DMEPOS M
R = Drug Data Reparting for Medicaid (DDR] is a web- 3
basad application whic Mere. Help Desl;;nfmm!mn
g

Help Desk Information
56-7800 - dig
SomgeTEST @assrecom Help Deskinion-oo

SempleTest@essne com

Request Access Request Access Request Access

EIDMSTEPUP Test Appiication

EIDM Application The EIDM Reports application provides access to
various EIDM reports w More...
Help Desk Information Help Desk Information
123-456-7880 Help Desk Information 123-455-7390
123-486-7 SamoleTEST@gssine.com

SamoleTEST@gssine.com
SampleTEST@gssine.com

Request Access Request Access Request Access

The Electranic Retroactive Processing ELMO provides a single point of aceess for

This appiication allows autharized users to fill out
warious onfine fo More. Transmission (=RFT) is 2 web-bas Mare... Medicars Bensficiary Demogr Mors
Help Desk Information Help Desk Information Help Desk Information
123-456-7880 123-456-7800 123-455.7890

SamoleTEST@gssine.com s SamoleTEST@assine.com
18 AM

i 09/27/2018

Figure 14: Request Access button
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4. The "Application Description” field automatically populates with "Drug Data Reporting for
Medicaid (DDR).” In the “Select a Role” drop-down, choose an appropriate EIDM role. For
example, if you are a State employee or state contractor, you would select “DDR State User”.

4 CMS Enterprise Portal - | X

= C | @& Secure | httpsy//portaldev.cms.gov/wps/mypertal/cmsporta
ps://p g PS/myE P

rmenu/m
=2 Apps [ aboutblank Imported From IE [ NewTab [B SNOW $4 CMS Enterprise Port
e Portal
| My Access Request New Application Access
k View and Manage My * Required Field iHelp
Access
S Select a Role
[0 Reguest New Application Application Description: [Drug Data Reporting for Medicaid (DDR) ] -
Access Drug Data Reporting for Medicaid (DDR) Is 2 web-based application which standardizes manufacturer drug data reporting to the Centers for Medicare & Medicaid Services = Selecta valuedf‘;?::v;ytsg options being

~|Reguests (CMS) for purposes of the Medicaid Drug Rebate Program (MDRP] and the calculation of the Federal Upper Limits (FULs). Additionally, states may access DDR as &
resource for viewing labeler contact information and current drug data, such as Unit Rebate Amounts (URAs) and termination dates.

Annual Certification

My Pending Requests

Select a Role: v

User Roles

DDR Contractor @
DDR State

DDR Labeler
MDP CBO

MDP HSRA

MDP GAOQ

MDP DOJ

DDR 0IG

MDP FDA

MDP IRS

MDP Other Gov Agency
Approver Roles

DDR Authorizer

DDR Application Approver
Helpdesk Roles

DDR Help Desk

La
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Next, enter any notes to the approver and then select “Submit”.

Notes to the Approver;

Please enter any comments you want your Approver to see in the

‘Notes to the Approver’ field.

4

v

<

Figure 18: Submit button
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6. After submitting your request, you may be directed to ldentity Verification. If so, please
continue to Step 3 for further instruction. Please note: Unless previously completed,
all users will be subject to mandatory Identity Verification (Step 3) prior to
receiving the Multi-Factor Authentication (MFA) prompt. All users will be required to
add MFA as shown in the screenshot below.

My Access

Request New System
Access

View and Manage My
Access

Multi-Factor Authentication Information

Adding a Secunty Code to your login also known as Mult-Factor Authentication (MFA) can make your login more secure by providing an exira |layer of protection to your
user name and password. You may choose to add this additional level of secunty to prevent unauthonzed access to your account

To access a CMS application which requires a Security Code to be input at the time of login. select "Add MFA”™ and follow the on-screen instructions to add the additional
level of security

Select "Skip MFA" 10 skip adding the additional level of security ar

o continue with the role request If you choose to skip MFA now, you can always add it later to your
account by accessing the "My Pros

! link from the Welcome menu on the top nght comer of the page

Select ‘Cancel’ to end the role request

e icinnl

Figure 19: Skip MFA button
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7. When Identity Verification is completed and/or MFA is skipped/added, you will be
directed to the “Request Acknowledgment” screen. This DDR role request has been
processed. Select “Ok” to acknowledge and close thescreen.

Request Acknowledgement

Your request to access .V.QBBW using the DDR State User role has been successfully submitted.

Your request id is ; 2682340

Use this number in all correspondence concerning this request. You will be contacted via E-mail after your
request has been processed.

Figure 20: OK button

8. Once you have selected “Ok,” you will be directed to the “View and Manage My
Access Screen.” The tables on this screen display roles that you currently hold, aswell
as any pending and rejected requests.

CMS.gov | My Enterprise Portal © MACProAccessFour w @ Help @ LogOut

Lreen reader mode Off | Accessibility Settings

Manage Access Pending Requests(1)
My Access Pending Requests
R New S Below is the summary of your pending requests
Access ' " |
View and M A Systems IRole Requested IRequest Status |RequestID iDate Requested | Cg
Access 1
| ifi i gg;)rl?ll;]ugglg)arta DDR CMS Pending 2682340 1MHTRMT
Medicaid =

Rejected Requests

Below is the summary of rejected requests

i |
Systems iRoIe Requested lRequest Status |RequestID Date Requested iDate Rejec

There are no rejected requests at this time

Figure 21: View and Manage My Access screen

9. When your role request has been approved or rejected, you will receive an
email notification.

21



Step 3: Verify Identity Online with Remote Identity
Proofing (RIDP)
What is ldentity Verification?

Identity Verification is the process of providing sufficient information (e.g., identity history, credentials,
or documents) to a service provider in order to prove that an individual is who he/she claims to be.
Individuals requesting electronic access to CMS-protected information or systems must be identity-
proofed prior to being given access.

The Identity Verification process is necessary for all EIDM Roles for DDR.

When selecting a role for DDR, you may be redirected to RIDP. RIDP is typically completed via an
online questionnaire. If you fail the RIDP questionnaire, please follow these steps:

1. Take a screenshot of the notification message that indicates you were NOT able to be

verified.

Attempt the role request process again (refer to Step 2 in thisdocument).

3. Ensure that you have entered your personal information correctly (i.e. your home address,
your personal phone number, etc.).

4. Complete RIDP.

5. If your information is correct and your information cannot be verified, call the Experian
Verification Support Service number that displays on the screen. Please note: Experian will
attempt to verify your identity by asking further “Out-of-Wallet” questions (e.g., What colorwas
your first car?).

Completing RIDP

1. Once you select a DDR role in EIDM, you may be taken to the Identity Verification
Page. Select “Next”.

N

My Access Identity Verification

p—.

Figure 22: Identity Verification Page

2. Agree to the terms and conditions by checking the box. Then select‘Next”.

22



My Access

Trema b Conaran

1 agres in the terms et Condmm. -

Figure 23: Next button
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You will have the opportunity to verify your personal information. Once verified, select

“Next”.

Your Information

Enter your legal first name and last name, as it may be required for Identity Verification.

* First Name: erddle Name:
Mary |

‘ Last Name: ) Suffix:

Smithx ]

Enter your E-mail address, as it will be used for account related communications.
* E-mail Address:
|msmithx@gmail.com

Re-enter your E-mail address.
Confirm E-mail Address:

Enter your full 9 digit social security number, as it may be required for Identity Verification.
’—Sociat Security Number:

e |- Y

Enter your date of birth in MM/DD/YYYY format, as it may be required for Identity Verification.

* Date of Birth:
[01 [02 [1988

& U.S. Home Address  Foreign address
Enter your current or most recent home address, as it may be required for Identity Verification.

* Home Address Line 1:
[1223 main

Home Address Line 2:

[BALTIMCRE " [Maryisnd v][21210 |

* City: * State: + Zip Code: Zip Code Extension:

Country: USA

Enter your primary phone number, as it may be required for Identity Verification.
* Primary Phone Number:

410 [433  [4104

;= D | ¢

Figure 24: Your Information page and Next button
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4. Depending on your provided personal information, the Verify Identity page might display.
You will be required to answer several Out-of-Wallet (OOW) questions about information
that may be in your personal records. Please choose your answers carefully. Select the
“Next” button when you are ready to submit yourresponses.

My

Access
Request New System
Access

View and Man Iy
Access

Verify Your identiny

Verify Identity

You may have DWIW a student loan in or around March 2012 Please select the iender that you have I)H‘.'w.lw of you are Cul’f(‘nll’y I'ﬂnh.ll\g
payments to. If you have not receved student loans with any of these lenders Now of in the past, please select 'NONE OF THE ABOVEDOES NOT
APPLY"
BUNTHUST BANK
CHARTER HATL BANK
WA SHEG T O RIUTUAL
UNIVERSITY SUPPORT SVC
NONE OF THE ABGVEDOES NOT APPLY
You may have opened a (GECRE/CARCARE ONE/TANA) credit card Piease select the year in which your account was opened
2007
200w
Eoall
013
NONE OF THE AROVE
You may have opened an aulo I0an in of around June 1999 Please selecl the lender 107 this account If you do nol have such an aulo loan, sekect
HONE OF THE ABOVETOES NOT APPLY"
FLIET FENANCIAL
SOVEREBLH BANK
You may have opened a (GECRE/CARCARE ONE/TANA) credd card. Please selecl the year in whih your accoun! was opéntd
00t
oo
o
2013
WONE OF THE ABOVT
¥ou may have opened an auto ioan in or around June 19990 Please select the lender for this account. I you do not have such an aulo loan, sekect
‘NONE OF THE ABOVE/DOES NOT APPLY"
FLEET FINANCIAL
SOV RGN BANK
WELLS FARGO BANK
SUMIT B
WONE OF THE ABOVLDOES NOT APPLY
Which of the foliowing is a current or previous employer? If there is nol a malched employer name, please select NONE OF THE ABOVE'
THE SINGER CO
S RRA, ONLINE NG
PARAMOUNT FREE LARCE
MARBSOTT INTERNATIONAL
WONE OF THE ADOVE
Arconding 10 ourf reconds. you previously ived on (CEDAR) Please choose the city from the following kst where this streetl S iocated
BRAINTRLE
SOMERVILLE
CHARLESTOVWN
SARLARC A PLATH

RONRE OF THE ABOVT
-

Figure 25: Verify Identity Page and Next button
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5. Once you have submitted your responses, you should receive a confirmation notice. Select“Next”.

My

P —— Remote Identity Proofing

Request New System
Access ;

View and Manage My “ h

Access

Figure 26: Remote Identity Proofing confirmation notice

6. A Request Acknowledgement message should appear. Select“Ok”.

-

My Request Acknowledgement
Access

Request New System
Access
View and Manage My
Access

Figure 27: Request Acknowledgement message

7. If your information cannot be verified, you will receive a message that indicates you
have failed identity verification. First, take a screen shot of the message as shown
below. Then repeat the role request process detailed in Step 2 of this document. When
prompted to repeat RIDP, ensure that you have entered your personal information
correctly (i.e. your personal home address, your personal phone number, etc.), and
answer the verification questions. If you believe your information is correct but you are
still fail identity verification, you must call the Experian Verification Support Service
number that is displayed in the message below.

My Access | Identity Verification

We ware unable to venfy the information that you had pronded. Please contact Expenan Venification Suppont Semices at 1-866-578-5409 and prowde the Review Reference Number «

E—LW L2USTIMUWY. To request access to an application please log into the CMS Pontal after getting with the Experian Suppont Senices
Aacess
View and Manage My “

Access

Figure 28: Identity Verification not passed message
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Step 4. Multi-Factor Authentication (MFA)
What is MFA?

MFA is a type of user authentication that requires another “factor” outside of a User ID and
password (e.g., a Security Code) to complete the login process. To comply with CMS policy,
all DDR users will need to establish a second login “factor” commensurate with the level of
access requested. CMS uses Symantec’s Validation and Identity Protection (VIP) service to
add a second layer of protection for your online identity. Symantec provides validation and
identity protection through computer, phone, and E-mail.

When adding MFA, the CMS EIDM Portal requires registration of a phone or computer to add an
additional level of security to a user’s account. The user is given four options to select from in
order to complete the registration process.

Please note: that MFA is required for all DDR Roles in EIDM.
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MFA Registration

1.

Log into the CMS Enterprise Portal by entering your User ID and Password. Accept the
Terms and Conditions by checking the box in front of “Agree to our Terms and
Conditions”. The Terms and Conditions can be accessed by clicking on the link
labeled “Terms and Conditions.”

CMS.gov | Enterprise Portal

UserlD h

Password h

v |Agree to our Terms & Conditions
Login

Forgot your User ID or your Password?

New User Registration

Figure 29: CMS Enterprise Portal login screen
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2. Inthe top banner select “My Profile” under your name.

CMS.QOV | My Enterprise Portal © MACPro AccessFour w @ Help @ LogOut

My Access

My Portal ﬁ My Profile

Figure 30: My Profile link

3. Select “Register MFA” from the leftpanel.

My Profile

Manage Profile View My Profile
View Profile First Name:
Change Profile Last Name:
Change Password Middle Name:
Change Security Questions Date of Birth:
Register MFA h E-mail Address:
Remove MFA Phone Number:

Home Address Line 1:

Figure 31: Register MFA | ink



4. Choose your MFA registration device from the drop-down list. Please note the following:

e For Tablets/Computers/Laptops enter the Credential ID generated by the VIP Access
client.

o For Text and Interactive Voice Response (IVR) options, enter a valid phone
number to receive your SecurityCode.

e For the E-mail option, the E-mail address from your profile will
automatically be used to send a SecurityCode.

Register Multi-Factor Device

Adding a Security Code to your login, also known as Multi-Factor Authentication (MFA), can make
your login more secure by providing an extra layer of protection to your user name and password.
Click here to learn more about MFA and or go ahead and register your device.

Select the MFA device type that you want to use to login

Choose MFA Device / v

Choose MFA Device
Tablet/PC/Laptop

Text Message (SMS)

Interactive Voice Response (IVR)
E-mail

Figure 32: Choose MFA Device drop-down menu
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5. Depending on the device you select, you may have to enter additional information.
Once all required information has been entered, select“Submit”.

E-mail Address on your profile
Register Multi-Factor Device

Adding a Security Code to your login, also known as Multi-Factor Authentication (MFA), can make
your login more secure by providing an extra layer of protection to your user name and password.
Click here to learn more about MFA and or go ahead and register your device.

Select the MFA device type that you want to use to login

E-mail v

The E-mail address on your profile will automatically be used for the E-mail option. Your e-mail address cannot
be changed at the time of MFA registration. To change your E-mail, please select 'Change E-Mail Address' from
the 'Change My Profile' menu.

Enter MFA Device Description h

Figure 33: Enter MFA Device Description field and Submit button

6. Once you have registered a device, you will receive a confirmationmessage.
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MFA Login

1. Log into the CMS Enterprise Portal by entering your User ID and Password.

CMS.QOV | Enterprise Portal

Choose MFA Device

Trouble Accessing Security Code?

v Agree to our Terms & Conditions

Login

Forgot your User ID or your Password?

Figure 34: CMS Enterprise Portal login screen
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2. Next select your registered MFA device from the drop-down menu labeled “Choose MFA
Device”.

CMS.gov | Enterprise Portal

DDRUSER99

éChoose MFA Device

Choose MFA Device
Tablet/PC/Laptop

Text Message(SMS)

Interactive Voice Response(IVR)
Email

One Time Security Code

Forgot your User ID or your Password?

Figure 35: Choose MFA Device drop-down menu
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3. Select the button labeled “Send MFA Code”. Once you receive your code, enter it into

the text box labeled “Enter securitycode”.

CMS.gov | Enterprise Portal

DDR ID

Send MFA Code Enter security code

Trouble Accessing Security Code?

v Agree to our Terms & Conditions
Login

Forgot your User ID or your Password?

Figure 36: Send MFA Code button and Enter security code field
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4. Once you have entered your code, Accept the Terms and Conditions by checking the
box in front of “Agree to our Terms and Conditions”. Then select‘Login”.

CMS.QOV | Enterprise Portal

DDR ID

Send MFA Code Enter security code

Trouble Accessing Security Code?

v |Agree to our Terms & Conditions
Login

Forgot your User ID or your Password?

Figure 37: Agree to our Terms and Conditions checkbox and Login button
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Additional Actions

Forgot User ID

1. Go to the CMS Enterprise Portal homepage at https://portal.cms.gov. Select the “Forgot

Your User ID” link in the CMS Secure Portal box.

CMS.goV | Enterprise Portal

v Agree to our Terms & Conditions
Login

Forgot your User ID or your Password?

New User Registration

Figure 38: Forgot User ID link
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2. Next, enter the information requested and select*Submit”.

Forgot User ID

Please enter the following information to retrieve your User ID.

Enter First Name Enter Last Name
Birth Month v Birth Date v Birth Year v

Enter E-mail Address

Is Your Address US Based?

@ Yes O No

Enter Zip Code

Figure 39: Forgot User ID screen and Submit button

3. If your information is successfully verified, you will receive a notification. Select “Ok”.

Your information has been successfully verified, check your Email Account for the requested information. You can now login

by clicking here.

Figure 40: Verification message
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4. You will receive an email containing your UserID.

Fri 11/17/2017 6:12 PM
D donotreply@cms.gov

CMS Enterprise Portal- Forgot User ID
To :

Dear DDR USER,

YourUseriDis ppRX USER,

You can follow the link below to return to the login page.

https://portal.cms.gov

If you did not initiate this request, please contact your Application helpdesk.

Helpdesk contact information can be found here.
Thank You.

CMS Enterprise Portal Team

Please do not reply to this System Generated Email.

Figure 41: Email message indicating User ID

5. If your information is not successfully verified, you will receive an error message. Inthis
case, proceed to register for an EIDM ID by following the instructions in Step 1. If you
believe that you already have a valid EIDM ID but you continue to receive the error
message below, please contact the DDR Help Desk at DDRHelpDesk@dcca.com

© Error

1. Invalid data provided Please re enter the information.

If the problem persisis, please contact the IT Service Desk at Phone: 410-788-2580 or 1-800-562-1963 E-mail: CMS_IT_SERVICE_DESKEems hhs.gov

Figure 42: Error message indicating invalid data
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Forgot Password

1. Go to the CMS Enterprise Portal homepage at https://portal.cms.gov. Select
the “Forgot Your Password” link in the CMS Secure Portalbox.

CMS.QOV | Enterprise Portal

v Agree to our Terms & Conditions

Login

Forgot your User ID or your Password?

New User Registration

Figure 43: Forgot Password link
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2. Next, enter your User ID into the text field and select” Next”.

Forgot Password

Please enter the following information to reset your password.

Enter User ID

Figure 44: Next button
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3. Answer the challenge questions and enter a new password. Then, select “Submit”. If
you do not know the answers to your challenge questions, please contact the DDR
Help Desk at DDRHelpDesk@dcca.com. Please note that your new password must:

e Your password must::

(0]

O O0OO0Oo

O O0OO0Oo

Be changed every 60days

Be between 8 and 20characters

Contain at least 1 letter and 1 number

Contain at least 1 upper case and 1 lower caseletter

Contain at least 1 special character other than question marks, greater
than symbols, less than symbols, parentheses, quotation marks,
slashes, apostrophies and ampersand symbols

Be different than previous passwordsused

Not contain your User ID

Not contain commonly usedwords

Not be changed more than once in a 24-hour period

User D
- DDRUSER99

Create New Password

Forgot Password

Pleaze enter the following information to rezet your pazsword.

All fields are reguired unless marked "Optional'.

What is a relative's telephone number that is not your own?

What is the name of your favorite childhood friend?

What is your favorite radio station?

Confirm New Password

___=~ 1

Figure 45: Forgot Password screen and Submit button
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Removing an MFA Device

1. Once logged into the EIDM Portal https://portal.cms.gov, havigate to the drop-
down menu under your username in the top banner. Select “My Profile”.

© WDDRX USER @Help @ LogOut

My Access

ﬁ My Profile

CMS.gov | My Enterprise Portal

My Portal

Figure 46: My Profile link

2. Next, select the link to “Remove MFA” from the leftpanel.

rise Portal Welcome w TESTACCO)

My Profile

Manage Profile Remove Multi-Factor Device

Credential ID/Phone #/E-mail MFA Device Type MFA Device Description  Remove Selected
ezt | et o)
1 EE F E
email__address@emall.com Ema Email O

Figure 47: Remove MFA link
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3. Select the radio button next to the device(s) you would like to remove. Then select
Send Code to receive the security code for the device. Enter the security code and

select “Remove Device”.

My Profile

Manage Profile Remove Multi-Factor Device
aw Profile Credential ID/Phone #/E-mail MFA Device Type MFA Device Description = Remove Selected
= 5555555555 Text Message (SMS) SMS - Cell Phone @ «
rofile
email__address@email.com Emai Email O
ange P. r

Select the "Send Security Code” button to retrieve a Security Code from a phone or e-mail that you have
already registered with this account. Once it is received on your phone or e-mail, enter the code in the
text below, Keep in mind that the Security Code will expire in a short period of time. Please enter and

confirm the code promptly

Remove MFA
Send Code h

Security Code

047831 h

o The Security Code for the Text Message- Short Message Service (SMS) will expire in 10 minutes,

e

Figure 48: Remove Multi- Factor Device screen

4. After selecting “Remove Device,” a confirmation message will appear stating, “Changes
to your profile have been successfullysubmitted.”

CMS.gov | My Enterprise Portal © DDRXUSER ® Log Out

®@Confirmation

Changes to your profile have been successfully submitted.

Figure 49: Confirmation message
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Cancel a Pending Role Request in EIDM

1. Once logged into the EIDM Portal at https://portal.cms.gov, havigate to the drop-
down menu under your name in the top banner. Select “My Access”.

CMS_gov | My Enterprise Portal @ Log Out

L e My Access
My Portal My Profile

Figure 50: My Access link

2. Scroll down to the “My Pending Requests” box. Select the linked RequestID.

CMS.QOV |M\" Enterprise Portal © MACPro AccessFour w

PP T P Tl 5ot typing to filter apps... B REQUEST ADMIN ROLE My Access

Wou currently do not have access to any applications. Please use the
access catalog fo request access to the applications

Help Desk Information

Raquest Accass Request Accecs Request Access

Bundisd Payments for Care Improvement Data File
Transfer

Help Desk Information
123-455-TEE0

My Pending Requests

1 Resuit Found

Request Access Request Access Request Access Application
Request ID Marne Role Name
2552340 MACPRO MACPro State User - CMS Region 7
Access to this application is restrictad 1o Trading  Comnaxien provides supgliers with secure oniing Zpplcation Kan=ae: iy MO-and Towa
Fartnérs that exch More. Becess 1o thew Medics More

Figure 51:7Request ID link
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3. Select “Cancel” from the “Pending Requests”table.

Pending Requests(1)
Pending Requests

Below is the summary of your pending requests

Systems Role Requested Request Status |[RequestID Date Requested ‘ Cancel Request
DDR Drug Data DDR CMS Pending 2882340 N7
Reporting

Rejected Requests

Below is the summary of rejected requests.

Systems Role Requested |Request Status |RequestID Date Requested |Date Rejected Reason

There are no reiected reauests at this time.

Figure 52: Cancel Request link
4. Select “Submit.”

Confirm &

Are you sure you want to cancel this pending role request? Once the request is canceled, you may need to request access for the role again. Select 'Submit' to continue

Otherwise, select "Cancel'’.
Cancel e

Figure 53: Submit button

5. A confirmation will show in a blue banner indicating you have successfully canceled your
request.

[ —
Pending Requests

Below is the summary of your pending requests

i) Information

Your pending role request has been canceled.

Systems %Role Requested iReques: Status %Request ID [Date R

Figure 54: Confirmation message indicating request has been canceled
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Subscribe to EIDM Portal Notifications

Subscribing to EIDM Portal notifications will provide you with helpful general system updates
related to the EIDM Portal, such as potential system issues, upgrades, new features, etc. This
is optional and is not specific to DDR.

1. Navigate to the EIDM Portal at https://portal.cms.gov, and select the button on the
top right of the screen labeled “Email Alerts”.

CMS,gOV | Enterprise Portal 2a Find Your Application =~ @ Help @ About | 3% E-Mail Alerts

CMS.gov | Enterprise Portal

Eigure 55: E-mail Alerts link

2. Enter your email address and then click“Submit”.

Sign Up for Email Alerts

Enter Email Address h

Already a Subscriber?

Figure 56: Enter Email Address field and Submit button
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3. Confirm your email address, determine the frequency in which you would like to receive
notifications, and determine whether you would like to have a password associated
with your subscriber preferences. After completing these steps, select“Submit”.

CMS

TR KRS i GRtac i S WWW.CIMS.goV www.medicaid.gov www.medicare.gov

New Subscriber

Primary Email Address

You must enter a primary email address. You will use this fo access and update your
subscriptions or modify your subscriber preferences

Email Address *

Confirm Email *
Address

Email Delivery Preference

If you would like to change how subscription updates are delivered to you, select an option
below.

@ Send updates immediately by email
© Send updates daily by email

© Send updates weekly by email

Certain high priority updates may be sent regardiess of your delivery preferences

Optional Password

Enter an optional password to add password protection to your subscriber preferences

Password

Confirm Password

SUBMIT | CANCEL

Your contact information is used to deliver requested updates or to access your subscriber preferences.

Figure 57: New Subscriber screen and Submit button
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You will then receive confirmation that you have successfully registered for notifications.
By selecting “Subscriber Preferences” you can determine to which notifications you
have subscribed. If you do not wish to update your preferences, select“Finish”.

| Subscriber Preferences |h

FINISH CLOSE

Your contact information is used to deliver requested updates or to access your subscriber preferences.

Privacy Policy - Help

Figure 58: Subscriber Preferences link

Subscriber Preferences
= -=727: = Preferences Questions
Subscriptions
You are subscribed to the following topics

Topic Check to Delete

Enterprise Portal Notifications

SUBMIT | CANCEL

Delete my account
Add Subscriptions

Figure 59: Subscriptions tab

CMS

CENTERS FOR MEDICARE & MEDICAID SERVICES

WWW.CMS.gov www.medicaid.gov www.medicare.gov

Welcome

Success

has been successfully subscribed to Enterprise Portal
Notifications for Centers for Medicare & Medicaid Services (CMS).

Subscriber Preferences|

FINISH CLOSE

r Your contact information i1s used to deliver requested updates or to access your subscriber preferences.

Privacy Policy - Help

Figure 60: Finish button
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Change Password

1. Once logged into the CMS Enterprise Portal, select “My Profile” in the drop-down menu
under your name in the top banner.

CMS.gov | My Enterprise Portal O ECEENEEC © Help @ Log Out

My Access

My Portal SN | 1/ Profile

Figure 61: My Profile link

2. Next, select “Change Password”.

CMS.gov | My Enterprise Portal (] DDRUSER99 @tHelp @ LogOut

My Profile
Manage Profile View My Profile (& change My Profile
View Profile First Name:
Change Profile Last Name:
h Middle Name:
Change Challenge Questions Date of Birth:
Register MFA E-mail Address:
Remove MFA Phone Number:

Figure 62: Change Password link
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3. Enter your old password, your new password, and select “Submit.” Your password must:

0

Iy

Be changed every 60 days

Be between 8 and 20 characters

Not be changed more than once every 24 hours

Contain at least 1 letter and 1 number

Contain at least 1 upper case and 1 lower case letter

Contain at least 1 special character

Be different than previous passwords used

Not contain your User ID

Not contain commonly used words

Not contain question marks, greater than symbols, less than symbols,
parentheses, apostrophies, quotation marks, slashes, and ampersand symbols.

Change Password

All fields are required unless marked 'Optional’.

Enter Old Password

Enter New Password

Confirm New Password

Cancel

Figure 63: Submit button
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4. You will receive a confirmation message stating, “Changes to your profile have been
successfully submitted.”

CMS.gov | My Enterprise Portal [eY DDRUSER99 Help @ LogOut
®@Confirmation x
Changes to your profile have been successfully submitted.

Figure 64: Confirmation message indicating changes to profile have been submitted
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Change Challenge Questions

1. Once logged into the CMS Enterprise Portal, select “My Profile” in the drop-down menu
under your name in the topbanner.

CMS.gov

CMS.gov | My Enterprise Portal

My Portal

My Access

q My Profile

© TN © >

(= Log Out

Figure 65: My Profile link

2. Select “Change Challenge Questions”.

Manage Profile

allenge Questions

Remove MFA

h

CMS.gov | My Enterprise Portal (2] DDRUSER99
My Profile

View My Profile

First Name:
Last Name:
Middle Name:
Date of Birth:
E-mail Address:

Phone Number:

@ Help ™ Log Out

E’f Change My Profile

Figure 66: Change Challenge Questions link
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3. Enter your User ID and Password, and select“Next”.

Change Challenge Questions

All fields are required unless marked 'Optional’.

Enter User ID

Enter Password

“ e

Figure 67: Change Challenge Questions screen and Next button
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4. Create challenge questions and answers that you will remember in the future. This is
important as you will answer these challenge questions when a password reset is
required. Select challenge questions, provide answers, then select“Submit”.

Please note: after you populate all fields, you must click outside the box for the “Submit”

button to become active.

CMS.QOV |I\--1':,r Enterprise Portal
AT =

Manage Profile Change Security Questions and Answers

All fields are required unless marked 'Optional’.

Security Question 1l

Enter Security Question #1 Answer
hange Security Questions

Security Question 12

Enter Security Question §2 Answer

Security Question 13

Enter Security Question #3 Answer

Wategine MACPro Access w» @ Help o Log Out

Figure 68: Submit button

5. You will receive a confirmation message stating, “Changes to your profile have been

successfully submitted”.

CMS.QOV | My Enterprise Portal

&@Confirmation

Changes to your profile have been successfully submitted.

(e)] DDRUSER99 N7 Help = Log Out

Figure 69: Confirmation message indicating changes to your profile have been submitted
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